B a

t

c h i

n g

D

N

A

C

o

m

p

utation

s

D a

n B

on

e

h R

i

char

d J

. Li

p

ton

�

d a b o @ c

s . p r i nc e

ton.ed u rj

l@cs.princeton.eduDepart ment of

Computer

Science

Princeton

Uni

versity

Princeton ,

N J

0

8 5 44 A b

s t r a ct I n t

h i s sho

rt note

wepoint out that in some

cases

batching computations on a molecular

computer isvery cheap.

This is especially useful for breaking cryptosystems and can be useful for

other applications as well.R e

ce n

t l y L

i pt on

[

1 ] s ho wed that thefo

r

m ula satisfaction problem can be solved by aD

N

A computer.

This result holds for formulas with at most7

0 inputs. Lipton’s result was then used in [2] to show

that the DE

S cryptosystem can be broken in roughly

4 month of work in the lab.It was pointed out

that under chosen plain-te xt attack it only takes one day to break DES with some preprocessing. In

this short note we expand on this point.

Letf

:

f0 ; 1g

7

0 ! f0; 1g 70 be some one-to-one function on 70 inputs. The fact that f is one-to-one

implies that it has an inverse which we denote by f�

1 . Suppose f can be computed using a circuit of

size s. The results of [3] show that usingO

(s

) biological operations it is possible to build a soup of

strands representing all elements in the setf(x; f (x))j x2 f0; 1g 70 gW e refer to this solution asT f . The point is that given T f and a value f (x) one can easily recover

x. This can be done by extracting all strands in T f containing the string f (x) on its right side. The

extracted strands will represent the pair (x; f (x)). The initial section of the extracted strands can be

sequences and hence x can be found. This simple process takes only several hours.

The simple procedure above shows that given T f one can compute f �1 (x) very quickly . In this note

we point out that if one had to compute f �1 (x 0 );: : : ; f �1 (xm ) then one can perform the computation

in time O(s)+ O(m) (1)

O(s) is the time it takes to construct the solution T f and O(m) is the time to perform the m table

lookups for the required values. Note that once the solution T f has been constructed, evaluating

f �1 (x) takes constant time.

W e refer to the process of evaluating the function f at many points at once asb a t c h i n g. On a

conventional computer, if it takes time s to evaluate a function, then the time it takes to evaluate the �

Su pp o

r t e d i

n part

b

y NS

F

CC

R

{ 9 3 0 4 7 1 8 . 1

f u n c t i on at m point s is O (m s ) . T his shou l d b e cont rasted with ( 1). Thus batchin g is m u c h easier on

a D N A co mputer than on a con ventional computer. This is the main point of this note.

The implication of (1) to cr yptography is e xtremely important. Let g ( M ; k) be a private key

cryptosystem ; the encryption of the message M using the key k is g (M ; k). Suppose an eavesdropper

wishes to tap a conversation protected using the cryptosystem g . Under plain -text attack the eaves-

dropper can generate a pair (M 0 ; E 0 ) where he gets to choose M 0 . De �ne the function f (k) to be

f (k) = g (M 0 ; k). Then to �nd k the eavesdropper needs to compute f � 1 (E 0 ).

When the key k is at most 7 0 bits long the batching argument above shows that some large

company can spend the time to construct the solution T f . The company can then sell the solution

to anyone who wishes to quickly break the cryptosystem g . This argument shows that due to the

existence of DNA computers , cryptosystems had better use keys which are much longer than 70 bits.

Some cryptosystems which are currently used do not use large enough keys. Examples are DES and

clipper.

T o conclude, we note that batching the evaluation of one way functions is cheap when using a

DNA computer. This phenomenon is an example where a DNA computer has a clear advantage over

a conventional machine. Other applications where batching is useful will provide more examples to

which DNA computers are especially well suited.

R e fe re n ce s

[1 ] R. Lipton, \Using DNA to solve N P- Complete Problems ", Science 2 6 8 : 5 42-545 (Apr. 28)

1 995.

[2] D. Boneh, C. Dunworth, R. Lipton, \Breaking DES Using a Molecular Computer", Princeton

CS T ech-Report CS-TR-489-95.

[ 3] D. Boneh, C. Dunworth, R. Lipton, J. Sgall, \On the Computational Power of DNA", sub-

mitted to Discrete and Applied Math.

2