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Abstract

Traitor tracing schemesare a very useful tool for preverting piracy in digital content
distribution systems. A traitor tracing procedureallows the system-managerto reveal the
identities of the subscribers that were implicated in the construction of a pirate-device
that illegally receivesthe digital content (called traitors). In an important variant called
\asymmetric" traitor tracing, the system-managelis not necessarilytrusted, thus the trac-
ing procedure must produce undeniableproof of the implication of the traitor subscribers.
This non-repudiation property of asymmetric schemeshas the potential to signi cantly
increasethe e®ectivenessof the tracing procedureagainst piracy.

In this work, we break the two previous proposalsfor etcient asymmetric public-key
traitor tracing, by shawing how traitors can evadethe proposedtraitor tracing procedures.
Then, we presen a new excient Asymmetric Public-Key Traitor Tracing schemefor which
we proveits traceability in detail (in the non-black-box model); to the best of our knowledge
this is the ‘rst sudh scheme. Our systemis capableof proving the implication of all traitors
that participate in the construction of a pirate-key. We note that eventhough we break the
earlier schemeswe employ someof their fundamental techniques and thus considerthem
important developmens towards the solution.

1 Intro duction.

The securedistribution of a digital content stream to an exclusive set of subscribers is an
important problem that has many applications in the entertainment industry. The typical
setting is that of Pay-TV: the content distributor transmits scrambled streams of video of the
channel line-up that are received by the subscribers using a decader device (e.g. a cable-box).
The digital content should be encrypted in such a way sothat eavesdropgers are incapable of
intercepting the stream. On the other hand, ead legitimate subscriber possessea decryption
medanism (essemially: a cryptographic decryption key) that enableshim/her to receiwe the
cortent.

Onemajor problem facedby administrators of such systemsis \piracy": the illegal reception
of the scrambled content that is made possibleby taking advantage of \insider information."
Current encryption mecanismsare strong enoughto ensurethat an eavesdropyer is incapable
of inverting the scranbling method usedin the broadcastto the legitimate subscribers. How-
ever, illegal reception of the digital content can still occur if someof the legitimate usersof the
systemleak (someof) their key information to athird party. Such usersare called traitors and
a third party that usessubscriber-key information for illegal data reception is called a pirate.

The traditional approach to tackle the problem of piracy is to hide the decryption-key
information from all legitimate subscribers of the system. This can be a quite tricky problem,
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since every legitimate user should possessnough key-information to enable the reception of
the scrambled digital content. Hiding the key from the user can be adchieved by employing
tamper resistart hardware (so that the key-information is concealed,but still can be usedin
a black-box fashion), or, in the software-basedsetting, program obfuscation can be employed
instead. Hardware tamper resistancecan provide satisfactory solutions in terms of security.
Howewer the cost of constructing and distributing tamper resistart decadersto ead subscriber
of the system is prohibitiv e for many digital content providers. Especially in an Internet-
basedsetting it would be extremely desirablethat no system-sgeci ¢ physical deviceshould be
required and that the decader software should be downloadable from the distributor's web-site.
This suggestshat a software obfuscationtechnique would be more appropriate, however there
are no cryptographically strong methods to achieve generalsoftware obfuscation and, further,
there are indications that it is actually impossible (see[28, 2]), so one hasto rely in ad-hoc
methods. As a result, no key-concealmeh method is a complete panacea:there will always be
at least one savvy malicious subscriber that will compromisethe resistance(hardware tamper-
resistanceor software obfuscation) of the decader. Even worse,oncethe the decader is broken
once, the information on how to repeat this can be distributed to thousandsof usersusing the
Internet, thus dramatically scalingup the damagesto the cortent-distributors 1.

Traitor Tracing schemes: An alternative approad to piracy prevertion in digital content
distribution systemswas proposedby Chor, Fiat and Naor under the framework of Traitor
Tracing Schemes(TTS) [8] (seealso[9]). In a TTS, ead subscriber has a decryption key
that is assaiated with his identity (it can be thought of as a ngerprinted decryption key).
Malicious subscribers (traitors) might again try to leak their personal key information to
a pirate. Howevwer, in a traitor-tracing sceme the distributor (or the authorities) possessa
\traitor tracing" procedurethat, giventhe pirate decader, is capableof recovering the identities
of at least one of the traitors. Eventhough the existenceof such a mecanism cannot eliminate
piracy, it can e®ectiwely deter usersfrom leaking their personalizedkeysto a pirate. The
probabilistic constructions of [8] were followed by more explicit combinatorial designs[30], and
later by [13, 22], who also consideredthe combination of traitor tracing schemeswith ezxcient
revocation methods (cf. broadcastencryption, [12]).

Public Key Traitor Tracing: Traitor Tracing Sthemeshave beenintroduced in the sym-
metric encryption setting, under the basic assumption that the content distributor coincides
with the administrator of the securebroadcastinginfrastructure. Howevwer it is highly desirable
to divide theseroles. In public-key traitor tracing, there is oneauthority that is responsible for
the broadcasting infrastructure (which we call the system-manager)and se\eral, non-trusted,
content-distributors that may take advantage of the public-key encryption procedure (pub-
lished by the system-manager)to distribute content to the subscribers of the system. This
setting is illustrated in gure 1. Public-key TTSs were preseried in [20, 4, 16].

Asymmetric  Traitor Tracing: A shortcoming of the traitor tracing procedure, as it is
achieved in all the schemesmertioned above, is the fact that the system-managerdoes not
obtain undeniable proof for the implication of a certain set of subscribersin the construction
of a pirate device. In these sthemes,the system-managerknows all the key information dis-
tributed to the usersand asa result, if it is malicious, it canimplicate an innocert userin the

YIndustry assessmen of the risk involved in such exposureswas demonstrated recertly by the $ 1 billion
lawsuit Ted (and currently kept on hold) by Canal Plus (owned by Media giant Vivendi Universal) against the
NDS Group (controlled by News Corp. of Rupert Murdo ch), alleging that top engineershired by NDS broke
into the security system of Canal Plus Pay-TV service and exposedsensitive user-key information to thousands
of potential malicious usersby publishing this information on the web [1].
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Figure 1. The Setup of a Public-key Traitor Tracing Stheme

construction of a pirate device. As a result, these sdhemesdo not support non-repudiation:
subscribers can always deny their implication in the construction of a pirate-device and claim
that it wasthe malicious system-managerthat implicated them instead (e.g. somemalicious
employee of the system-manager). Of coursethis doesnot prohibit the system-managerfrom
taking uni-lateral measuresagainst such users(e.g. disconnectthem from the service); however
if non-repudiation was possible,this would drastically increasethe e®ectivenessof the traitor
tracing scenarioagainst piracy: in a traitor-tracing sceme with non-repudiation, where the
tracing procedure producessolid proof for the implication of the traitors, the system-manager
might presscriminal chargesagainst subscribers that leak their key-information, thus signi -
cantly lowering the commercialviabilit y of piracy. Note that in suc a schemetracing becomes
a much more challenging task: on the one hand the system-managershould know enoughin-
formation about the subscriber keysto executethe tracing algorithm; on the other hand the
system-managershould be oblivious to a signi cant portion of a subscriber's personalized-ley
(otherwise the system-managemwould be capableof implicating innocert usersin the construc-
tion of a pirate-device). This asymmetry of knowledge assuring non-repudiation, gave these
schemesthe name\asymmetric traitor tracing."

The existence of asymmetric traitor tracing schemeswas shovn by P tzmann [25], who
alsointroduced the setting of asymmetric traitor tracing. Nevertheless,this rst scheme,was
merely a plausibility result that employed generic securefunction evaluation techniques (that
are completely impractical). Later, the problem wasalsostudied in the context of ngerprinting
[26, 27]. A \somewhat asymmetric" public-key traitor tracing scheme was preseried in [20],
using a threshold mecanism to ensurethe non-repudiation property (i.e. the capability to
implicate innocert userswasdivided to a number of authorities, who had to collude in order to
break the asymmetry of the scheme). This is not a real solution to asymmetry (sinceit was not
asoriginally de ned in the harder model of a single authority which performsthe managemen
functions). Further, the underlying traitor tracing mechanism of the scheme of [20] was later
[29, 4] shown to fail against collusionsof traitors which include more than a single user. Thus,
the problem of excient (single-authority) public-key traitor tracing remained open, until the
recert introduction of two proposalsby Watanabe et al. [31] and Komaki et al. [19].

Our results: In the presen work we show the following:



2 First, we break the two previous proposalsof [31] and [19]for excient asymmetric public-
key traitor tracing: we shaw that for both schemesit is possiblefor the traitors to evade
tracing.

2 Second,we presert an excient Asymmetric Public-Key Traitor Tracing scheme of which
we prove its traceability in detail (in the non-bladk box traitor tracing model). Our
schemeis capable of proving the implication of all traitors that participate in the con-
struction of a pirate-key. As aresult our proposalis the ‘rst etcient Asymmetric Public-
Key Traitor Tracing Scheme. In fact our schemeis comparablein exciency to previous
non-asymmetric traitor tracing schemesasillustrated in gure 2.

Ciphertext  User-Key Encryption- System  Asymmetry
Size Size Key Size Type
[8] schemel | O(v*logn) O(vZlogn) O(vZlogn) generic NO
[4] v+ 1 0(1) v+ 1 public-key NO
Our Scheme v+ 2 o) v+ 2 public-key YES

Figure 2: Comparison of our public-key traitor-tracing schemewith previous work. Note that
n is the number of usersand v is a parameter of the system, that denotesthe maximum size
of a traitor collusion that the system can withstand.

Remark: We would like to note that even though we actually break the schemesof [31] and
[19] (demonstrating the high level of care which is neededto designsud subtle systems),their
contributions are neverthelesssigni cant, since we have learned a lot from their underlying
medanisms. In particular they introducedthe idea of using Oblivious Polynomial Evaluation
[23], as the basic building block to achieve asymmetry in public-key traitor tracing schemes;
something that we also take advantage in our scheme. Thus, the earlier works represert
important stepstowards the dewvelopmert of the excient asymmetric scheme.

2 Preliminaries

Wework in a multiplicativ e cyclic group G of large prime order over which solving the Decisional
Dize Hellman (DDH) Problem is hard:

Denition 1 DDH . Letg 2 Gbe a geneator. Consider triples of the form R hg?; g°; gfi with
a;b;c < order(g) and triples of the form D, hg?; g°% g2 with a;b< order(g). A predicate solves
the DDH problemif it can distinguish the collection D from the collection R

The DDH-Assumption for G suggestghat any predicate that solvesthe DDH problem has
distinguishing prokability negligible in log(order(qg)).

For example G can be the subgroup of order q of Z;, whereqj pi 1 and p;q are large
primes. In the following g will denote a generator of G. Note that arithmetic in the exponerts
is performed in the nite eld Zg.

Let ho; hy;:::;hy berandom elemeris of G sothat h; := g'i forj = 0;:::;v. For a certain
elemen y := g° of G arepresettation of y with respectto the basehg;:::;hy isa (v+ 1)-vector
F:= htp;:::;&i sudc that y = hi{," . h¥v, or equivalently ¢+ = b where ¢denotesthe inner
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product betweentwo vectors. It is well known (seee.g. [6]) that obtaining represenations of

2.1 Oblivious Polynomial Evaluation

A tool that is instrumental in obtaining the non-repudiation property of our schemeis Obliv-
ious Polynomial Evaluation (OPE). An OPE protocol involvestwo parties, the senderS, who
possessea secretpolynomial P 2 Zg[x], and the receiver R who possessea secretvalue® 2 Z,.
An OPE protocol allows the receiver to compute the evaluation of the sender'spolynomial P
over its secretvalue ® (i.e. compute P(®)) in such a way sothat:

2 The senderS cannot extract any non-trivial information about the value ®.

2 The receiver R cannot extract any information about the polynomial P, other than what
can be trivially extracted from the value P (®).

Oblivious Polynomial Evaluation was introduced by Naor and Pinkas in [23], where an
excient construction with two communication °ows was preseried. The security of the scheme
was basedon Oblivious Transfer and an intractabilit y assumption related to the Polynomial
Reconstruction Problem (seee.g. [14, 18]). Later, in [7], it was shown that excient OPE
protocols can be basedon the genericassumption of Oblivious Transfer.

Here, we will assumea two communication °ow protocol (such as those of [23, 7]) where
f OPEQ(®) denotesthe data transmitted by the receiver R to the senderS in the rst °ow,
and f OPEg(P(®)) denotesthe data transmitted by the senderto the receiwer in the second
communication °ow. According to the properties of Oblivious Polynomial Evaluation as de-
scribed above, f OPEg(®) doesnot yield any non-trivial information about the value ®, and
fOPEQ(P(®)) corntains enough information for the receiver to compute P(®) but not any
further non-trivial information about the secretpolynomial P.

The variant of Oblivious Polynomial Evaluation that we will use hastwo additional prop-
erties. (1) it is malleable: i.e. givenf OP E g(®) the sendercan easily compute f OP E g(®+ @Y,
for a given (e.g., random) ®° and + an operation in the underlying "nite “eld; and (2) it is
performed over a publicly committed value, namely ® can be thought of asa private key whose
public key is publicly known. Indeed, protocols such as[23] can have these properties due to
their structure and using generic techniques. In addition, an OPE protocol can be designed
directly to adhieve these properties very exciently [17]. This scheme s robust and exploits
zero-knownledge proofs to assurethat the receiver is acting on the committed value. In par-
ticular we show how it is possiblefor the receiver to corvince the senderthat the submitted
string fOPEQ(®) is (i) properly formed, and (ii) it agreeswith the public commitment value.
Further, the schemeis simulatable in the sensethat one can produce protocol transcripts on
any given public commitment value. Our designwill exploit the above properties in a crucial
way.

2.2 Asymmetric Public-Key Traitor Tracing Schemes

An Asymmetric Public-Key Traitor Tracing schemeinvolvesthe following entities: the system-
manager,who is responsible for administrating the system,issuing subscriber information, and
tracing pirate devices;the subscribers, or users,of the system;the channel-providers who use
the system to distribute scrambled data to the set of subscribers; and nally, the \judge"



who veri es that certain subscribers have been implicated in the construction of a pirate-
device. Note that the judge is not assumedto be a trusted party, in fact any interested party
can play the role of the judge. Nevertheless,we use this terminology to emphasizethat the
tracing procedure should produce solid evidencefor the implication of the traitor usersin the
construction of a pirate-device.

The description of an asymmetric public-key traitor-tracing sdeme is comprised of the
following proceduresand requiremerts:

2 Join. A protocol betweenthe system-managerand a new user that introducesthe new
user as a subscriber to the system. The join procedurewill result in a personalizedkey
for eadh new subscriber. The join procedureis a critical componert in the context of
asymmetric schemes: on the one hand the subscriber should commit to his/her key in
a non-repudiable way; on the other hand, the system-managershould be oblivious to a
portion of the subscriber key (to prevent a malicious system-managerfrom implicating
an innocert user).

2 Encryption. A probabilistic procedure that can be used by any third party to send
encrypted messageso the set of users.

2 Decryption. An algorithm that can be used by any user, in combination with his/her
secret-ley, to decrypt a message.

2 Traitor-T racing and Trial. An algorithm that given the contents of a pirate-decoder
can be used by the system-managerto reveal the identities of the traitor users that
participated in the construction of the decader by revealing their keys. The algorithm
generatesnon-repudiated information which can be veri ed in a trial by a judge; see
‘gure 3.

The security of the asymmetric public-key traitor tracing scheme can be modeled by em-
ploying standard notions of security pertaining to public-key encryption. In particular, we
remark that de nitions of semartic-security against passive or chosen-ciphertext adversaries
can be employed to model security in our setting without any modi cations.

Further, the schemeis \asymmetric" if it satis es the following properties: (i) frameproof:
the system-manageris incapable of implicating innocert usersin the construction of a pi-
rate decder; (ii) direct non-repudiation: tracing should produce indisputable proof for the
implication of the traitors in the construction of the pirate decader; such proof should be im-
possibleto forge by the system-managerand any interested third party (the judge) can chedk
its validity without the participation of the subscrilers of the system (hence the name direct
non-repudiation).

3 Flaws in prop osed Asymmetric Public-Key Schemes

In this sectionwe demonstratethat the two previous proposalsof asymmetric public-key traitor
tracing schemesare °awed.

3.1 The scheme of [31] is Flawed

Let us brie®’y describe the scheme; for more details the reader is referred to [31]. Following
the join procedure, ead legitimate useri of the system possesses value f (zi;®) of a bi-
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Figure 3: Traitor Tracing in an Asymmetric Scheme

variate polynomial f (x;y) = f1(x) + yf2(y) wheref(x) := ap+ a;x + :::+ ax and f»(x) =
b + bix + ::: + bxK are two secret random polynomials of Zq4[x] (selected by the system-
manager during the initialization of the scheme). The join procedureis executedso that the
®, value is not revealedto the authority but neverthelessthe authority obtains a commitment
of the userto this value (to be usedasa proof in caseof piracy).

The public-key of the scheme is hg; ho.o;:::;hok; h10;:::;hiki sothat hg; := g* and

YK j K i
hg'; s ¢hlo; hbor o0 M (X1 hrﬁl = gf2yreees (x; hrl’;}k = gffolyi
i=0 j=0

The receier, auserthat possesses(zi; ®) = f1(z)+ ®f2(z), decrypts a ciphertext hG; G®

happen with negligible probability); obsene that ,f 2(z) + , 1f2(x1) +Q'::+ ,kF2(xk) = f2(0).
Subsequetly the user computesthe plaintext s by evaluating G%(°- }‘zl (GJ-°)>J' ).

In [31] it is shown that it is computationally hard for a collusion of up to k usersto
compute another decryption key tez; ®;f (z; ®)i. Neverthelessthis is not sutcient to ensure
tracing. Attacks in previous traitor tracing schemes(in particular against the scheme of [20])
usedtechniquesto combine user-key information in an arbitrary fashionthus disabling \direct"
tracing by merely observingthe keysfound inside the pirate-decader (see[29, 4]). Watanabe et
al. [3]] claim that sud techniquesdo not seemto apply in their scheme:\ On the other hand,

it seems[that suchtechniquesare] not applicableto the threshold-deryption-basal schemesuch



as[Yoshidaet al] and ours, since a sessionkey can be computed by combining k+ 1 sharesusing
the Lagrange interpolation, and simple convex combination of the personal keys of k traitors
does not lead to the pirate key." (page 400, [31]).
Here we show that this assumptionis, in fact, false:

Claim 1. Any collusion of traitors of more than a single user, can generatekeysthat are not
traceablein the schemeof [31]. Such keysare random linear combinations of the traitors' keys.
The Break. The break dependson the following fact that we showv about the [31] scheme:
Givent user-keysty;; ®;f (z;;®)i the vector hty; ;i K +°;:::;_k,¢| =

1o 1tz 17K 1@ 1@z 1®@ZK 1 (z;®)i
=1 =1 =1 =1 =1 =1 =1
canalsobe usedasakey, where?! 1;:::;1 are random elemerns of Z4. This can be seenas
follows: giventhe ciphertext hG; G Go;:::; Gy; (xl, G9);::1; (xk; GY)i, apirate q_,ewceemploy-
ing a key of the above form, computes® := G* ="k, G;’. Obsenethat ° = befa(z)
Next the pirate device needsto compute values ; , 1;:::;, k SO that 1 ®f(z) +

cif (o) + oo+ kf(X¢) = F(0) for any polynomial f 2 Z4[x] of degreeat most k. If such
values%\n be computed, then the messagecan be recovered by the pirate deviceby computing
G(°- “K.1 (GD)-1).

To complete the descrlptlon of our break we shcw how the values ; , 1;:::; LK can be

that can only haBpen with negllglble probablllty) Then, the system A ¢I"b0 """ bil =

W (x1);::05f (xk); 1o 1-®f(2)iT is solvable for any polynomial f 2 Z q[x] of degreeat most
k and de nes the coezcients of f (x). It is an immediate corB:Iusmnthat by = f(0) can be
de ned asa linear combination of the valuestf (x1);:::;f (Xk); ‘21 1*®f (z)i and the coet-

cients ,; , 1;:::;, k of the linear combination depend onIy on the matrix A, which is accessible
to the pirate deV|ce given the pirate-key and the ciphertext.

As aresult, a pirate, using keysof the above form, producespirate-devicesthat the tracing
procedure of the scheme of [31] (which is merely basedon cheding whether the key(s) found
in a pirate-device are equal to someof the subscriber keys) is incapable to trace.

We remark that in [31], a \black-box traitor tracing" algorithm is preserted aswell. It is
basedon \black-box con rmation" (as de ned by [4]). Sud traitor-tracing methods require
exmnential-time in the number of traitors, and are, therefore, not practical for many scenarios.

3.2 The Tracing Scheme of [19] requires Exp onential Time

Let us brie°y describe the scheme;for details the readeris referred to [19]. Following the Join
procedure, ead legitimate useri of the system obtains a point of a random secretpolynomial
f(X) == ap+ a;x + 111+ ag; 1x%i 1 (this polynomial is privately selectedby the system-
manager during the initialization of the scheme). As a result, ead subscriber will obtain a
point hd;;f (d;)i. Note that this point is not known to the system-manager;in fact this is the
crucial point that is usedby [19]to show the asymmetry property of their scheme. The public-
key of the systemis setto hg g20;:: :'gaZkl i and the encryptlon is de ned asfollows a sender



can be decrypted by any subscriber of the system (that possessea point hd;;f (d;)i of f) as
follows: .
s= G0 ¥ =G' @)
j=1
It is proven in [19] that a coalition of lessthan 2k traitors is incapable of constructing
another subscriber key hd;f (d)i. Howewver it is possibleto construct vectorsthat can be used

as keys by taking linear combinations of the form

Xt Xt Xt Xt
h 1. Toghii 1. g2ki 1; 1o (d)i
=1 o1 o o1

Sud vectorscanbe constructed by a traitor collusion of t subscribersand it is not apparent
how tracing can be achievedin this case. This fact is mentioned in the paper andit is claimedit
is possibleto trace those combinations to the usersthat createdthem by using coding-theoretic
techniques.

Claim 2. Tracing in the schemeof [19] requires exponertial time.

Justi cation.  The coding theoretic methods that Komaki et al. ([19]) claim they can use
for tracing in their scheme, (note that they do not preser a concretetracing algorithm), re-
quire the tracer to know the points hd;; f (d;)i assignedto the usersduring the Join protocol.
Howewer, these samevalues are also required to be unknown in order to achieve the claimed
asymmetry/non-repudiation. This fact went unnoticed in [19], and rendersthe proposedtrace-
ability procedure exponertial time, as the tracer will have to usein the decaling algorithm
all possiblevaluesof the underlying nite eld Z4 which is exponertially large (the sizeof an
elemern in the underlying nite "eld coincideswith the security parameter of the system).

4 The New Scheme

In this sectionwe presert our public-key asymmetric traitor tracing scheme. In order to achieve

the asymmetry property it is necessaryto usea basic underlying medanism that can provide

non-repudiation. To this e®ect, we assumethat every user u possessesa digital signature

medanism sign, that allows him/her to sign messagesThe signature of useru on a message
M will be denoted by sign,(M ). Any interested party can verify the signature of useru on a

messageM by running the publicly available veri cation algorithm verify,, .

Initialization. The system-managerselectsone random polynomial Q1(X) = ap + aixX +

QX y) := Qu(x) + by.
Join. The join procedureis a protocol executed by the system-managerand a new user u
that wants to obtain the subscription service. The goal of the Join protocol is to allow the
user u to compute a point hez,; ®,; Q(zy; ®,)i of the bi-variate polynomial Q so that: z, is
randomly selectedby the system manager,and ®, = @ + @R where @] is a value selected
and committed by the user, and the value @R} is randomly selectedby the system manager.
The commitment of the useru to the value ®; will be of the form hCy = g®(u: ;sign, (Cu)i.
The join protocol can be implemented by employing an instantiation of a Malleable OPE
over a committed value as speci ed in subsection2.1.



After the completion of the Join procedure,the user'ssecretpersonalkey will be setto the
vector ~, = rQ(zu;®J);zu;z§;:::; 23";®Ji (note that the user u doesnot needto store the
whole ~, asthis can be recovered from the valuesz,;®,; Q(zy; ®,) asneeded;as a result the
storage spaceneededfor the secret-ley is not proportional to v | however the working space
in the receiver should be proportional to v).

The following proposition assertsthat the join procedureallows the userto compute a valid
secret-ley of the system, that is not known (in its ertirety) by the system-manager;instead,
the system-managerholds a non-repudiable commitment of the userto the secret portion of
the user's secret-ley.

Prop osition 2 The key ~, computed by user u is a representation of y w.r.t. the base

Proof. If ~y = hQ(zu; ®);zy;22;:::;22V; ®,i, obsene that
(hO)Q(Zu ;®u)(h1)zu :::(hgv)zﬁv(h%@)“ — gQ(Zu ®u)i a1zyi i azvzdVi b®& — go=y

u

Next note that due to the properties of the OPE we are assuredthat if the join protocol
terminates successfully user u is committed to the secret-ley ~, with overwhelming proba-
bility; if the protocol is aborted by the system-managerthen the user u cannot compute any

and security of the OPE variant, it follows that an oracleto an invocation of the registration
procedure can be simulated by giving a truly random point of the bivariate polynomial Q.
This suggeststhat a malicious adversary cannot create subscribers for which he cortrols the
point over which the system's polynomial Q is evaluated.

The next proposition, assuresus that based on the hardnessof the discrete logarithm
problem, certain limitations on the structure of the pirate keys are imposed. This approac
follows the one of Boneh and Franklin [4].

problemover G is solvable.

Proof. Let hg;Gi be an instance of the discrete-log problem over the group G. Consider

of the matrix
0 1
Q(z1;®) z1 i1 & ®
Qz2;®) 2z i1 75 ®

Q(zt.;®[) z.t zt.z" ®
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Obsenethat sincet < 2v+ 2 and the above matrix is of full rank with very high probability
(asthe z's are assumeddistinct, and the ®'s arerandom). Thus, it followsthat its right-kernel
contains g?'*2i t vectors. The system-managergivesto the adversary the public-key

hy;ho;h1;::o hoy;hG = hg?; gG; gl 2GR gi 8 G gi PGP

Then, we giveto the adversarythe valueshQ(z;; ®); zi; ®i. Finally the adversaryoutputs arep-
resertatlon hto; :::;+y; 24 sud that it is not a linear combination of the vectors Q(zi; ®); z;

z ,®||: . Now obsene that the matrix below is alsoof full rank, and that its right-kernel
contains g?/*?i ti 1 vectors.

0 ov 1
Q(z1;®) zz 1 z{¥ @
%Q(Zz®) 2, 73 ®
(zt,®[) ze ooz
H o oH, 0
It follows that the probability that hty; + ':::;_2\,,+q Chog; by 2o by B4 equalsto O is at

most 1=g Finally obsenethat: y = h¥:::h% (h9*’ and asa result
logy G = (koo + :::byk + B2 Yag + arty + 110+ apytpy + bPj &)
This completesthe proof. t

Encryption.  Any (non-trusted) channelprovider canusethe encryption function to distribute
content to the set of subscribers. The encryption operation is de ned as follows: the channel
provider obtains the public-key of the system, pk := hy;ho;:::;hay;h9. A plaintext M is
encrypted as follows: hy" ¢M;hi;:::;hb,; (h9"i, wherer is a random integer lessthan g. So
the (probabilistic) encryption function is de ned as follows:

E(pk;M) = hy" ¢M;h§;:::;hb,; (h9i
As aresult, E, is an extended EIGamal encryption, for which one can easily show:

Prop osition 4 The encryption function of the systemis semantially secure under the Deci-
sional Dixe Hellman Assumption over the group G.

The proof extends the standard semariic security of EIGamal encryption to discrete-log
represertations of arbitrary length, seee.g. [4]. We remark that semaric security against
a chosenciphertext security can be achieved also, following the techniques of [10], as it was
demonstratedin [4].

Decryption.  Any ciphertext can be decrypted using a represenation of y w.r.t. the base
ho;""hz\,,ho. Given a ciphertext G := hG; Go;G1:::::G2;GY and a represeration ~ :=
hto;: 11 40y 29 the decryption function is de ned as follows:

+0 A +
D(G;=) := G=((GY)*  (G})¥)
j=0

It is easyto verify that the decryption operation inverts the encryption function. Indeed,
for amphertext G Wr ¢M; hl;::o;hb,; (h9Ti and a represenation ~ = hig;::: ;4,24 of y
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=M

y' ¢tM y'M
D(G;~) = 9 5=
()L =2y (s Y

Traitor Tracing. It is clear from the de nition of the decryption function that any represen-

of the encryption function, the set of all possible decryption keys is identi ed with the set
of all represenations of y. A malicious coalition of users (traitors) is capable of producing
arbitrary represenations but, under the hardnessof the discrete-logarithm problem, proposi-
tion 3 suggeststhat theserepresettations can only be linear combinations of the secret-leys

usersthen they can compute represerations of y of the form = '_; 1.~ wherel;:::;1 are
random elemens of Z.

In order to achieve asymmetric traitor tracing, the problem that needsto be resoled is
de ned in gure 4.

[»]
Input. A vector K of the form = '_; -~ , wherefuy;:::;ugp f1;:::;ngis the
set of traitor usersand n is the number of all usersin the system. Recall that

~y Of every user (recall that during the Join protocol these values are selectedby
the system-manager).

Figure 4: The Traitor Tracing Problem

Below we presert an excient algorithmic construction for the Traitor Tracing problem based
on Decading of Algebraic Codes. We are motivated by the work of [4] and [24], that preseried
similar techniques for traitor tracing basedon linear codes decaling. For an introduction to
Coding Theory the readeris referred to [21]. First, the tracer, de nes the following (n £ 2v)-
matrix: 0

z; z2V

2, o z8Y
H = . .

zy oz

Note that the number of usersof the systemis typically much larger than the parameterv, and
asa result we assumethat n > 2v. Let Cde ne the code overzg that hasH asa parity-chedk
matrix (i.e. for all €2 Cit holds that €¢H = 0).

Now let | 1;:::;, n bethe Lagrangecoezcients sothat , 19(z1) + :::+ , ng(z,) = 9(0), for
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hcl;""cnl belongsto C. indeed it holqjsthat hcl;::"cnl ¢hzl;:::;z = P i ,.M(z.)z[, for
any = = 1;:::; ;2v. Now obsene that [ ,iM (z.)z 0 by the choice of .1,::0,n (and
the fact that degreeﬁM) < nj 2v). Sincehe,;:::;z,i is the -th column of H, it follows that
hoy;::ii;cai ¢H = 0. This shaws that C°p C. On the other hand obsene that dim(C) =
ni 2v= dim(CY. Sinceis a linear sub-spaceof C and it hasthe samedimension, it follows
that C= C°

ltem 2, is straightforward from item 1: in particular a vector of Zgi 2 can be encaled
as the coezcients of a polynomial M 2 Z[x] of degreelessthan nj 2v. The corresponding
codeword of Cwill bethe vectorh, 1M (z1);:::;, nM (z,)i. To seethat the distance of the linear
code is 2v + 1 obsene that any two di®erert codewords of C can agreeon at mostnj 2vi 1

positions, or equivalently any two distinct codewords di®er on at least 2v + 1 positions. t

Next we show that Cis a linear code that allows excient error-correction. In particular
it is clear from lemma 5 that C is a Generalized Reed-SolomonCode (for the de nition of
GeneralizedReed-SolomonCodes, see[21]). GeneralizedReed-SolomonCodescan be decaded
exciently by the algorithm of Berlekamp and Welch [3]. This meansthat for any vector
x 2 Zy for which there exists a vector w 2 Cthat disagreeswith x in at most e positions with
e - M = v, it holds that w is unique with this property (C is a maximum-distance-
separablecode) and the vector w can be recoveredin deterministic ponnolguaI -time.

Let us now proceedto describe the tracing procedure. Given K = = '_; 1.~ , denote
K = hKo:Kq; i Ko; KG: recall that fuq;:::;ug is the set of traitor users. The tracer
concerrates on the (2v)-vector ~ = hKq;: 1Koyl By the de nition of ~ it holds that there
existsavector® = HPq;:::;%i with °,. = 1-forall "= 1;:::;tand® = Ofori 62X uy;:::;uQ,
with the property FPq;:::;°,i¢H = ~. It is immediate that the recovery of ¢ yields the solution
to the traitor tracing problem asde ned in gure 4.

The tracer computesan arbitrary vector ¥ that satis es the systemof equations¥¢H = ~
Note that such ¥ can be found by standard linear algebra since®¢H = ~ is a system of 2v
equationswith n unknowns, n > 2v, and H cortains a non-singular minor of size2v. It is easy
to verify that the vectorw := E£j 2 belongsto the linear code C. indeed,w¢H = F¢H j 2¢H =
~ij ~= 0. As aresult the vector ¥ can be expressedas¥= w + 2.

Provided that t - v it holds that the Hamming weight of 2 is lessor equalto v and asa
result ¥ is a n-vector that di®ersin at most v positions from the vector w that belongsin C.
Due to the properties of the linear code Cit holds that w will be the unique vector of C with
this property, and furthermore w can be recoveredin deterministic polynomial-time if we feed
¥ to the decdding procedurefor C (which is essetially the Berlekamp-Welch algorithm, [3]).
The recovery of w, immediately will result in the recovery of © = £j w. As mentioned above
the recovery of ¢ solvesthe traitor tracing problem.

E+ciency . Our tracing algorithm has time complexity O(n?), if the Berlekamp-Welch al-
gorithm is implemented in the straightforward manner; more excient implementations are
possiblethat reduce the time-complexity to O(n(logn)?). We remark that it is possibleto
trace even if the number of traitors exceedsthe bound v; this can be done by employing the
decdaling algorithm of Guruswami and Sudan [14] that will produce a list of po%smlesets of
traitor users,provided that the sizeof the traitor collusionis lessor equalto nj  n(nj 2v).
The Trial. The system-managerobtains t_he output of the tracing procedure on the pirate
key K = hKo; K111 Koy K& with K = 2y Y=y wherefug;:ii;ug p f1;::0;ng is the
set of traitor users (note that due to proposition 3 the pirate-key is ensured to be of this
form). The output of the tracing is the vector® = H;:::;°,i where®,. = 1-for "= 1;:::;t
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and ® = Oforalli 2 f1;:::;ngi fus;:::;ug. The system-managerhas to prove to the
judge that the usersfug;:: "utg were implicated in the construction of the pirate key K.

This can be done as follows: the system-managertransmits to the judge the vector 2, the
pirate key K, the values®R """ ®E*t and the commitments of the implicated subscrlbers
Cu,;sign,, (Cuy);: Cut,3|grht(Cut) that were generatedwhen the traitors joined the system
assubscribers Thejudgeveri_es all signaturesusingthe publicly known veri cation algorithms

V o]
(Cu g™ )'w 2 g°
-

|f the test passesthen the Judge concludesthat indeedthe usersfuy;:::;ug wereimplicated

Theorem 6 1. If fus;:::;uig are the traitor userswhosekeyshavebeen usal in the construc-
tion of the pirate-key K, the judge will verify this fact using the information provided by the
tracer.

2. Under the security of the underlying malleable OPE, if the system-managercan implicate
an innocent user in the construction of a pirate-key K it follows that the discrete-lag problem
over G is solvablewith overwhelmingprobability.

Proof. 1. First, obsene that K0 = P NG Becauseof the properties of the tracing

procedureit holdsthat °,. = 1. for > = 1;:::;t. SinceC, = ¢g® Cforallu2fi;:::; ;ng, it holds
Qt @R 10y — KO

that ~'_; (Cy.g ") w = g¥" (recall that ®u @G + @R).

2. Suppose that the system- manaqgrconvmces the judge that usersug;us;:::;u; are
implicated in the pirate-key K but K = *_; *--5. (i.e. the key of userug is not among the
onesthat are usedin the der nltl(ajﬁ of K). Slncethe Judge agreesto the implication of the
USersup;Us;:::; Uy it holds that ~'_,(Cy @) = gk, where K9 2, yo;:::;y; are supplied
by the system-manager.Below we shov how to usesud1 a cheating system managerto solve
the discrete log problem over G.

Given a challenge for the discrete-logarithm problem hg; Gi over G, we simulate the Join
protocol for the usersug;:::;u;. On the one hand, we executethe Join protocol exactly as
de ned for usersuy;:::;u;; onthe other hand, we simulate the join protocol sothat the public
commitment value of user ug, denoted by C,, equals G. (recall that the Join protocol |
basedon the underlying OPE | is\simulatable", namely, we can run simulations of the Join
protocol on a given public commitment C, = g* for which we do not know the discretelog mod
g, with overwhelming probability of success).Subsequetly, we construct a pirate-key K based
on the values z,; ®y,; Q(Zu,; ®y,); i Zu s ®y, s Q(Zu, s ®y,) (which we know, from the output
of the Join protocol for the usersuy;:::;u;), and we give this value to the system-manager.
Then, we obtain the valuesxo; X1;:::; Xt;Yo;:::;y: and K ®by simulating the system-manager;
it follows that the discrete-logarithm of G can be computed as

logg(G) = (x0)' (K% Xa®u, i :i1i Xe®y i YoXoi :::YtX¢)(moda)

This completesthe proof. t
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Blac k-Bo x Traitor Tracing. Black-box traceability is an important enhancemenh of the
traitor tracing procedure,wherethe tracer is capableof recovering the identities of the traitor

usersusing merely black-box accessgo the pirate-decader. Not surprisingly our schemeis not
likely to satisfy this property (in an excient way) as it belongsin the family of public-key
traitor tracing schemesthat includesthe schemesof [20, 4] that cannot support this desirable
enhancedtraceability property in an excient way asshown in [15]. A weaker form of black-box
traitor tracing, called black-box con rmation, that can be potentially applied in this family
of stchemeswas presened in [5]; this technique can give a black-box traitor tracing algorithm
that has exponertial running-time in the number of traitors and is applicable to our scheme
aswell.

Practical Considerations. Broadcasting streamsof digital content using solely the encryp-
tion function of a traitor tracing schemecanbe quite expensive. A cortent distributor takesthe
most out of such a stheme,if it broadcastsshort-lived sessionkeys (suitable for a block-cipher
such asthe AES [11]) to all subscribers using the encryption function of the TTS, and then
in ead sessionusesthe block-cipher to scramble the digital content stream. Sessionsshould
be short so that usersare discouragedfrom distributing the (not ngerprinted) session-kys.
There is an evident trade-o®betweenthe degreeof protection against piracy and the exciency
of the digital content distribution schemewith respect to the session-lengthparameter. Find-
ing an optimal value for this parameteris important for a practical implementation of a traitor

tracing schemein a certain context; it involvesrisk assessmen weighing damagesagainst the
cost of repetitiv e distribution.

Note that we assumeda system-managerwhich performs honestly in subscribing users
(during the Join protocol). In casethis is not sutcient, we can require the system-managerto
sign the Join protocol transcript and keepthe corresponding private record. This will enable
complaints against the system-managerto be solved in court aswell.
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