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Abstract

Given the recent changesin the policy governing Internet content distribution, such asthe
institution of per listener royalties for Internet radio broadcasters,content distributors now
have an incentiv e to under-report the sizeof their audience. Previous audiencemeasurement
schemesonly protect against in
ation of audiencesize. We present the �rst protocols for
audiencemeasurement that protect against both in
ation and de
ation attempts by content
distributors. The protocols trade-o� the amount of additional information the content dis-
tributors must distribute to facilitate audienceinferencewith the amount of infrastructure
required and are applicable to Internet radio, web plagiarism, and software licenseenforce-
ment.

1 In tro duction

Internet content distributors often want to prove to a third party that they have a large number
of vistors or listeners. Such information is usually used to set advertising rates, so content
distributors have an incentiv e to in
ate thesenumbers. Various schemesfor preventing content
distributors from reporting arti�cially in
ated audiencesizeshave beenproposed[22, 13, 18].

With the advent of per listener royalty feesfor Internet radio [15] and the growth of web
content plagiarism [11], content distributors now have an incentiv e to report arti�cially small
audiences,but none of the prior schemes for audience measurement prevent such behavior.
We present two new audiencemeasurement protocols which prevent content distributors from
reporting arti�cially de
ated audience sizes. Besidesthe application to Internet radio, these
protocols have a variety of uses,as we describe in Section 1.3.

Our protocolsachieveaccurateaudiencemeasurement by leveragingthe abilit y of the auditor
to anonymously requestcontent. Anonymit y can be achieved with servicessuch as [1]. Our �rst
protocol (seeSection2) requiresessentially no additional infrastructure. The content distributor
simply maintains a Bloom �lter [4] that is computed as a function of the IDs (anonymized to
preserve privacy) of all clients who have requestedthe content. The �lter is small in applications
such as micro-broadcasting. The protocol o�ers protection against de
ation becauseeach client
can verify that their ID wasoneof the inputs to the �lter, however in
ation cannot be detected.

The secondprotocol (seeSection3) usesencryption to o�er protection against both in
ation
and de
ation. Assuming a keying infrastructure is in place, a trusted party randomly allocates

� Rob Johnson was employed at PARC while this research was conducted.

1



Scheme Protocol 1 Protocol 2

De
ation protection Yes Yes
In
ation protection No Yes
Privacy preserving Yes No

Communication overhead O(n) O(1)
Counts cumulativ e audience Yes Yes

Counts current audience Yes No

Table 1: The main features of the schemespresented in this paper. The number of clients is
denoted by n.

to each client a subsetof a global set of keys. The content distributor makesthe content publicly
available (e.g. by posting a �le on the web) in encrypted form using an encryption key known to
all its clients. If the keysare allocated according to a well-chosendistribution, then the auditor
can estimate the number of clients basedonly on the encryption key the content distributor is
using. This protocol requires essentially no additional communication (that is, other than the
encrypted content) on the part of the content distributor, but doesn't completely preserve the
privacy of the clients. Table 1 summarizesthe main features of our protocols.

1.1 Related Work

One of the �rst methods for counting the number of visitors to a web site is due to Franklin
and Malkhi [13]. Naor and Pinkas [22] present a protocol with stronger security guarantees
[13]. Ogata and Kurosawa [23] identify 
a ws in the Naor and Pinkas scheme,and proposetheir
own. The Naor-Pinkas model has beengeneralizedand analyzedextensively [5, 18, 6, 27]. In a
similar vein, Kuhn [17] presents a schemeby which an auditor can e�cien tly verify the number
of unique signatureson a document, with applications to digital petitions and web metering.

The methods currently usedto measureaudiencesizeare far more primitiv e than anything
proposedin the above papers. The simplest audiencemeasurement technique counts the number
of entries in the server's log �les [8]. Since it is easy for the server administrator to delete or
insert entries into the log �les, thesenumberscannot be trusted. In the speci�c caseof counting
the number of visitors that seean advertisement, the trust worthiness of the measurements can
be improved by having the advertising agencyserve the ad directly [12]. In this arrangement, the
ad agencycanunder-report the number of adsit serves,thus lowering the advertising feesit pays.
Reiter, Anupam, and Mayer [25] proposea schemefor detecting this sort of fraud. Conversely,
Mayer, Nissam, Pinkas and Reiter [2] describe general attacks for in
ating the number of ads
that appear to be served through a given web page.

The sizeof a particular website'saudiencecan alsobe gaugedby consumersurveysand focus
groups [19, 26]. These numbers can be fairly accurate, but this method is expensive. Some
audiencemeasurement servicescombine log analysis and consumersurveys [19, 9]. Similarly,
audiencesizecan be measuredby having web surferskeepa diary of the sitesthey visit, although
thesenumbers are prone to accidental error as much as malicious mis-reporting [10, 26].

All the audience measurement techniques above are designedfor determining advertising
rates and thus are only concernedabout attempts by the content distributor to in
ate the
audience size. In all the schemes above except the survey and diary methods, the content
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distributor can easily de
ate the size of her audience. In the context of advertising, content
distributors have no incentiv e to do so, hencethis has not beena problem. This is not the case
when the audiencesize is being measuredto determine royalty fees. Ours are the �rst schemes
we know of that attempt to prevent the content distributor from de
ating her audiencesize.

Finally, we note that securevoting (seefor example, [7, 24]) is also concernedwith accurate
audience measurement. However, voting protocols tend to be fairly heavyweight due to the
requirements of that setting (e.g. public veri�abilit y) hencewe don't believe those techniques
are directly applicable to the content distributor setting.

1.2 Goals and Limitations

Weareprimarily interestedin e�cien t and easily implemented schemeswhereby Internet content
distributors can prove to an auditor that their audienceis small. Depending on the nature of
the content provided, it may be appropriate to measurethe number of client requests(or hits)
received during a given time interval, or it may be better to track the number of active clients
(or streams, in unicast applications) during a given time period. It is also desirable that the
auditor learn nothing about the audiencemembers, i.e. they maintain their anonymit y.

In most of the scenarioswe consider, it makes senseto assumethat content distributors
and clients are aligned against the auditor, hencewe need to protect against attempts by the
distributor and the clients to conduct their transactions \under the table", and other collusion
attacks. We o�er such protection by monitoring content distributor/clien t interactions to check
for protocol compliance. The auditor cannot monitor every transaction but, on the relatively
anonymous Internet, he can pose as a regular client. The auditor can then verify that the
content distributor obeys the protocol in a small number of randomly chosentransactions. In
traditional web metering schemes, each client of a content distributor gives a token to the
content distributor. After the distributor has received enough tokens, it combines them (e.g.
using a secret sharing scheme) and presents the result to an auditor. The content distributor
cannot forge tokens and hence cannot in
ate her audience size. The content distributor can
obviously throw away tokens in order to appear to have a smaller audience. In our schemes,
the auditor posesanonymously as a client, giving the content distributor some(undetectably)
marked tokens. If the content distributor tries to cheat by throwing away one of the marked
tokens, shewill be caught. Since the content distributor cannot distinguish the marked tokens
from regular ones,shecannot safely throw away any tokens,and hencecannot cheat.

Since our protocols require the auditor to poseas a regular client, they require a network
which supports anonymous connectionsby default. Ideally, the underlying network would sup-
port perfect anonymit y and unlinkabilit y for all connections. The current Internet o�ers relative
anonymit y and, by virtue of dynamically assignedaddressesand dial-up connections, relative
unlinkabilit y. Emerging peer-to-peer technologiesmay support perfect anonymit y in the near
future. Thus we analyze our protocols in the context of perfect anonymit y, and believe they
will degradegracefully in the imperfect world of the current Internet. SomeDRM applications
may not allow perfect anonymit y, since each client may have a �xed public/priv ate key pair
that it usesto communicate with content distributors. Note that this scenariodoesn't preclude
anonymit y, just unlinkabilit y. Both of the protocols described in this paper depend primarily
on anonymit y, not unlinkabilit y, so they may still be usable in theseDRM applications.

The client anonymit y we require can also be used against the content distributor. The
auditor (or any other client) may arti�cially in
ate the audiencesize by repeatedly requesting
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the content as a new client. Our protocols do not explicitly protect against this. One possible
remedy is to insert a trusted party between the distributor and the clients with anonymous
communication only between the trusted party and the distributor. If the content distributor
suspects this attack is underway, the trusted party's logs can be examined. Of course,requiring
a trusted party for the sole purpose of protecting against this attack is suboptimal, however
if the protocol is such that a trusted party is already required (as is true of the protocol in
Section 3) then this approach is worth considering.

1.3 Applications

There are a number of settings in which audiencemeasurement protocols that are secureagainst
de
ation are necessary.

Internet Radio. The Internet has given rise to hobbyist Internet radio broadcasterswhich
have extremely small audiences. For example, according to live365.com,there are over 1000
Internet radio stations with less than 100 listening hours per month; e.g. these stations have
an averageof less than one listener tuned in for 3 hours each day. An audiencemeasurement
protocol may be usedto prove this fact to an organization such as the RIAA.

Distribution of Licensed Content. Consider a web site that holds a limited distribution
licensefor content (e.g. movies, music �les or software). Our protocols can be used to ensure
that the distributor doesnot exceedthe license.

Web Ad ver tising As described in Section 1.1, someweb advertisers serve their ads directly,
and hencecan under-report the number of ads they serve in order to reducethe feesthey must
pay to carrying websites. Our audiencecounting schemescan detect this type of fraud.

Screen-Scraping. Websites that provide a useful service, such as Yahoo's real-time stock
prices,often get \screen-scraped" by other web services[11]. The scrapingservicesimply fetches
the information from the original service,parsesthe desireddata out of the returned web page,
repackages it in a new format, and �nally presents it to the client. As long as the screen-
scraping servicedoes not overusethe original serviceprovider, this behavior can be tolerated.
If the scraping serviceagreesto useone of our request counting protocols, then the originating
web serviceprovider can audit the scraping serviceto ensurethat it is not abusing the original
serviceprovider.

2 Estimating Audience Size with Minimal Infrastructure

This protocol is very easyto adopt and can be adapted to support either total requestcounting
or current client set counting. Its main drawback is that the bandwidth required is linear in the
sizeof the audience,but this protocol is quite e�cien t for scenariosin which the audienceis small,
as is the casefor several of our intended applications (e.g. Internet radio micro-broadcasters).

The protocol usesBloom �lters [4], so we give a brief intro duction to them here. A Bloom
�lter is a lossyrepresentation of a set and consistsof a bit-v ector~bof length m and s independent
hashfunctions h1; : : : ; hs : f 0; 1g� ! N. 1 In the literature of Bloom �lters, m is called the width
of the �lter. Initially , the bit vector is all zeros. To insert an element x into the set represented

1The hash functions need not be cryptographically secure. They are just used to map the universeof objects
down to integers.
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� -normal radio protocol

Figure 1: The join counting version of the Bloom-�lter protocol. The content distributor is
denoted by CD. The client, A, must be anonymous, and N is the result of executing a coin

ipping protocol for r coins.

by the Bloom �lter ~b, set the bits ~b[h1(x) mod m] = � � � = ~b[hs(x) mod m] = 1 (if a bit is already
set to 1 then it remains 1). To test whether x is an element of the set represented by Bloom
�lter ~b, test that ~b[h1(x) mod m] = � � � = ~b[hs(x) mod m] = 1. Note that this test can lead to
false positives; this is why the Bloom �lter is termed \lossy". If ~b[hi (x)] = 0 for somei , then x
cannot be in the set. Bloom �lters do not support item removal.

Let w(~b) denote the Hamming weight of ~b. The probabilit y that a bit is 1 in a Bloom �lter
of width m after n insertions using s hash functions is 1 � (1 � 1

m )ns . So given a �lter ~b, we

can estimate the number of insertions which have beenperformed on ~b by I (~b) = ln(1 � w(~b)=m)
s ln(1 � 1=m) .

To minimize the probabilit y of a falsepositive, s should be chosenso that s = (ln 2)m=n, which

gives a false positive rate of
� 1

2

� (ln 2)m=n � (0:6185)m=n . So, for example, if m=n = 8, the false
positive rate using s = 5 is 0:0216. Finally, if ~b1 and ~b2 are two Bloom �lters of the samewidth,
then we say ~b1 � ~b2 if ~b1[i ] � ~b2[i ] for all i .

The protocol is illustrated in Figure 1. Each content distributor maintains a Bloom �lter of
width m = cn, where n is the averagenumber of requestsseenby the content distributor each
weekand c is a parameter agreedupon in advance. In practice, c = 8 works well. When a client
sendsa request to the content distributor, the content distributor and client engagein a coin

ipping protocol to agreeon an r bit nonce N and the content distributor inserts N into the
Bloom �lter. Any standard coin 
ipping protocol will work [14]. They then proceedwith their
normal protocols. Each week, for example, the content distributor sendsthe Bloom �lter to the
auditor and then starts again with a fresh �lter. The auditor checks that the Bloom �lter it
receives,~b, has w(~b) � 2m=3 and computes an estimate of the number of requestsseenby the

content distributor via I (~b) = ln(1 � w(~b)=m)
s ln(1 � 1=m) . The requirement that w(~b) � 2m=3 is a technical

constraint necessaryto guarantee that the estimate I (~b) is su�cien tly accurate(seeTheorem 1).
To audit the content distributor for compliance, the auditor anonymously sendsk requeststo
the content distributor and then checks that all their nonces,N1; : : : ; Nk , are present in the
Bloom �lter that the content distributor submits for that interval.

For small content distributors, this scheme is very e�cien t. Using the ratio m=n = 8 men-
tioned above, the content distributor must send the auditor about 1 byte per join. So, for
example, a content distributor that receives 20 requestseach day would only have to send a
140 byte messageto the auditor each week. Thus this scheme is completely feasible for small
to medium content distributors. Even a relatively large content distributor with around 150
requestsper day would only have to senda 1K weekly messageto the auditor. In the context of
Internet radio broadcasters,theseoverheadsare very small sincethe averageaudio stream takes
at least 2K/s.
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Using I (~b) asan estimateof the sizeof the content distributor's audiencegivesgood accuracy.
The following theorem implies that if we use I (~b) as an estimate of the number of requests
received by the content distributor then, with extremely high probabilit y, the actual number of
requestswill di�er from our estimate by at most �

p
m for a small value of � .

Theorem 1 Fix nmax < m ln s
s and W < (1 � 1

s )m. Let X be a random variable representing
the set of noncesreceived by the content distributor. We model X as taking on valuesat random
from the set ff x1; : : : ; xngjx i 2 Z=2r Z; 0 � n < nmax g. Let ~B [X ] denote the Bloom �lter
representation of X , and w(X ) = w( ~B [X ]). Then

Pr[jjX j � I ( ~B [X ])j � �
p

m j w(X ) = W] = O
�

p
m exp

�
� (� � 1)2

2

� �
:

Proof. By Bayes' Theorem,

Pr[jX j = n j w(X ) = W] =
Pr[w(X ) = W j jX j = n] Pr[jX j = n]

P M
i=0 Pr[w(X ) = W j jX j = i ] Pr[jX j = i ]

:

Sincewe are estimating jX j from w(X ), we assumethat jX j is uniformly distributed. 2 Letting
K =

P M
i=0 Pr[w(X ) = W j jX j = i ] and simplifying gives

Pr[jX j = n j w(X ) = W] =
Pr[w(X ) = W j jX j = n]

K
:

Except for the factor of K , the LHS of this equation is just the well-known occupancydistribution
derived from tossing n balls into m bins. Let � (i ) = E [w(X ) j jX j = i ] = (1 � (1 � 1

m ) is )m.
When � (i ) < (1 � 1

s )m (or, equivalently , when i < m ln s
s ), then d�

di > 1.
By Kamath, Motwami, Palem, and Spirakis' OccupancyBound [16],

Pr[jw(X ) � � (jX j)j � � � (jX j)] � 2exp
�

� 2� (jX j)2(m � 1=2)
m2 � � (jX j)2

�
:

By combining this bound with the Bayesian equation above and unenlightening algebraic ma-
nipulation, one can derive that

Pr[jjX j � I (W)j � �
p

m j w(X ) = W] �
4
p

m
K

1X

i = �

exp
�

� (i � 1)2

2

�

= O
�

p
m exp

�
� (� � 1)2

2

��

The only tric ky part of the derivation is to usethat ji � I (W)j � jW � � (i )j, which holds because
d�
di > 1. 2

In practice, I (~b) is a much better estimate of the number of requests than this theorem
predicts. Figure 2 shows the width of the 99:9% con�dence interval for several choicesof m. As

2This is a common but controversial assumption in Bayesian analysis. The controversy arises becausethe
validit y of the analysis depends on this assumption, but the assumption cannot be veri�ed statistically . For the
purp osesof bounding the tail probabilities, the uniform distribution is a relativ ely pessimistic choice, hence we
believe it is a safe one. A similar situation arises in Section 3.
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Figure 2: The accuracyof using I (x) to estimate the number of insertions performedon a Bloom
�lter. Note that the con�dence intervals have been normalized to

p
m. Since our protocol

requires that content distributors submit Bloom �lters ~b with w(~b) � 2m
3 , we can concludethat

with 99:9% con�dence, the actual number of requestsreceived by the content distributor di�ers
from I (~b) by at most 4

p
m

5 .

the �gure shows, aslong asw(~b) � 2m=3 asrequired by our protocol, then with 99:9%con�dence,
jI (~b) � jX jj � 4

p
m

5 . So for example, using a Bloom �lter ~b with m = 640, if w(~b) = 320, then
with 99:9% con�dence, the actual number of insertions performed on the �lter is between 80
and 100.

In general, the content distributor can attempt to cheat during an auditing period by re-
porting a Bloom �lter ~b0 < ~b, where~b is the correct Bloom �lter containing all requestsfor the
auditing period. The auditor detects this cheating if there exist i and j such that ~b0[hi (N j )] = 0.
The following Proposition describes the content distributor's optimal strategy and bounds his
chancesof success.

Prop osition 2 Suppose the content distributor is allowed to service L requests, but receives
n > L requests. Let f J1; : : : ; Jng be the set of nonces generated by servicing the requests,and ~b
be the Bloom �lter generated from f J1; : : : ; Jng. Then the content distributor's optimal strategy is
to report a Bloom �lter ~b0 containing the largestsubsetS � f J1; : : : ; Jng such that I (w(~b0)) � L .
If w(~b) � w(~b0) = D and the auditor sent k requeststo the content distributor, then

Pr[content distributor succeeds]�

� n� k
D =s

�

� n
D =s

�

Proof. The content distributor gains nothing by reporting a Bloom �lter ~b0 6� ~b, since it does
not decreasehis chancesof being caught. If there exist i; j such that ~b0[hi (J j ) mod m] = 0, then

7



0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 2

P
ro

ba
bi

lit
y 

of
 s

uc
ce

ss

Cheating rate

provable bound, 4 taps
provable bound, 8 taps
empirical bound, 4 taps
empirical bound, 8 taps

Figure 3: The probabilit y that a content distributor can fool the auditor, assumingm = 1024,
s = 5, and the content distributor is allowed to report Bloom �lters with weight at most
512, which corresponds to 128 requests. The top two curves are provable bounds: a content
distributor cannot fool the auditor with probabilit y better than these curves indicate. The
bottom two curves are empirical bounds: based on computer simulations, we believe that a
content distributor cannot fool the auditor with greater probabilit y than thesecurves indicate.
Sofor example,if a content distributor receives1:3� 128requests,and the auditor sent 8 auditing
requests, then the content distributor's chancesof successfullyconvincing the auditor that he
only received 128 requestsis lessthan 10%.

setting ~b0[hi 0(J j ) mod m] = 1 for i 0 6= i does not decreasethe content distributor's chancesof
being caught. Hence the content distributor's optimal strategy is to report a Bloom �lter ~b0

containing somesubsetS � f J1; : : : ; Jng.
To decreasethe weight of the Bloom �lter by D , one must remove at least D=s items, since

each item can decreasethe weight of the �lter by at most s. Sincethe content distributor cannot
distinguish the auditor's requests,his best strategy is to selectthe largest S such that w( ~B [S]) is
below the allowed threshold. We may assumethat for any J j 2 f J1; : : : ; JngnS, there exists an
i such that hi (J j mod m) = 0 sinceotherwise the content distributor could add J j to S without
a�ecting the weight of ~B [S]. So cheating successfullyrequires selecting (at least) D=s items
from f J1; : : : ; Jng without selectingone of the k requestssent by the auditor. The probabilit y

of doing this is
(n � k

D =s )
( n

D =s)
.

2

Again, the bounds in this proposition are not as tight as possible. In practice, the content
distributor will haveto omit considerablymorethan D=srequestsin order to reducethe weight of
the reported Bloom �lter below the allowed threshold. To get a better idea what the real chances
of cheating successfullyare, we wrote a computer program to simulate a content distributor
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trying to cheat by �nding the optimal subset S described in the above proposition. Based on
our experiments, the content distributor has to remove at least D=2 items from f J1; : : : ; Jng
in order to decreasethe weight of his Bloom �lter by D . Figure 3 comparesthe probabilit y
of successfullycheating estimated from the above proposition and the probabilit y of success
derived from our experiments. As the graph shows, the actual probabilit y of cheating is much
lower than the proposition indicates.

This scheme preserves audienceanonymit y. The content distributor and client use a coin

ipping protocol to agree on the nonce to be placed in the Bloom �lter. Since this nonce is
generated randomly, it cannot reveal anything about the identit y of the client. This strong
guarantee of privacy has a downside: a malicious client can sendmany requeststo the content
distributor, arti�cially in
ating the audience size. Since this scheme provides total listener
anonymit y, the content distributor cannot identify the attacker. Also, a content distributor and
a group of cooperative clients can agreeto always generatethe samenonce,henceall the clients
would appear to be just one client, de
ating the content distributor's audience.

We have described this schemein terms of request-counting, but it can alsobe usedto count
current audience size. Suppose the auditor wants to know the current audience size at each
minute. Then the content distributor simply inserts the IDs for all its active clients into a
Bloom �lter every minute and sendsthis o� to the auditor. To audit, the auditor anonymously
requestscontent from the content distributor and veri�es that it is counted among the active
streams. Although the reporting overheadsare obviously increasedin such a scheme, they are
still quite low. For example, an Internet radio station with 20 listeners will have to send the
auditor about 20 bytes of data every minute, which is quite modest. The above accuracy and
security analysesapply directly to this scheme,too.

Finally, this schemecan be further improved by using compressedBloom �lters[20] to reduce
the false positive rate without increasingthe sizeof messagessent to the auditor.

3 Estimating Audience Size with Constan t Overhead

In the following protocol, the auditor is able to infer the audiencesize from a constant number
of bits that are associated with the (encrypted) content. The protocol o�ers security against
both in
ation and de
ation of audiencesize. It is most naturally applicable to the distribution
of fairly static content, for example, consider a web site that provides software or movies in
encrypted form available for download and decryption with payment. When usedwith real-time
content, the content distributor must be using the network as a broadcast channel in order for
the auditor to be assuredthe measurements are accurate. The drawback of the protocol is that
it requires a keying infrastructure. As in Section 2, the basic protocol is essentially a metering
scheme in that it counts hits (or, joins). In Section 3.2, we discuss extensions to the basic
protocol that allow demographic information to be extracted from the content and the current
audiencesize(i.e., not just the cumulativ e audience)to be estimated.

In this protocol, each client stores a set of encryption keys issuedby a trusted party (TP).
In the initial phaseof the protocol, the TP sendsall the keys to the content distributor. When
a client requeststhe content, the TP givessomesubset of the keys to the client and sendsthe
ID number of each of the client's keys to the content distributor. To distribute content to the
current set of clients, the content distributor forms the intersection of the clients' key sets, T,
and choosesa key from T for encrypting the content. Becausethe TP assignskeys to clients
probabilistically , the auditor (who may be the same as the TP) when requesting the content
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Figure 4: The black ovals represent keys in the set T when there are 1, 2 and 3 clients. The
larger ovals correspond to keys that are more likely to be assignedto any given client. As the
number of clients grows the proportion of large ovals in T increases. Hence, the key that's
selectedfrom T re
ects the audiencesize.

anonymously3 (e.g. by visiting the distributor's web site), can infer the audiencesize from the
encryption key in use.

The TP assignskeys to clients as follows. First, the entire set of keys is partitioned into t
sets, S1; : : : ; St . Each client receives any particular key with a �xed, independent probabilit y.
For keys in the sameset Si , this probabilit y is the same. By choosing the sets f Si gt

i =1 to be of
decreasingsize(as i increases),but with increasingassociated probabilities, the TP can control
the proportion of keys in T that are in any Si given the audiencesize. More precisely, if the
audienceis small, T is dominated by keys from S1, but as the audiencegrows, the proportion
of keys in T that are in S1 will be far lessthan the proportion that are in Si for i > 1. Hence,
becausethe content distributor doesn't haveany a priori knowledgeof the composition of the sets
f Si gi , the distributor is unable to distinguish betweenthe keysin T and sothe choiceof k 2 T is
a re
ection of the distribution of T, and by inference,the audiencesize. Figure 4 demonstrates
how T, may change over time. For illustrativ e purposes,keys with higher probabilities are
indicated by larger ovals.

The following makesthe protocol more precise.

Basic Pr otocol. This protocol takesas input a positive integer m representing the number of
keysin the system,a positive integer t, and positive integerss1; : : : ; st such that s1+ s2+ : : :+ st =
m. The keys are partitioned into t sets, S1; : : : ; St , such that for each i , jSi j = si , where
s1 > s2 > : : : > st . For each i = 1; : : : ; t there is a probabilit y pi that the TP will assign a
key kj 2 Si to any given client (keys are assignedindependently), where p1 < p2 < ::: < pt .
Numbers � 1, � 2, 0 < � 1; � 2 < 1, are also input to provide a gaugeof the accuracyof the audience
measurements. Theseparametersimply an upper bound, nmax , on the number of joins that can
be accurately measuredby the system. The variable n is used to denote the actual number of
joins. The protocol consistsof the following steps:

1. The TP randomly generatesm keys,k1; : : : ; km , and sendsthem to the content distributor.
3Receiving the content anonymously also allows the auditor to determine that the content distributor isn't

distributing keys to clients (to maintain the appearance of a small audience) or abusing the proto col in some
other way. For applications in which the surreptitious distribution of keys to clients by the content distributor is
a real concern, a simpli�ed version of the analysis in Section 2 can be performed to calculate the frequency with
which the auditor should request the content.
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2. Upon contacting the content distributor, a client, ui , receivesa setof keysK i � f k1; : : : ; km g
from the TP. For j = 1; : : : ; m, kj 2 K i with probabilit y pr if kj 2 Sr . The TP sendsthe
content distributor the ID numbers of the client's keys4.

3. To distribute content to clients uj 1 ; : : : ; uj r , the content distributor choosesa key k 2 T =
K j 1 \ : : : \ K j r and encrypts the content (or perhaps, a key that is used to encrypt the
content) with k. A fresh key should be chosenregularly.

4. Periodically, the auditor requestscontent and notesthe key, k, that the content distributor
is using in Step 3. There exists i 2 f 1; : : : ; tg such that k 2 Si . The auditor calculatesthe
distribution of the random variable that measuresthe proportion of keysin T that are in Si

asa function of n, ( jT \ Si j
jT j jn), to within a con�dence level of 1� � 1. Using this distribution,

the auditor determinesa range [n1; n2] such that for each n 2 [n1; n2], P(k 2 Si jn) � � 2,
and estimates5 the audiencesizeas being in this range.

{ To increasethe likelihood of inferring audiencesizecorrectly, the auditor can monitor
the content through several key changes.

{ If the auditor hascontacted the content distributor previously and received a di�eren t
set of keys, the auditor should check that k is also in that key set. Alternativ ely,
the auditor can request the content as several di�eren t clients and perform the same
checks. If any of thesechecks fail, the content distributor is not following the protocol.

This protocol relies on the content distributor's inabilit y to distinguish betweenthe keys in
the intersection, T. The content distributor can gain such an abilit y in the following ways. First,
a key that is not known to any of a large set of clients is less likely to be in St than a key in
T. However, provided the distributor follows the protocol and encrypts the content so that all
of the audiencecan decrypt it, the distributor is unable to make use of this information. The
other information the content distributor learns about the keys comesfrom bills (e.g. licensing
royalties). For example, if the distributor is charged lesswhen using key k than when using key
k0, the distributor knows the index j k such that k 2 Sj k is less than the index j k0 such that
k0 2 Sj 0

k
. To remedy this, we suggestthat the system be refreshedwith every bill (e.g. oncea

month).
There is also the possibility that the content distributor attempts to cheat in a similar way

as in our �rst protocol, namely by removing someusers' key sets from the calculation of the
intersection, T, in order to get a larger set from which to draw the encryption key. We argue
that it is unlikely this attack will be successful.First, cheating in this way can have the e�ect of
preventing someusersfrom accessingthe content (which should generatecomplaints). Second,
it is di�cult to guarantee that a small audiencewill be inferred by the auditor becausethe key

4We suggest that the TP send the keys rather than the client, so that the client cannot cause the audience
size to appear larger than it is by sending only a subset of their keys to the content distributor.

5Note that the probabilit y that directly infers audience size is P(n = xjk 2 Si ). Since the distribution
on n is unknown we cannot calculate this probabilit y precisely. However, provided some information on the
distribution of n is available, this probabilit y can be derived from the one we know by using: P (n = xjk 2 Si ) =
P ( k 2 S i j n = x ) P ( n = x )

P ( k 2 S i ) � P (k 2 Si jn = x)P (n = x). For example, if P (n = x) � � for all x, then we have an upper
bound: P (n = xjk 2 Si ) � � P (k 2 Si jn = x), and if n is uniformly distributed (as is assumedin Section 2 to
achieve analysis bene�ts that don't seemto occur for this proto col), we have an equality: P (n = xjk 2 Si ) =
ci P(k 2 Si jn = x) where ci = � n max

y =1 P(k 2 Si jn = y). Hence, we believe f P (k 2 Si jn = x)gx is su�cien t to infer
the value of n as being in [n1 ; n2 ].

11



allocation algorithm is probabilistic. That is, if the content distributor choosesa key that is not
known to several of the clients then there is still someprobabilit y that this key is in Si for large
i , in which casea large audiencewill be inferred. To guarantee that a small audiencewill be
inferred, the content distributor has to use a key that's not known to several clients, in which
casethe distributor may indeed only be able to reach a small audience.

Finally, the content distributor can potentially bene�t from collusion with clients or other
content distributors. If the TP is using the sameglobal set to allocate keysto clients of di�eren t
content distributors (which is a desirable practice becauseit can allow clients to \surf " multi-
ple distributors without needing to repeat the initialization phase) then the distributors (and
users)may be able to distinguish betweenkeys that they wouldn't have beenable to otherwise.
However, as mentioned earlier, this may be only of limited value becausea key that causesa
small audienceto be inferred doesso becauseit is only likely to be stored by a small number of
clients.

3.1 Analysis

In this section we develop equations that allow the auditor to execute the protocol. First, we
�nd an accurate approximation to the distribution of ( jT \ Si j

jT j jn).

Lemma 3 Let 0 < � < 1. For i = 1; : : : ; t and n = x, P(k 2 Si jn = x) is at least as large as
(1� � )si pi

x

(1+ � )( s1p1x + :::+ si � 1pi � 1
x + si +1 pi +1

x + :::+ st pt x )+(1 � � )si pi
x and at most as large as

(1+ � )si pi
x

(1� � )( s1p1x + :::+ si � 1pi � 1
x + si +1 pi +1

x + :::+ st pt x )+(1+ � )si pi
x with probability at least 1 � � 1, when

( e�

(1+ � )1+ � )st p1
n max � 1� (1� � 1 )1=t

2 and e� � 2st p1
n max =2 � 1� (1� � 1 )1=t

2 .

Proof. For i = 1; : : : ; t, whenthe number of clients is x, the random variable jT \ Si j is binomially
distributed with sizesi and probabilit y pi

x . Hence,the expectedvalueof jT \ Si j is si px
i . Applying

Cherno� bounds (see,for example, [21]), it follows that, jT \ Si j 2 [(1 � � )si px
i ; (1 + � )si px

i ] with

probabilit y at least (1� � 1)1=t whenboth ( e�

(1+ � )1+ � )si pi
n max � ( e�

(1+ � )1+ � )st p1
n max � 1� (1� � 1 )1=t

2 and

e� � 2si pi
n max � e� � 2st p1

n max =2 � 1� (1� � 1 )1=t

2 . Hence,P(k 2 Si jn = x) = jT \ Si j
jT j = jT \ Si j

jT \ S1 j+ :::+ jT \ St j

is in the interval stated in the lemma with probabilit y at least (1 � 21� (1� � 1 )1=t

2 )t = 1 � � 1. 2

From the above lemma, it follows that the auditor needsto �nd x valuessuch that
(1� � )si pi

x

(1+ � )( s1p1x + :::+ si � 1pi � 1
x + si +1 pi +1

x + :::+ st pt x )+(1 � � )si pi
x � � 2 to complete the protocol. In addition,

nmax , si and pi must be chosento satisfy Lemma 3, for example, by using the bounds in the
following corollary.

Corollary 4 To satisfy step 4 of the basic protocol it su�c es (but isn't generally necessary) to

choose nmax �
ln( c( � 1 ;� ;t )

st
)

ln p1
and si � ci (� 1 ;� )

pi
n max for all i , where c(� 1; � ; t) and ci (� 1; � ) are de�ned

below. Provided theseinequalities are met, the expected number of keys that a client must store
is at least � t

i =1
ci (�;� )

pn max � 1
i

.

Proof. The constant ci (� 1; � ) in the upper bound on si comesfrom solving the following two

inequalities used in the proof of Lemma 3: ( e�

(1+ � )1+ � )si pi
n max � 1� (1� � 1 )1=t

2 and e� � 2si pi
n max =2 �

1� (1� � 1 )1=t

2 . It follows that ci (� 1; � ) = maxf
2 ln( 1� (1 � � 1 ) 1=t

2 )
� � 2 ;

ln( 1� (1 � � 1 ) 1=t

2 )

ln ( e�

(1+ � ) 1+ � )
g.
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Est.�of�����
P(kÎ S1 |�n =�x)

Est.�of�����
P(kÎ S1 |�n =�x)

With�probability�>�.75,�
P(kÎ S1 |�n =�4)�is�in�this�

range

y =�.75

Figure 5: In the left-hand side of the �gure we graph, px
i si

px
1 s1+ px

2 s2
for i = 1; 2 (where p1 = :6,

p2 = 1, s1 = 37000, s2 = 370) as estimates for P(k 2 S1jn = x) and P(k 2 S2jn = x).
P(k 2 S1jn = x) and P(k 2 S2jn = x) are within the distance indicated by the dashedlines of
their respective estimateswith probabilit y at least :75.

The bound on nmax follows similarly with c(� 1; � ; t) = minf
2 ln( 1� (1 � � 1 ) 1=t

2 )
� � 2 ;

ln( 1� (1 � � 1 ) 1=t

2 )

ln ( e�

(1+ � ) 1+ � )
g.

The lower bound on the expectednumber of keysper client follows by substituting the lower
bound for si into the quantit y, � t

i =1 pi si . 2

For illustrativ e purposes6, we concludethis section with a small example.

Single Threshold Example. The following example shows how the basic protocol can be
used to determine that a threshold number of clients has been achieved. Let s1 = 37000,
p1 = :6, s2 = 370, p2 = 1 and nmax = 13. BecausejT \ S2j = 370 with probabilit y 1, we
need only �nd a con�dence interval for jT \ S1j and this will imply con�dence intervals for
jT \ S1j=jT j and jT \ S2j=jT j. Setting � = :2, by the proof of Lemma 3 we need the following
inequality to hold: (:98)s1p1

13
< � 1

2 . Solving for � 1 yields, � 1 � :75. If we choose � 2 = :75,

then with at least :75 con�dence, it follows by solving the inequality, (1� � )37000(:6)x

(1� � )37000(:6)x +370 � :75

for x, that P(k 2 S1jn � 6) � :75. Similarly, by solving, 370
(1+ � )37000(:6)x +370 � :75 we get,

P(k 2 S2jn � 12) � :75. Hence, if k 2 S1 the auditor returns the interval [1; 6] for n and if
k 2 S2 the interval n � 12 is returned. This is depicted in Figure 5.7

In this example, we expect a client to store 22; 570 keys. If the keys are each 64 bits long,
this represents :17 megabytes of keying material. While this is signi�cant, it is a fraction of
the spacerequired by most media players (for example, it's about :09 of the download size of
WinAmp.com's \full" player). Viewed di�eren tly , after listening to streaming music at a data
rate of 28:8 kilobits per secondfor lessthan 20 minutes, the keying material is lessthan :0425

6 In general, it is unwise to choosep2 = 1 and t = 2 becausethe content distributor then knows that any key,
k, that's not stored by all the clients, is in S1 with probabilit y 1. However, even in this example it's arguable that
using key k yields a successfulattack, since we expect k to only be stored by around 7 clients (:6nmax ) which is
already very close to the 6 client audience that the auditor will infer from the usageof k.

7Note that the con�dence intervals hold up to n = 13 only.
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of the audio data that's beendownloaded.
Sincea client will typically have more than half of the 37; 370 keys in this example, the TP

can tell the content distributor the keys the client doesn't have more e�cien tly than listing the
keys the client does have, in step 2 of the protocol. Since the key IDs are less than 16 bits
long, we expect this step to require the transmission of at most 29 kilobytes of data. Using
compression,this can probably be reduced to only 10 kilobytes. Again, this is only necessary
when the client �rst requeststhe content.

3.2 Extensions

Mul tiple Content Distributors. The basicprotocol is easily modi�ed to allow the trusted
party to usea singleset of keysfor multiple content distributors. In step 2, each usersendskeys
that are computed as the output of a one-way function applied to each of the keysreceived from
the TP concatenatedwith the CD's ID. Becausethe CDs have distinct IDs it is computationally
infeasible for them to determine which of their received keys are the same.

Priv acy and Demographics. Note that this protocol is not completely privacy preserving
becausethe auditor learns somethingabout the clients, namely, that they have key k. However,
if there is su�cien t separationbetweenthe auditor and the TP it will be di�cult for the auditor
to make useof this information. In addition, we note that it may be possibleto usethis aspect of
the schemeto embed demographicinformation. For example,although men and women should
with high probabilit y receive the samenumber of keys in Si , the particular keys they tend to
receive may be partly a function of their sex. Hence, the auditor may be able to infer the
predominant sex of the audiencefrom the content distributor's choice of encryption key in Si .

Measuring the Current Audience. The protocol described above is best suited to estimate
cumulative audiencesize, for example, the number of hits received by a web site over a certain
period of time. In somesettings, this may be the only possiblemeasureof audiencesize. For
example, in multicast applications, the content distributor typically only is informed of new
additions to the multicast group and is unlikely to know when a member leaves [3]. Hence,by
observing the content distributor's behavior, or by querying directly, it may only be possibleto
learn the cumulativ e audience. In this case,behavioral patterns may be used to infer current
audiencesizefrom cumulativ e data.

It may also be possibleto modify the basic protocol to measureaudiencesizedirectly. The
key idea is that if the auditor can observe the content for long enough8 to gain an accurate
estimate of the entire contents of T, then the current audience may be inferred. The entire
contents of T are necessarybecausethe content distributor gains some abilit y to distinguish
keys from every new client. For example, if k is stored by several clients but k0 is only known
to a few, then k0 may be a cheaper key for the content distributor to usebecauseit may imply
a smaller audiencein the basic protocol (k0 2 Si , k 2 Sj , where i < j ). Hence, if the audience
shrinks and k0 endsup being a key all the current clients know, the content distributor may seek
to misleadthe auditor by only using k0. However, if the content distributor is required to change
keys frequently (e.g., a di�eren t key for every few songs)and the auditor listens long enough
to determine that k0 is the only key in use, an alarm will be raised as the probabilit y that the
content distributor would be left with only k0 at somepoint is very low. One problem with this

8This requirement may be easy to meet becausethe auditor may need to observe the content for a long time
in order to preserve anonymit y.
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is that a key that is known to clients who are no longer in the audiencemay be selectedas the
encryption key.

4 Op en Problems

Each of our protocolsrequiressomea priori knowledgeof the maximum audiencesize. Although
this seemslike a reasonableassumption for the applications we consider, it would be useful to
design a scheme that can e�cien tly adapt to unanticipated surges in audience size. Ideally,
such a protocol would provide content accessto only the current set of clients while preserving
privacy and enabling e�cien t auditing. In addition, we believe the generalproblem of measuring
current audiencesizein a manner that's secureagainst both in
ation and de
ation hasn't been
adequately explored.
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