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What is this new and 
mysterious technology? 

  Hint: It’s 20+ years old. 
–  R. Ostrovsky and M. Yung. How to withstand mobile virus attack. 

PODC, 1991. 
–  O. Goldreich, S. Micali, and A. Wigderson. How to play any mental 

game. STOC, 1987. 

  Answer: Distributed (+proactive) cryptography   
  The specific implementation is 8+ years old. 

–  J. Brainard, A. Juels, B. Kaliski, and M. Szydlo. A New Two-Server Approach for 
Authentication with Short Secrets. USENIX Security, 2003. 

–  M. Szydlo and B. Kaliski, Proofs for Two-Server Password Authentication, CT-RSA, 
2005. 

  But it’s the first broadly available commercial 
implementation of distributed cryptography! 

  Why is it taking so long? 



New technologies need to await a 
happy convergence of factors 
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So core function is  
Private Equality Test 

= ? 



What distributed crypto achieves 

Cryptographer’s view 
  Much stronger security 

–  Mobile, active adversary 
  Extensible to protection of 

variety of resources 
–  E.g., keys, biometrics,… 

  Extensible to k-out-of-n 

Enterprise view 
  Twice the equipment cost 
  Diminished availability (or even 

higher cost) 
–  “Five nines” è “Four nines” 

  Not solving real problem: 
phishing and social 
engineering, i.e., endpoint 

  Breaching two systems as easy 
as breaching one 

  Two distinct systems to 
maintain 

  No obvious return on 
investment 
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  Breaches are becoming 
commonplace 

Perimeter security 
yielding in practice to 
assumption that adversary 
is always in the network	


What distributed crypto achieves 



Practical research challenges 

  How can we efficiently distribute other forms 
of authentication? E.g., 
–  Password-based Kerberos  
–  One-time passcodes 
–  Symmetric-key challenge-response 
–  Biometrics 

  How should we schedule proactivization 
epochs? 

  What else should we distribute, beyond 
cryptography? 
–  Access control? 



Password-based Kerberos 
(simplified) 

C (= ench(P)[T]), T 

Alice Server 

T=dech(P)[C] 
and T fresh? 

h(P) 
Password P 

? 
OK ✔ 

There’s no efficient way to distribute decryption 
function dec (e.g., AES) across two servers! 
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Mix in chaff passwords 
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What does this buy us? 

h(P) 
h(P1) 

h(P2) 

h(P3) 

h(P) 
h(P5) 
h(P6) 

h(P7) 

  Basic principle: Real password is intersection of two, 
chaff-laden sets 

  If attacker breaches only one server, it doesn’t learn h(P), only 
candidate set. 
–  It can cause one server (w.p. 1) to say “yes,” but not both. 

  If attacker observes real authentication, it can learn h(P). 
  Not as strong as true splitting, but much stronger than current 

approaches—and legacy-compatible 
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Conclusion 

  We may be on the cusp of broad deployment of 
distributed crypto. 

  Distributed crypto for real systems is challenging 
(and interesting), and requires new / better tools. 
–  Chaff? 
–  Garbled circuits? 

  Lots of other impactful “real-world” questions 
–  Proactivization regimes, retrofitting to existing 

protocols, etc., etc. 



Questions? 


