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WHAT IS A MALWARE ?

A Malware is a set of instructions that
run on your computer and make your

system do something that an attacker
wants it to do.




WHAT IT IS GOOD FOR ?

Steal personal information
Delete files

Click fraud

Steal software serial numbers

Use your computer as relay




A RECENT ILLUSTRATION

e Christians On
Facebook
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THE MALWARE ZOO

Virus

Backdoor

Spybot-55D Search & Destroy
an for problems and remove them.

Search & Destroy /j ) Check for problems @ Fix selected problems - ,’. Print Q‘)) Help

This is the main scan page of Spybot-S&D. Here you scan your system ['Check for
problems" button) and fix any problems found ["'Fix selected problems" button). Hint: if
you haven't done so yet, we recommend you read the tutorial (see Help menu) to learn
how to deal with the scan results.

Trojan horse

Recovery

Problem Kind

@ V AdRevolver 2 entries

& “ Advertising.com 1 entries

R tk 2 t @ V Avenue A, Inc. 1 entries
OO ]_ 3 @ “ BlueStreak 1 entries
Roosides @ “ DoubleClick 1 entries

@ “ FastClick 1 entries

@ V HitBox 5 entries

S C arew are @ “ MediaPlex 2 entries
® “ Microsoft. Windows.IEFirewallBypass 2 entries

& “ SexList 1 entries

® V SexTracker 2 entries

Ad @ “ Statcounter 1 entries
Ware & V TagASaurus 1 entries

& “ WebTrends live 1 entries

B “ Zedo 1 entries

Worm




WHAT IS A VIRUS ?

a program that can infect other programs by
modifying them to include a, possibly
evolved, version of itself

Fred Cohen 1983




SOME VIRUS TYPE

e Polymorphic : uses a polymorphic
engine to mutate while keeping the
original algorithm intact (packer)

e Methamorpic : Change after each
infection




WHAT IS A TROJAN

A trojan describes the class of malware that appears
to perform a desirable function but in fact performs
undisclosed malicious functions that allow
unauthorized access to the victim computer

Wikipedia




WHAT IS ROOTKIT

A root kit is a component that uses
stealth to maintain a persistent and
undetectable presence on the machine

Symantec




WHAT IS A WORM

A computer worm 1s a self-replicating computer
program. It uses a network to send copies of itself
to other nodes and do so without any user
intervention.




ALMOST 30 YEARS OF
MALWARE
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From Malware fighting malicious code




Melissa spread by email and share
Knark rootkit made by creed demonstrate the first ideas

love bug vb seript that abused a weakness in outlook \ l s T O R Y

Kernl intrusion by optyx gui and efficent hidding

7

e 1981 First reported virus : e 1999 Melissa virus

Elk Cloner (Apple 2) .
e 1999 Zombie concept

e 1983 Virus get defined
e 1999 Knark rootkit

e 1986 First PC virus MS DOS
e 2000 love bug

e 1988 First worm : Morris
worm

e 2001 Code Red Worm

e 2001 Kernel Intrusion

e 1990 First polymorphic
System

Virus

e 1998 First Java virus e 2001 Nimda worm

e 1998 Back orifice e 2003 SQL Slammer worm




NUMBER OF MALWARE
SIGNATURES
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MALWARE REPARTITION

Trojan
Worm
Other

Adware

Spyware

Panda Q1 report 2009




INFECTION METHODS




OUTLINE

How do they propagate

/.00 visit !

How to detect them

Worms




WHAT TO INFECT

Executable
Interpreted file
Kernel

Service

MBR

Hypervisor




OVERWRITING MALWARE

Targeted

Executable

l




PREPENDING MALWARE

Infected
host
Executable

Targeted
Executable

l




APPENDING MALWARE

Infected

T ted
Executable

Executable

l l




CAVITY MALWARE

Malware

Targeted

Executable Infected

host
l Executable




MULTI-CAVITY MALWARE

Malware

Targeted

Executable Malware

l Malware




PACKERS

Packer

Payload

Infected host
Malware
Executable




PACKER FUNCTIONALITIES

e Compress

e Encrypt

e Randomize (polymorphism)

e Anti-debug technique (int / fake jmp)
e Add-junk

e Anti-VM

e Virtualization




AUTO START

F 01 d e r auto = S ta r t : C:\Documents and Settings\ [user_name] \ Start Menu

\Programs\Startup

Win.ini : run=[backdoor]" or
"load=[backdoor]".

System.ini : shell="myexplorer.exe”
Wininit

Config.sys




AUTO START CONT.

Assign know extension (.doc) to the
malware

Add a Registry key such as nxcusormazs

\Microsoft \Windows \CurrentVersion \Run

Add a task in the task scheduler

Run as service




UNIX AUTOSTART

Init.d
/etc/rc.Jocal
Jogin .xsession
crontab

e crontab -e

e /etc/crontab




MACRO VIRUS

e Use the builtin script engine
e Example of call back used (word)
o AutoExec()
o AutoClose()
e AutoOpen()
e AutoNew()




DOCUMENT BASED
MALWARE

e MS Office

e Open Office
e Acrobat 1




USERLAND ROOT KIT

e Perform * Hide activity
e login * ps
e sshd e netstat
e passwd ° Is
e find




SUBVERTING THE KERNEL

Kernel task What to hide
 Process management
: = Process
e File access
= Eile-
e Memory management
= Network tratfic

 Network management




KERNEL ROOTKIT

nin
SO

Hardware :
HD, keyboard, mouse, NIC, GPU




SUBVERTING TECHNIQUES

e Kernel patch
e [.0oadable Kernel Module

e Kernel memory patching (/dev/kmem)




WINDOWS KERNEL

@ @ 4

Win32 subsystem DLLs Other Subsytems

User32.dll, Gdi32. 11l and Kernel32.dll (OS/2 Posix)

v

Executive
ntoskrnl.exe Underlying kernel

Hardware Abstraction Layver (HAL.dIl)

Hardware




KERNEL DEVICE DRIVER

Interrupt Hook

. System service
System service dispatch table

dispatcher
New pointer

Driver Overwriting functions Driver Replacing Functions

ntoskrnl.exe




MBR/BOOTKIT

Bootkits can be used to avoid all
protections of an OS, because OS
consider that the system was in trusted
stated at the moment the OS boot loader
took control.




BIOS

*

B9

—

—1 VBS

WINLOAD.EXE <~

BOOTMGR.EXE

D ——

NT
Boot
Sector

;\/indows 7 kernel HAL.DLL




VBOOT

Work on every Windows (vista,7)
3ko

Bypass checks by letting them run and
then do inflight patching

Communicate via ping




HYPERVISOR ROOTKIT

Hardware

App App




HYPERVISOR ROOTKIT

App App

Host OS Virtual machine

Hardware




PROPAGATION

VECTOR




e /00 visit!

OUTLINE

e How to detect them

e Worms




SHARED FOLDER

Action  View &
Tree

=) Computer Managemznt {Loce
= §i5, System Tools

+  #| Everk Viewer

+ § System Information

+ @ Performance Logs &n

a_J ohared Folders

a2 chares

Cessions
a_ Open Filzs
_51 Nevire Manager
+ %7 Local Users and Grcu
- 24 S:orage
__| Disk Management
Ky Disk Defragnenter
=) Loqical Drives
+ g Removable Storage
+ _5:& Szrvices and Apalications

Am DB @

Shered F. ..

s/ IPCE

(S

B/ CHEYUFDS
82D

BJJES

B/ Active Direc..,
».2/File & Print
B/ Storage

B ADMIMNS

Shared Path

i,
C:\InoculaniUpdate
D:,
E:h

E:\Documentsand ...
E:\Documents and ...
E:\Documentsand ...

E:\WINNT

Type

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

# Client Redir ..

Lo o e N e Y s Y s N e Y e Y v

Ccmment

Remote IPC
Default skare

Default skare
Default skare
Ccntains AD files
Info re file & prt
Storage Fies
Remote Admin




EMAIL PROPAGATION

& Does your partner truly love you? -10] x|

J Archivo Edicion Ver Herramientas Mensaje Ayuda ‘,',’

€& & »ﬂ’»; X 7

Responder Responde...  Reenviar Imprimir Eliminar

De: Tobias Singleton

Fecha: miércoles, 15 de abril de 2009 17:41
Para: aadshead@channel4.co.uk
Asunto: Does your partner truly love vou?

& Make sure your girlfriend -0 x|

Read other people's SIS wth J Archivo Edicidn  Yer Herramientas Mensaje  Ayuda l "

B g & .8 =z X 7

Responder Responde...  Reenviar Imprimir Eliminar

250 OK 9C/62-06241-E7AF De: Jess Alvarado
QUIT Fecha: miércoles, 15 de abril de 2009 17:44

Para: benoitnn@kold.com
Asunto: Make sure your girlfriend

221 serin.channeld local closin
QUIT

Free program for reading sms

1.4

250 2.0.0 n3FF 1hwj004993 Message accepted for
delivery

QUIT

221 2.0.0 chiesmtal-4 messageone.com closing
connection

QUIT |

from pandalab blog




VALENTINE DAY ...

adress (] terp: /I <o

Guess, wluch one 15 for vou?

P You are downloading the file:

wouzndme exe fror [N .o~
“w'oudd you like to open the e or save it to your computer?
[ Open [ Save ; Cancel -j[ Moreln[o] 3

I Cancel i x

¢ v @ e

Waledac malicious domain from pandalab blog




EMAIL AGAIN

2 Are you interested in reading other people’s sms?

Get Your Free 30-Day Trall

Do you want to test your partner or just to read somebody's SIMS?
This program 1s exactly what you need then! It's so easy! You don't
need to mstall it at the mobile phone of your partner.

Just download the program and you will able to read all SIS
when you are online. Be aware of everything! This 15 an

extremely new servicel

http/[Removed]. com/freetrial exe

Download Free Trial
© SMS Spy. All rights reserved

Symantec 2009




FAKE CODEC

¢ MpegBuster Setup

‘ License Agreement
Please review the license terms before installing MpegBuster,

Press Page Down to see the rest of the agreement.

_ICENSE AGREEMENT ! ~

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS BEFORE
USIMNG THIS PRODUCT. IT CONTAINS SOFTWARE, THE USE OF WHICH IS LICENSED BY
LICENSOR TO ITS CUSTOMERS FOR THEIR USE ONLY A5 SET FORTH BELOW, IF YOU
DO NOT AGREE TO THE TERMS AND COMDITIONS OF THIS AGREEMENT, DO NOT USE
THE SOFTWARE. USING ANY PART OF THE SOFTWARE INDICATES THAT YOU ACCEPT
THESE TERMS.

The product is provided "a5 15", There are NO WARRANTIES under this agreement, and
licensor disclaims any implied warranty of merchantability or fitness for particular v

If vou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install MpegBuster,

[ 1 Agree ] [ Cancel ]




FAKE ANTIVIRUS

System Security

System Security

protect your pc

System Security : System Scan

Type | Run Type | Name | etais
/7 Syste m Scan W Spyware C:/windows/syst... Spyware.lEMonster.d Steals passwords from Inter...
‘ Aduwars autorun Zicb.PornAdvertiser.ba Adware that displays pop-u...
Spyviare autorun SpywareMMonitor Program that can be used to...
[ { Protection ® Backdoor | C:fwindowis/syst... """"EZ.Rbcf-f"’b An IRC controlled backdoor...
ISSN) - - Trojan autorun Infostzz zr.Banker.E Stezls sensitive information fr...
Caler C:/windows/syst... Dialer. Xpehbam.biz_dialer A Dialer that lcads pornegra...
Spywars autorun Spyware.KnownBadSites U
0\ Privacy ‘ Trojan sutorun Trojan.Toose T

(_) Update =

@ Scan progress ,
\ Settings Scanning - .

Path ...Ings\Administrator\SendTo\Desktop (create shortcut).Desklink
Infections 8

| Save Report | | Remove ]

Get full rezl-time protection
with System Security

System Security 2009

from pandalab blog




HIJACK YOU BROWSER

( -;O[ )gle |Cinderella Full Story In Script EERIEH) odvanced Sedich

Web

Results 1 - 10 of about 124,000 for

Cinderella Full Storyfn Script

Cinderella full story in sciipt But we enjoy fairy tales not because we revel in cinderella s
slums are really just less well-kept peighborhoods, full the ...

get-new.mee fgu.name/liouclsuser html - 8 hours ago - Similar pages




FAKE PAGE !

JMy computer Online Scan - Mozilla Firefox R

Ele fdt View Hgory Qockmrks Tocls Hebp

6":; C X o | B wwidiomscancoine.cond ¥7 - YiGlz[ co00

L2, Most Visked P Getting rted - Latest Headines

System Tasks System scan progress
(9] View system information e
= pad Shared Documents | My Documents
O okt ke R v 7 trojans ° 103 trojons
B change a settings
Hard drives
Other Places
QTE ‘ Local Dk (C:) Efi ‘ Local Disk (D:)
g My Network Faces ) 362 trojons ) 155 trojans
) My Documents YD
&) Shared Documents
B Cootrol Panel .":)
g x|
You have chosen to open
corerrrrrt - '
Scan complete. 5

whichis a: Binary File
from: hitp:/jgetscanonine. com
Would you lke to save this file?

savefle | Comeol |

0 Your computer remains infected by viuses! They can cause data loss and Fle damages and need to
9 be axed a5 s00n as possible. Return to System Securky and download R secure to your PC
L)

ok | cawal |

D

personal rformation from your computer.
Advice:
You need to remove this threat as soon as possible!

dstat| @@ (3D EF  [@mycomputer online s...

|»

-l
|DE 4ssam

from pandalab blo, -




P2P FILES

& cMule v0.47¢

G Q kAR B DOH D

Disgonnect Kad Seryers Transfers Search  Shared Fles IRC Statistics Qptions
nne Start | Mn, Sze (M8]
this is yust a test by 2spyware v

=| Max, Sze [M8]
Avalabity

. Type Method Complete Sources
Op u a_r L) Any v | @ Global (Servers) ~ Reset v | Extension

(Bl Search Resuits ~

que ry @ 20pywaretestemue (3) e © we search for p2p mabware (4) 8 @ thsisusta testby 2spyware (4) & Q

e 355% are

malwares
(Kalafut 2006)

Download Close All Search Results

Warning DonkeySer () Users:S.6 M(2.3K)[Fles:822.3M(360.8K) ¢ Up: 12.0 | Down: 0.0 @ e02¢:ConnectedKad:Connected




BACKDOOR




Infected

Host

BASIC

TCR

Attacker




Infected

Host

REVERSE

TCR




Infected

Host

COVERT

ICMP

Attacker




RENDEZ VOUS BACKDOOR

Infected
Host

Attacker




BESTIARY




OUTLINE

e How to detect them

e Worms




ADWARE

=101 %]

Enter to WIN! »

Click here to find st more Business Upgrade Packoge T cTIen ~o L.-.... Fil Sreasn M
or a Xerox Phoser® 8400 IFTS2 -

Color Printer

World's fastest color printer

| for under $1000 w0

Phaser 8400 \ M) Netscape' What's New

Color Printer

+9INSWEB'

Lower your Insurance costs

8999 " | » Science Proves It: Dinkng Causes

» Teen Girls Beware: Popular Boys Do THIS 15 FREE
» Look What Was Found in Stone Age Cave POWER
ich hava at lea 2 Roaadl | * Strange Space Object Mystery Deapens GUIDES
bo underwrting = = | » Did You See \What Bush Dared to Wear?
kansed sgency. | Addresz [ | 1 you Get This E-Mail Scam, Delete I

sice Canada and

You can add AOL® for Broadband to any || C)
high-speed cable or DSL connection! |F——— C)
save up to a3
Works with and enhances any basic |
high-speed connection =
Built-In protection for you and your family “égf"r‘;mi
The best on-demand and exclusive
programming online -
. s licor] | [k = Rates are at Hist

SRR - er time

. X \
O clccrere Jlurance. o TRAVEL 4, Get cas
your h

This Week's 7
on the Interne

Bellaaum Released APRIL 14 y B EX

3 Tickie: 1Q and Personality Tests - com: The Classic 1 Tes T8 Song

e . CheapCanbbe: >
| I'ake this free test! S e ) ‘F) HomeLoanCenter.com




BACKORIFICE

Sl Resdic agd ﬂl

" ]
ii 196.137 241.30

D

Exr
’llaeeussssa CUINISSYSTEMtapiexe exe B
4234953297 GIPROGRAM FILESIWETSCAPEINAVIGATOR'PROGRAMPROGRAM
4234553051 CASPHEREMIRCI2 BYE
4234501323 GWINGSTSY STENUUINOASSS.MOD
hm«sms CUMINSSSYSTEMDDHEP EXE

4294623303 CAUMINSSWINHLPI2 EXE

4294537377 DAPSSWPHOTOSHP EXE

4234555533 D WPROJECTSTNISCGUNRELEASEWISCGUI EXE
4234533193 D AIPROJECTSYISIDESUGWIS EXE

‘il End of peccesses

** 2. Redir 20 packet sent (35 byles) walt; ‘25" val2: "198 137,241,350
.......... Packet received rom hos1127.0.0.1 port 33333
e Defcon 1998 |

port 25 ty 196.157.241.30:25
cee EOG 0 DE - eemrmeeemmmene

e new version in 2000

et

Yot




e 1998

e Used for “prank”

NETBUS

¥ NetBus 1.53. by cf [ [ %]

Open CD-ROM

Host nameiP: |Iocalhost

j Cancel I

Start CD timer Timer interval: ,0_ Cmd delay: ,0_ Memo I
Show image Program/URL: |
Swap mouse Messagetext: |
Start program Play sound ,0_ |o_ Control mouse
Message Exit Windows Mouse pos Go to URL
Screendump Send text Listen Key click
Get info Upload file Sound system Downloatl file

Connected to localhost (ver 1.53)




SYMANTEC PCANYWHERE

Session Manager
@ Remote Control
&

B} File Transfer
Command Queue
£ Show Chat
3 End Session

Remate Management
=

Command Prompt

% Services

& Edit System Files

# Edit Registy

{4 EventlLog

9 Installed Programs

C‘j-‘] Change Computer State

Details

DFULLER3-¥YMWARE
192.168.142.131
TCRAP
6“ Encryption Level: None
Windows 2000
Connected
Time of Session: 00:00:41
|| Send:2KB
Receive: 8 KB

\3)

Task Manager

Applications | Processes

Image Name

[System Process]
System

SMSs.exe
winlogon.exe
Csrss.exe
Services.exe
Isass.exe
svchost.exe
spoolsv.exe
awhost32.exe
svchost.exe
regsve.exe
MSTask.exe
YMwareService.e
WinMgmt.exe
svchost.exe
Explorer . EXE
YMwareTray.exe

PID

136
160
164
212
224
404
448
476
508
548
564
596
636
688
816
896

Session ID

0000000000000 000 0K

User Name

<access denied>

<access denied>

MNT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
<access denied >

MNT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
MT AUTHORITY\SYSTEM
MNT AUTHORITY\SYSTEM
MNT AUTHORITY\SYSTEM
MNT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
MNT AUTHORITY\SYSTEM
MNT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

DFULLER3-YMWARE\Ad. ..
DFULLER3-VMWAREIA. ..

Threads

1
32
6
18
8
41
19
9
11
19

&

—
—_ N BN

Memory Usage
OKB
212KB
396 KB
1,956 KB
OKB
6,148 KB
5,616 KB
4,152 KB
4,508 KB
8,012KB
7,512 KB
1,152 KB
3,580 KB
1,412 KB
216 KB
5,552 KB
7,368 KB
1,720KB

Priority
Low
Mormal
AboveNormal
High
High
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
High
Mormal
Mormal
Mormal
Mormal

New Task l [ End Process




BROWSER TOOLBAR

l APIVISION-| G- @~ %-|#- @-|()l Q[ BA~ wC- wD- JE- BF- 2H- =N~ 22-(43 apvision.com
2 Microsoft Corporation - Microsoft Internet Explorer E =181 x|
_] File Edit View Favorites Tools Help i c','

‘ @Back = B \ﬂ @ 7;‘| | - search “ Favorites (@] Media (0! ‘ A= - o Yo Folders é- é‘é ‘“-:I g a’i ¢
]Address L@ http: f v, microsoft,comf Ll ﬁ Go

| Gor 8,1&-' _:I fsearch web  QySearchsite | §0News | B200Renk @@pageinfo » [Fgls - 40 Highiort

[Search Ivll — - |[Sign in]@My Yahoo! ~ P Hotlobs ~ ¥ Yahoo! ~ [l Shopping ~ [ Games ~ [-3Yahoo! Mail ~ <7 News ~ »

:_I L@ Search News l[ b, Highlight l@ Email this page to a frienEI_J[ @ Jeeveslinks ]

n yDAP @) options ||| software ~| [ L[ 8 ol 0 fies 68| & & -& R N
Amatsite | v| & History 3¢ Favortes 2] ThisPage <8 Online ~ % Tools ~

VYPRAIZE-~ |Web _'JI _'_] Search Q Channels v () My Praize v [=J Praize Mail v S IM ~ ‘ Favorites ~ |

s Mapian.net - I LI QSearch | 25 Discover 4] My Plan 3'/Daily Plan @Best Sites

Search I ® Go

| Yo
| D=
|
|
|
|
|
J @ Addresses.com Search Type: lm Name/Business:’ =l Locale:l x| _Search | Seau:h Tips
|
J
|
| eb
|3
|
|
J

TECOMA .| =l £ Highlight (] Email this page to a friend
*Mlcmsoft]@Soﬂwave] é@‘l’ech News || Windows 2000]@' \Y ‘]@" puter Hard: ] ISearch... Q[Skinsl\vabl@

[ @UItrabar « | [Gleoogle ~ | ~| &)oosear .'ww'mr
| I () Search eBay ~ -;,ﬁMy eBay QBld Alert v A Watch Alert ~ % Tap Picks + @Help'

m “E ‘ I L! @ Search | “1 & Users Services ~ ] Abilene Area Sites ~ ] A1 Recommended Links  ~
Alexa |~ Q search [+| |[{)Info :' a &y Msn * Webware * Windows-NT.com  Excite » Zdnet  Micrografx « Metatec International amazoncom.
@ l | @ Webware * Windows-NT.com « Exce » Zdnet » Microorat » Metatec International
@v v o Search ~ |= News~ Email + = Fill ~ Popup @ MP3 4« m » m Programs

Links &] Customize Links (&] Free Hotmail & Windows & Windows Media

All Products | Support | Search | Mic

Microsoft Home | MSN Home | Subscribe | Manage Your Profile

Search for

< / - : \ ]
— /B ~ today's:nevs
: \ = Yo

Advanced Search

v * Get Windows .MET
Denduct Familiac 43 & Server 2003 RC2

l.éj wiww, metatec.com/ {7 [7 [7 |4 Internet

lf,‘Startl & & I@ Microsoft Corporation... & @‘ Lt ldﬂ‘“ A # NI si1am




TOOLBAR AGAIN

2 Welcome - Microsoft Internet Explorer E] @

File Edit Yiew Favorites Tools Help l.,'

<) @ v \ﬂ @ »;\] /_ ) search it( Favorites Q:‘Y k)' *% I% A: % ‘3 . & A E =
My Web Search l Psearch v Address ’@ http:ffoldface.ourtoolbar . comfwelcome/ v‘ Go Links >
© Viewpoint ~ v Web Search ~ 8. Amazon J{SearchResults {1} Bookmarks ~ S ﬂWeather -

Oldface -~ IQ' V‘n Go |>@ Old facebook! I E-mail Notifier ~  62eF (=) EENEEEE A0 @
2anz0 v | check || 2 weather |( Town ]F@Search || eeRadio ] ISearch... [N | 2T | [FREE score.com
~

ome!
The Oldface community toolbar is now installed.

Now you'll always have the best of our site delivered right to your browser.
You'll get our latest news, links, alerts, and more. It's a great way to stay connected!

Check out the Toolbar Options , where you can choose these cool components and more...

Web search and more! Radio Player

(€1 A av NY Hotels Vﬁ'g w" G“‘
we | Gy search B -

R seoch s Lo

— o

3 Encyclopedia o

(€

€] Done ®© Internet




RANSOMWARE

Windows 3abnokupoBaH

e Trj/SMSlock.A

e Russian
ﬂOﬂblTKa NEepPeyCTaHoBMTE CUCTEMY MOZKET NPUEBECTH K norepe AKTHB&I.[HQ
ransomware
o Aprll 2009 To unlock you need to send an SMS with the text
4121800286
to the number
3649

Enter the resulting code:

Any attempt to reinstall the system may lead to loss of
important information and computer damage




DETECTION




e Worms

OUTLINE




ANTI-VIRUS

* Analyze system
behavior T,

Kaspersky i 1 your computer is protected |
Aml-Vll’U S ; 744 g View postponed threat

s A\ Protection

o
. File Anti-Virus | )
2 2 \ Protection is a suite of services protecting your computer
Mail Anti-Virus against security threats like viruses and spyware.
Web Anti-Virus

Proactive Defense

=» Computer protection status
Protection of your computer:

® vpe:

e Scanner

e Real time monitor




IMPOSSIBILITY RESULT

e Jtis not possible to build a perfect
virus / malware detector (Cohen)




IMPOSSIBILITY RESULT

Diagonal argument

P is a perfect detection program

V 1s a virus

V can call P
8 G2V = true > halt
e if P(V) = false -> spread




VIRUS SIGNATURE

e Find a string that can identify the virus

* Fingerprint like




HEURISTICS

e Analyze program behavior
 Network access
e File open
o Attempt to delete file
e Attempt to modify the boot sector




CHECKSUM

e Compute a checksum for
* Good binary
e Configuration file
e Detect change by comparing checksum

e At some point there will more malware
than “goodware” ...




SANDBOX ANALYSIS

¢ Running the executable in a VM
* Observe it

e File activity

* Network

e Memory




DEALING WITH PACKER

e [aunch the exe
e Wait until it is unpack

¢ Dump the memory




WORMS




OUTLINE




WORM

@®A worm is self-replicating software designed to
spread through the network

= Typically, exploit security flaws in widely used services

u Can cause enormous damage
Launch DDOS attacks, install bot networks
Access sensitive information

Cause confusion by corrupting the sensitive information

#®Worm vs Virus vs Trojan horse

7A2




COST OF WORM ATTACKS

#Morris worm, 1988
" [nfected approximately 6,000 machines

10% of computers connected to the
Internet

®cost ~ $10 million in downtime and
cleanup

#Code Red worm, July 16 2001

80




INTERNET WORM (FIRST MAJOR
ATTACK)

#Released November 1988

" Program spread through Digital, Sun
workstations

= Exploited Unix security vulnerabilities

VAX computers and SUN-3
workstations running versions 4.2 and
4.3 Berkeley UNIX code
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SOME HISTORICAL WORMS

Worm
Morris
ADM
Ramen
Lion
Cheese
Code Red
Walk
Nimda

Scalper

Slammer

Date
11/88
5/98
il
3/01
6/01
7/01
8/01
9,01

6/02

1/03

OF NOTE

Distinction
Used multiple vulnerabilities, propagate to “nearby” sys
Random scanning of IP address space
Exploited three vulnerabilities
Stealthy, rootkit worm
Vigilante worm that secured vulnerable systems
First sig Windows worm; Completely memory resident
Recompiled source code locally
Windows worm: client-to-server, c-to-c, s-to-s, ...

11 days after announcement of vulnerability; peer-to-peer
network of compromised systems

Used a single UDP packet for explosive growth
Kienzle and
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INCREASING PROPAGATION
SPEED

#Code Red, July 2001

® Affects Microsoft Index Server 2.0,
Windows 2000 Indexing service on Windows NT 4.0.
Windows 2000 that run IIS 4.0 and 5.0 Web servers

= Exploits known buffer overflow in Idq.dll

= Vulnerable population (360,000 servers) infected in 14 hours

#SQL Slammer, January 2003
m Affects in Microsoft SQL 2000

= Exploits known buffer overflow vulnerability
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CODE RED

#Initial version released July 13, 2001
mSends its code as an HT TP request
s HTTP request exploits buffer overflow
= Malicious code is not stored in a file
Placed in memory and then run
#\When executed,
=\\Vorm checks for the file C:\Notworm
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Code Red of July 13 and July 19

#Initial release of July 13
= 1st through 20t month: Spread
via random scan of 32-bit IP addr space

= 20 through end of each month: attack.

Flooding attack against 198.137.240.91 (www.whitehouse.gov)

= Failure to seed random number generator = linear growth

#®Revision released July 19, 2001.

= \White House responds to threat of flooding attack by changing
the address of www.whitehouse.gov

= Causes Code Red to die for date = 20t of the mo§ih.
ides: Vern
= But: this time random number generator correctly seeded
B Paxson




Infection rate

Code Red Worm - infection rate
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MEASURING ACTIVITY: NETWORK
TELESCOPE

RANDOM PROBES

l TELESCOPE

I MONITOR

INFECTED
- ! COMPUTER

|

@ Monitor cross-section of Internet address space, measure traffic
= “Backscatter” from DOS floods
= Attackers probing blindly

= Random scanning from worms
¢ LBNL’s cross-section: 1/32,768 of Internet
¢ UCSD, UWisc’s cross-section:81/256.




Spread of Code Red

#®Network telescopes estimate of # infected hosts:
360K. (Beware DHCP & NAT)

@ Course of infection fits classic logistic.

#®Note: larger the vulnerable population, faster the
worm spreads.

@ That night (= 20™), worm dies ...

... except for hosts with inaccurate clocks!
@[t just takes one of these to restart the worm on

st
Allgust =", Slides: Vern
88 Paxson




New Hosts Per Minute

300

100

Return of Code Red Worm

July 31, 2001 August 1, 2001

|
15

I | | ! | |
20 25 30 35 40 45

Hours (PDT) Since Midnight, July 31
Slides: Vern
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Code Red 2

®Released August 4, 2001.
#Comment in code: “Code Red 2.”

= But in fact completely different code base.
#Payload: a root backdoor, resilient to reboots.
#®Bug: crashes NT, only works on Windows 2000.
@ Localized scanning: prefers nearby addresses.

®Kills Code Red 1.

®Safety valve: programmed to die Oct 1, 2001.
Slides: Vern

90 Paxson




STRIVING FOR GREATER
VIRULENCE: NIMDA

@ Released September 18, 2001.

@ Multi-mode spreading:
= attack IIS servers via infected clients
= email itself to address book as a virus
= copy itself across open network shares

* modifying Web pages on infected servers w/ client
exploit

= scanning for Code Red II backdoors (!)
@ worms form an ecosystem!

@ Leaped across firewalls.

Slides: Vern
91 Paxson




Distinct Remote Hosts Attacking LBNL

20000

5000 10000

0

o Code Red 2 kills o
2 off Code Red 1 5 N =
S = ()] O O
— Code Red 1 |
__ Code Red 2 Nimda enters the
CR 1 . ecosystem
returns — Nimda /
thanks
to bad Code Red 2 settles into Code Red 2 dies off as
clocks weekly pattern programmed
I I I I I
0 20 40 60 80

Days Since July 18,2001 Slides: Vern
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How DO WORMS
PROPAGATE?

# Scanning worms : Worm chooses “random” address
# Coordinated scanning : Different worm instances scan different addresses

# Flash worms
= Assemble tree of vulnerable hosts in advance, propagate along tree
Not observed in the wild, yet

Potential for 106 hosts in < 2 sec! [Staniford]

@ Meta-server worm :Ask server for hosts to infect (e.g., Google for

“powered by phpbb”)

@ Topological worm: Use information from infected hosts (web server logs,
email address books, config files, SSH “known hosts”)

4 Contagion worm : Propagate parasitically along with normally initiated
communication
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SLAMMER

i1 25/ 2003
Vulnerability disclosed : 25 june 2002

Better scanning algorithm

UDP Single packet : 380bytes




SLAMMER PROPAGATION

Aggregate Scans/Second in the first 5 minutes based on
Incoming Connections To the WAIL Tarpit

90 -

Millions of Packets Per Second
N (3] B (43} o ~-J o0
o o o o o o o
1 1 1 1 L 1 1

[y
o
1

o

o
[y
[pn]
L)
EEN
o

Minutes After the Initial Outbreak




NUMBER OF SCAN/SEC
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Bits per Second

A SERVER VIEW
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CONSEQUENCES

ATM systems not available

Phone network overloaded (no 911!)

5 DNS root down

Planes delayed




Worm Detection and Defense

@ Detect via honeyfarms: collections of “honeypots” fed
by a network telescope.

= Any outbound connection from honeyfarm = worm.
(at least, that’s the theory)
= Distill signature from inbound/outbound traffic.

= |f telescope covers N addresses, expect detection when worm
has infected 1/N of population.

# Thwart via scan suppressors: network elements that
block traffic from hosts that make failed connection
attempts to too many other hosts

= 5 minutes to several weeks to write a signature

= Several hours or more for testing
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Contagion Period

NEED FOR AUTOMATION

Current threats can spread faster than defenses can reaction

Manual capture/analyze/signature/ rollout model too slow

months

days

hrs

mins

Contagion Period
secs — Signature Response Period

1990

Signature
Response Period

Time

Slide: Carey Nachenberg, Symantec
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SIGNATURE INFERENCE

#Challenge

" need to automatically learn a content “signature” for each
new worm — potentially in less than a second!

#Some proposed solutions
= Singh et al, Automated Worm Fingerprinting, OSDI ’04

" Kim et al, Autograph: Toward Automated, Distributed
Worm Signature Detection, USENIX Sec ‘04
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SIGNATURE INFERENCE

#Monitor network and look for strings
common to traffic with worm-like
behavior

"Signatures can then be used for content

filtering
PACKET HEADER A
SRC: 11.12.13.14.3920 DST: 132.239.13.24. "'"‘="A" PROT: T"'—'
PACKETPAYLOAD(CONTENT) [\ “
QO0F0 90 390 g#- I
0100 90 s0o s  Kibvu.B signature captured by ,,,,,,,, M2 .w
0110 S0 90 9.- Earlyblrd On May ]4th 2004 .-'-'.Cd .........
0120 90 90 0 U U _ e e JV O T ¢ s s s 5 8 5 s 8 s s s w0
0130 90 (90 90/ 8090 90 90 Z0-EB 10 5A 42 33 ¢9 66 B9 ..........2J33.€F.
0140 66 01 80 34 DA 99 E2 FAER OS5 E8 ER FF FF FF 70 £..4........... D

100 suul: S Savage




CONTENT SIFTING

® Assume there exists some (relatively) unique invariant
bitstring W across all instances of a particular worm (true
today, not tomorrow...)

#®Two consequences

= Content Prevalence: W will be more common in traffic than
other bitstrings of the same length

= Address Dispersion: the set of packets containing W will address
a disproportionate number of distinct sources and destinations

@ Content sifting: find W’s with high content prevalence
and high address dispersion and drop that traffic

104 Slide: S Savage




OBSERVATION:
HIGH-PREVALENCE STRINGS ARE RARE

Only 0.6% of the 40 byte substrings repeat more
than 3 times in a minute

(Stefan Savage, UCSD ¥)
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THE BASIC ALGORITHM

Detector in
network

T
_
] (54
(@)

cnn.com

Address Dispersion Table
Prevalence Table Sources  Destinations

(Stefan Savage, UCSD *) 106




;‘\ ;f Detector in

network
A -
3 ‘

L J

Address Dispersion Table
Sources Destinations

S e - 1(A) 1(B)

(Stefan Savage, UCSD *) 107




Detector in
network

=

Address Dispersion Table
Prevalence Table Sources  Destinations

e - 1(A) 1(B)
1 1(C) 1(A)
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j\ ﬂ Detector in

N network
- ; M §
N\ = C

Address Dispersion Table
Sources Destinations

e ~ 2(AB) 2(B,D)
1(C) 1(A)
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CHALLENGES

#Computation

= To support a 1Gbps line rate we have 12us to process each
packet, at 10Gbps 1.2us, at 40Gbps...

Dominated by memory references; state expensive

= Content sifting requires looking at every byte in a packet

#State

® On a fully-loaded 1Gbps link a naive implementation can easily
consume 100MB / sec for table

= Computation/ memory duality: on high-speed (ASIC)
implementation, latency requirements may limit state to
on-chip SRAM

(Stefan Savage, UCSD *) 111




