B r

e a k

i

n g

D

E

S

U

sing aM

o

le

c

ular Co

m

pu

ter

(

E x t e n ded A

b st r

a ct )

D a

n B

on

e

h Ch

r

i s to pher Dun

worthRi

chard

J

. Lipton

�

d a b o @ c

s . p r i nc e

ton.ed u ctd@cs.princeton.edu rj

l@cs.princeton.edu Depart ment of

Computer

Science

Princeton

Uni

versity

Princeton ,

N J

0

8 5 44 A b

s t r a ct Recentl y Adle man

has sho

wn that a small travelin

g salesmanproblem can be solved by molecular

operations .

In this paper we show how the same principles can be applied to breaking theData

Encryption

Standard (DES).We describe in detail a library of operations which are useful when

working with a molecular computer. We estimate that given one arbitrary (plain-text

, cipher-text)

pair, one can recover the DES key in about4 months of work.Furthermore, we show that under

chosen plain-text attack it is possible to recover the DES key in one day using some preprocessing.Our method can be generalized to break any cryptosystem which uses keys of length less than64

bits.K e

y w o

r d s : D

N

A

-

c o m p

u t i n g , Mo l

ecul a

r-computing, DE

S . �

Su pp o

r t e d i

n part

b

y NS

F

CC

R

{ 9 3 0 4 7 1 8 . 1

1 I n t r o d u ct ion

D u e t o a d va n ce s in mo lecula r biolo g y it is no wadays possible to create a soup o f roug hly 1 0 1 7 D N A

strands that �ts in a liter of water . Adleman [1 ] has shown that each DNA strand can be used

to perform computations. Thus , a small test tube containing DNA strands seems to have more

computing power than the most powerful parallel computers. The drawbac k of this approach is that

basic operations using DNA take a long time (e.g. one hour ). Thus, we are capable of performing 10 17

basic operations at once, though each operation re quires several hours to complete. Throughout the

paper we will refer to operations done on DNA strands as bio -steps. This will be e xplained in more

detail in Section 2.

Recently , Lipton [ 9] has come up with an encoding scheme that enabled him to solve the satis�a-

bility problem of formulas with a small number of variables. A generali zation of this scheme [ 3] can

be used to solve the satis�abilit y problem for circuits. Using these methods, the number of bio-steps

required to �nd a satisfying assignment is proportional to the size of the circuit. Lipton ’s approach

raises the hope of using molecular computing to solve hard problems that come up in practice. How-

ever, to make this procedure practical one needs to encode the problem at hand so as to minimize the

number of bio-steps required to solve it.

In this paper we give the �rst example of a \real world " hard problem that can be solved using

a molecular computer. W e present a \molecular program" for breaking the Data Encryption Stan-

dard [ 5], or DES for short. DES is a widely used encryption procedure. It encrypts 6 4 bit messages

and uses a 56 bit key . By breaking DES we mean that given one (plain-text, cipher-text) pair we

can �nd a key mapping the plain-text to the cipher-text. F urthermore, we show that using chosen

plain-text attack 1 it is possible to recover the key in one day of work using some preprocessing. This

means that after the preprocessing work is done it is possible to break many DES systems for very

little work.

Several researchers [11] have come up with various methods for implementing non-deterministic

T uring Machines using molecular computers. Clearly a non-deterministic T uring Machine can break

any crypto-system, including DES, by guessing the correct key . Though these results are very impor-

tant theoretically , they are not useful in practice. Breaking DES by simulating a non-deterministic

T uring Machine would require millions of biological operations. Running such experiments would take

hundreds of years. W e note that recently Adleman et al. [2] developed an alternate approach for

breaking DES using DNA computations.

It should be pointed out that attacks using di �erential cryptanalysis methods have proven to be

very useful for breaking DES [6, 10]. The central achievement of these attacks is that DES can be

broken on a conventional computer in 2 4 3 steps. This means that DES can be broken within several

days on a conventional computer. Note however, that the di�erential cryptanalysis methods require

2 43 pairs of (plain-text, cipher-text), while our molecular computer requires only one such pair.

Another conventional attack on DES was suggested by Wiener [12]. Wiener predicts that using

dedicated hardware which costs $1 million it is possible to search through all 2 5 6 DES keys in 7 hours.

Wiener’s attack makes use of the special structure of the DES circuit. On the other hand, the attack

using a molecular computer is far more general. It can be used to break any cryptosystem which uses

keys of length less than 64 bits provided the encryption circuit is not too big. F urthermore, if DES

was made to use 64 bit keys, Wiener’s attack would slow down by a factor of 256, while the molecular

attack would be una�ected.

1 C h o s e n p l a in - te xt atta c k means that an a d ve rsar y can o btain a (plain-text , cipher-text ) pair where he /she can speci fy

the plain-text .

T h r o u ghou t th i s p ap er we wi ll assu me a n error free mo del . This means that all the mole cular

biolog y e xperiments wor k perfectly without any errors. F or now , this assumption is valid since we

view the problem of coping with errors as tangential to that of �nding applications for molecular

machines. F urthermore, we are con�dent that errors that arise during the operation of a molecular

computer can be dealt with. This is based on our experience with conventional electronic machines

where fault -tolerance techni ques enable one to perform error-free computations in the presence of

faulty processors. W e note that several researchers [ 4, 8 ] have already suggested some techniques for

making molecular computers resistant to errors.

2 O v e rv ie w o f mo le c ul ar com pu ti n g

In order to understand the computation described here, it is necessary to gain a fundamental un-

derstanding of D N A ’s structure and function. DNA (deoxyribonucleic acid ) is found in every living

creature as the storage medium for genetic information. It is comprised of subunits called nucleotides

that are strung together into polymer chains (the chemical structure of a single nucleotide is shown in

Figure 1). DNA polymer chains are more commonly called DNA s t r a n ds, and short strands are called

o l i gon u cl eotides, or simply oligos.

P O Base

Adenine

Guanine

Cytosine

Thymine OH

1’ 2’ 3’ 4’

- O O

O O 5’

Figure 1 : Chemical structure of a nucleotide

There are four kinds of nucleotides in DNA, distinguished by the chemical group, or base, attached

to it. The four bases are adenine, guanine, cytosine, and thymine, abbreviated as A, G, C, and T (we

will henceforth use these letters to refer to nucleotides containing these bases). Single nucleotides

are linked together end-to-end to form DNA strands in a process called polymeri zation. This linking

occurs via a reaction between the 5’ phosphate of one nucleotide and the 3’ hydroxyl of another. Note

that every DNA strand will have two distinct ends |one with a free 5’ P O 4 group and the other with a

free 3’ O H group, referred to as the 5’ and 3’ ends, respectively . Thus, we can think of the sequence of

nucleotides in any strand as having a natural orientation. This orientation is important to remember

because it restricts the kinds of operations that one can perform on the strands.

DNA does not usually exist in nature as free single strands, though. Under appropriate conditions

single strands will pair up and twist around each other, forming the famous double helix structure

discovered by W atson and Crick. This pairing occurs because of a mutual attraction, called hydrogen

bonding, that exists between As and Ts and between Gs and Cs. Hence, A /T and G/C are called

co m plementar y base pairs. A further condition is that hydrogen bonding will only occur if the pair

of complementary strands are oriented in an antiparal lel fashion. That is, as one strand of a double

he l i x r u n s inthe

5

’ ! 3’ dire cti on

, its com plement runs in the 3’ ! 5’ direction.

F or example, if we

have the strands5

’ - AA G

CG TAG-

3’, 3’-TTCGCATC-5’, and 5’-TTCGCATC-3’, the�rst two can pair up

into a double strand|namel

y ,5

’ - AA G

CG TAG-

3’ 3’-TTCGCATC-5’

|but the �rst and last ones cannot, because when lined up in an antiparallel fashion we see that they are not complementary:

5’-AAGCGTAG-3’

3’-CTACGCTT-5’

.This process

of complementary strands coming together to form a double helix is calleda nn eal in g, and the reverse

process|a double helix coming apart to yield its two constituent single strands| is calledmel ting.

2

. 1 N o t at io n

W e have devised a notation for abstractly representingD

N

A strands in order to succinctly describe

the changes they undergo during various operations. First, we represent strings over the alphabetfA

,C,G,T g using letters for variable names(e.g.

x

= ACCTGAC). Note that x is ast ring, but not yet a

strand|that is, it’sjust a sequence of characters, with no orientation implied.

Thec

om plement of a string x, denoted by^ x, is the string that results when each character of x

has been replaced by its W atson-

Cric k complement. That is, we apply the following mapping to every

character in x: A!T, C!G, G!C, T!A. Thus, for x = ACCTGAC, we have ^x = TGGACTG. The reverse of a

string x, denoted xR

, is just the string x in reverse order. Thus for the same example, x R = CAGTCCA.

F or a string x we denote by" x the single DNA strand whose sequence is x and whose orientation

is 50 ! 3 0 , as x is read from left to right. F or example, if x = ACCTGAC, then " x is the strand

5’-ACCTGAC-3’.

Similarly ,# x denotes the strand complementary to " x. F or our example, # x =

3’-TGGACTG-5’. Finally , we have the operator\ l ". l x denotes the double strand that results when

" x and # x anneal in solution.

The table below summarizes these operators:

x = ACCTGAC

^x = TGGACTG

x R = CAGTCCA

" x = 5’-ACCTGAC-3’

# x = 3’-TGGACTG-5’ (note: " ^x R = 5’-GTCAGGT-3’ = # x)

l x =

5’-ACCTGAC-3’

3’-TGGACTG-5’

The convenience of this notation becomes clearer when we try to describe various operations on

DNA strands in solution. F or example, the formula" x+ # x� ! l x describes the process of annealing. As another example, we see that the strand " xy and the strand

# yz will anneal under appropriate conditions to form the expected partial duplex " x l y # z .

2.2Bio

lo gi cal op e ration s

Our fundamental model of computation will be to apply a sequence of operations to a set of strands

in a test tube. The operations that we use are derived from a collection of experiments commonly

used in molecular biology today[

1 ]. 3

2.2. 1

E x t r a ct W

e nee d t he a b i lit y to ext ra ct fro m a test tube all strands that contain some speci�c short nucleotide

sequence

x

. T o accomplish this, we use the biotin-strepta vidin bead separation technique described

in[

1 ]. In short, one can create a solution containing many copies of the oligo# x, each bound to

the surface of tiny magnetic beads. T o this bead-oligo mixture we add ourD

N

A strands.Only those

strands containing the sequence x will anneal to the # x oligos, and these annealed strands can then

be separated from the rest magnetically . W e refer to this operation ase x t r a ct using beads of type # x.

2.2.2 A

m p l i �cati o n via

P

C

RAt times we must make duplicates of all the DNA strands in a test tube, which can be accomplished

via a process called the polymerase chain reaction(

P C R

).

F or PCR to work, every strand must be of

the forml

a

B c, where a and c are �xed primers and B is arbitrary . In addition, neither a nor c can

occur as substrings of B .Since our encoding of computational strands satis�es these requirements

(see Section3), PCR should successfully replicate every strand in the tube. W e will call this operation

am

p l i f y.2.2.3

T ag

Sometimes we will need to append a new short sequencez onto the end of every strand in a tube.

If every strand is of the form"

X y , where X is arbitrary and y is �xed, then this append can be

accomplished in two steps, generating the desired strand " X y z . First, we anneal the oligo # y z to

each strand, creating the partial duplex " X l y # z . Next, we add the enzyme DNA polymerase,

which will convert partial duplexes into full duplexes by\reading

" the single-stranded portions and

building their W atson-Crick complements, one nucleotide at a time. Thus, we can convert our partial

duplexes " X l y # z into the desired full duplex l X y z . W e call this operation taggi ng.

3

R e p re se n t in g bin ar y strings

In this section we describe how to encode binary strings as DNA molecules. This encoding enables us

to use the biological operations of Section2 to perform logical operations on binary strings.Let x= x1

: : : xn be ann-bit binary string. The idea is to assign a unique 30-mer (a 30 long DNA

sequence) to each bit position and bit value. One can regard these 30-mers as strings of length 30 over

the alphabetf

A ; C; G;

T g. 1. Let Bi

(0) be the oligo used to encode the fact that thei-th bit of x is 0. Similarly , let B i (1) be

the oligo used to encode the fact that the i-th bit is 1.

2. F or i = 0; : : : ; n letS i be a 30-mer used as a separator between consecutive bits.

The DNA strand representing the binary string x2 f0; 1g n is: l S0 B 1 (x 1 ) S 1 B2 (x 2 ) S 2 ; : : : ; S n�1 B n (x n ) S n It is crucial that the strings B i (x) and S i are all distinct. F urthermore, it is desirable that any

pair of these strings not contain long common substrings. F or example, there shouldn’t be a string of4

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

56 32 32 48 32 32

l

32

Output

32

48 48

56 48 48 32 32 48

56 48 48 32 32 48

56 48 48 32 32 48

56 48 48 32 32 48

32 32

32

32

32 32

32

56 bit key

32

M M M l h

F

i g u r e 2

: D

E

S circui t

7

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup 6 Table

Lookup

Table

Lookup

48

32 4 4 4 4 4 4 4 4

6 6 6 6 6 6 6

F

i g u r e 3

: S

- b o x circui t fu

nction f

. T hi s isan im portant point since it sho ws that

DN

A can be used as an extremel y dense storage medium.

The abo

ve method can be used by an eavesdropper to brea k D

ES.

W e call the eavesdropper Eve.

Given a

(plain-text

, cipher-text

) pair (

M

0

; E0) Eve

’s ob jective is to

�nd a key k0 which maps the plain-text M0 to the cipher-text E0. A property of the DES circuit is that this key k0 is likely to be uni

que.

W e de�ne the following function:

g(k)

= DES(M0; k)

The function g(k) maps a

5 6 bit key to a 6

4 bit cipher-text. Eve’s objective is to �nd a key k such that g(k) = E.

In other words, Eve wishes to invert the function g(k).

W e intend to use the method outlined above to invert the function g(k). The �rst step is to construct the solution

T g. Notice that the solution Tg depends on the plain-text M0. W e therefore choose to denote the solution Tg by DES(M0). In the next section we show how to construct the solution DES(M0). As we shall see, this step is laborious and requires about 4 months of work in the lab.

Once the solution DES(M0) has been constructed, Eve can quickly break the cryptosystem using the two step procedure above. Thus, the time it takes to break DES given an arbitrary (plain-text, cipher-text) pair is dominated by the time is takes to construct the solution DES(M0). A crucial fact is that the solution DES(M0) contains

\only

"

2 5 6 strands. Since 256

<

1 0 1 7 we see that the entire computation can be carried out in one liter of water.

W e now show how Eve can break DES in

o n e d a y using chosen plain-text attack and some preprocessing. The idea is for Eve to choose a 64 bit message M0 and construct the solution DES(M0). She does this o

�-line as a preprocessing step. Once she has the solution DES(M0) she can use it to break many DES cryptosystems in one day . T o break a DES box she simply generates the pair (M0; E0) where E0 is the encryption of her �xed message M0. She can do this since by assumption she is allowed to encrypt a chosen plain-text. She now uses the solution DES(M0) and the two step process above to �nd the key k mapping M0 to E0.

The point is that once Eve constructed the solution DES(M0) she can use it break many cryptosystems very quickly and for very little cost. This procedure shows that a chemical company can spend the time to generate the solution DES(M0) and then sell it to anyone who wants to quickly break a DES system.

8

6 E v a l ua t i n g t h e DE S ci rcuit

I n t h i s s e cti on we desc ri be how to gener ate the so l ution D E S ( M ) for so me gi ven plain -te xt M . As we saw in the previous section

, this solution is the ke y ingredient in the molecular attack on DES.

W e give a quick outline of how to construct this solution and then describe the details. The process is carried out in three steps.

1. Construct an initial solution encoding all 5 6-bit strings. This solution contains all strands of the form

l S 0 R 1( k)

for all k 2 f 0 ; 1 g

5 6.

2. Evaluate the gates of the DES circuit by tagging on their values. F or instance, suppose the �rst gate in the DES circuit instructs us to

Xor bit 3 and bit 7 of the key . W e do this by appending the value of k

3 � k 7 to each of the strands in the initial solution. Here k i denotes the i ’th bit of the key k. The resulting solution will contain strands of the form

:

l S0 R1(k) B57(k3 � k7) S57

for all k 2 f0; 1g56. This \tagging " operation can be carried out using the procedure discussed in section 2.2.3.

Observe that before the tagging took place all strands contained the string S56 on one end.

9

B1(1)

S1 S2

B56(1)

S55 S56 S0

B56(0)

B2(0)

B1(0)

B2(1)

F i g u r e 4 : I ni ti a li zati on gra p h

3 . W e e valuate the gate s in the circuit one b y one. F or each gate we appen d the output o f the gate to all strands in the solution. When we are done

, all strands in the solution loo k like:

l S 0 R 1 ( k ) R 5 7( I ) R r( D E S( M ; k) )

where I is a string of bits corresponding to the values generated by internal gates in the circuit.

This �nal solution is the one we set out to construct since the strands in the solution encode all pairs

[k; DES(M; k) ].

6 . 1 C o n s t r u ct in g t h e initi a l sou p

T o construct the initial solution of 25 6 D N A strands corresponding to all possible DES keys we use a procedure si

milar to the one described in [ 9]. The basic idea is to use the graph G shown in �gure 4.

Each path from S0 to S56 corresponds to one DES key . T o create a soup of DNA strands which correspond to all paths in G we use the encoding of [

1]. W e follow the following steps:

1. In Section 3 we assigned a uni que oligo of length 3 0 to each verte x in the graph. Denote the oligo assigned to vertex

V by V lV r where V l represents the 1

5 left bases and V r represents the

15 right bases.

2. F or each vertex v create a test tube containing the strands " V lV r. F or each directed edge ( u; v) create a test tube containing the strands

# U rV l. T o handle the end points, create two test tubes containing " Sl 0 and # Sr 56.

3. Mix all the test tubes and allow the strands to anneal and ligate. Then extract from the resulting mixture all the strands that contain the words S0.

Call the set of extracted strands A. F rom the solution A extract all strands that contain the word S56.

S1 2 2

2 SS S

n nn n n

S0S_0 0SS_{0 1} 1 1 S_{11}B (0) l r l r S S1 1l rl r r rB (0) lB (0) l lB (1)lB (1) rB (1)_{2 2}rB (1) S l ll rrB (1) rS B (0)

Figure 5: A path in the graph

10

I t i s n ot di � c u lt to s ee t h at at the end o f ste p 2 we get a mi xtu re that corresponds to various paths in the graph . Figure 5 shows an example of a D N A strand which is created when all the test tu bes are mixed. At the end of step 3 the resulting strands will correspond to all paths from S 0 to S 5 6. The strand of Figure 5 is an example of such a strand. The strand in the �gure encodes an n -bit binar y string whose �rst two bits are 0 1 and whose last bit is 1. 6 . 2 E v a l ua t i n g X o r gat e s It remains to show how to evaluate the various components of the D E S circuits. There are only two types of gates in the DES circuit : an Xor gate and a loo kup table (used in the S-boxes ). W e begin by explaining how to evaluate an Xor gate.

Suppose we wish to evaluate the Xor of the i ’th and j’th bits of the strings in the current solution T . This is done by appending the value x i � x j to the strands representing x. The �rst step towards performing this operation is to separate the solution T into two solutions T0 ; T 1 where T0 contains those strands in T satisfying xi � xj = 0 and T1 contain those satisfying xi � xj = 1. W e then tag each of T0; T1 with the appropriate value.

W e can write xi � xj as xi � xj = (xi + xj )( �xi + �xj ) ; xi � xj = (� xi + xj )(xi + �xj ) This leads to the following procedure for generating T0; T1: 1. Set T 11 = extract(T ; xi = 1 or xj = 1) and T 01 = extract(T ; xi = 0 or xj = 1). 2. Set T1 = extract(T 11 ; xi = 0 or xj = 0) and T0 = extract(T 01 ; xi = 1 or xj = 0).

This procedure re quires 4 extract operations. However , if we allow two extract operations to be done in parallel, then the procedure can be carried out in only two steps.

T o summari ze, one Xor gate can be evaluated in time equivalent to two extraction steps and one tagging step. If we allow more extract steps to be carried out in parallel, then we can evaluate more than one Xor gate at a time. It can be shown that by allowing 32 extract operation to be carried out in parallel, it is possible to evaluate three Xor gates in two extraction steps and one tagging step.

6. 3 Evaluating a loo ku p ta ble A lookup table is a function f : f0; 1 g6 ! f0; 1g 4 which maps 6 bit strings to 4 bit strings. The function is given as a table of values. In the DES circuit it is possible to arrange things so that the six bits to be looked up are always consecutive bits. This can be arranged by appending bits in the \right " order. In Section 3.1 we observed that when the six bits are consecutive it is possible to extract all strands that contain a speci�c six bit pattern in o n e extract step. Suppose the bits to be looked up are in position i to i + 5. W e wish to append to every strand the four bit string f (x) where x is the six bit pattern encoded on the strand in position i to i + 5. This is done by separating the solution T into 16 solutions T0; : : : ; T15 according to the value to be appended.

W e then tag each Tj by the 4-bit string j.

F or example, suppose the function f maps the two six bit strings a and b to 0 and they are the only ones mapped by f to 0. Then the solution T0 can be extracted from T in one extract step by setting: T0 Extract( T ; xi : : : xi +5 = a or xi : : : xi+5 = b) 11 T h e o the r so l ut io ns T 1 ; : : : ; T1 5 c an be e xtracte d in a si milar wa y . This shows that a loo ku p table can be e valuated usin g 1 6 extractions and 16 tagging steps. F urthermore , these operation can be done in parallel. Hence, i f we allow 16 extractions to be done at once, then table look up can be done in time which is approximately e quivalent to one extract operation and one tag operation. The separation step requires 6 4 di �erent types of beads corresponding to all 6 bit combinations.

These beads can be prepared using the same method used to construct the initial soup of all 56 bit strings, i.e. by constructing all paths in a graph similar to Figure 4 which is made up of only 6 diamonds. As we will see in Section 6.4 the same set of 64 di�erent beads can be used for all rounds of the D ES circuit. Hence, they need only be prepared once at the beginning of the computation. The same method can be used to generate the 16 bit patterns that are appended to the strands. 6 . 4 S h o r t e n in g the str an ds The process of continually appending values to the strands would make the strands very long by the time we complete the DES circuit. It is possible to shorten the strands by throwing away segments which are no longer needed. This can be done at the end of every round. The only values that have to be kept on the strands are the 56 bit key and the 64 bits that propagate out of the previous round. By appending bits in a clever order it is possible to arrange things so that the redundant bits are always located at the ends of the strands. Using restriction en zymes it is possible to cut these redundant bits o� the strands and remove them from the solution.

Since the B and S strings used by the junk portion are no longer present in the solution they may be reused. F or instance, if the 5 7 ’th bit was cut away from all strands then the strings B5 7 (1 ); B57( 0) and S57 can be reused in the next round. Speci �cally , the same set of 64 beads used in the table lookup step can be used in all rounds. 6. 5 S u mmar y W e brie y calculate the number of steps required to construct the solution DES( M ) using the methods sketched thus far. First, observe that all Xors on the �rst round may be ignored. Similarly , the right 3 2 Xors on the second round may also be ignored. These Xors are computing an Xor with the message bits. Since the message bits are �xed, these Xors are either a no -op (i.e. no operation performed) or a negation. A negation only requires that we make a mental note remembering that the string representing 1 is now representing 0 and vice versa. Thus, the �rst 4 8 +32+32 =112 Xors may be disregarded. Suppose we allow 32 parallel extractions per step. W e regard such a step as a p a ra ll el e x tra ct i o n step. In Section 6.2 we noted that one can evaluate 3 Xors in two parallel extract steps. In Section 6.3 we saw that one can evaluate a lookup table in one parallel extract step.

There is a total of 16 *8=128 table lookups in the DES circuit. As noted above, in all but the �rst round we need to evaluate the left 48 Xors. By evaluating 3 Xors in two parallel extract steps this takes 2 � 15 � 48 =3 = 480 parallel extract steps. Similarly , in all but the �rst two rounds we must evaluate the right 32 Xors. This takes 2 � 14 � d32=3 e = 308 parallel extract steps. Thus, the total number of parallel extract steps is 480 + 308 + 128 = 916 12 [ 7 ] P . K a p la n , \ M ol e c ula r Co mpu tat ion : A dleman ’ s e xperiment repeated ", N EC Researc h Insti - tute, Princeton, N J, T echnical Report # 9 5- 1 2 0.

[ 8] R. Karp, C. Ken yon, O. W aarts, \Error-resilient DNA computations", In Proceedin gs o f Symposium on Discrete Algorithms, SODA 199 6.

[9] R. Lipton, \ Using DNA to sol ve NP-Complete Pro blems", Science 268:5 42-545 (Apr. 28 )

1995. [10] M. Matsui, \The �rst experimental cryptanalysis of the Data Encryption Standard", In

Proceedings Crypto 1994, pp. 1 {11. [11] P . Rothemund, \A DNA and restriction en zyme implementation of T uring machines", in DNA Based Computers, volume 27 of DIMACS: Series in Discrete Mathematics and Theoretical

Computer Science. [12] M. Wiener, \E �cient DES Key Search", TR-244, School of Computer Science, Carleton

University , May 1994.

14