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Applications of PRFs

• Workhorse of cryptography. Lots of applications!

• Private Key Crypto; parties share PRF secret

• Message Integrity and User Authentication

• Key Derivation schemes

• Stateless Signature Schemes

• Defend against denial-of-service attacks [Ber ʼ96, 
CW03]

• Prove lower bounds in learning theory; 
impossibility results in complexity theory
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Cascade Construction
• Introduced by Bellare-Canetti-Krawczyk [Crypto ʼ96]
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Figure 1: Cascade and augmented cascade

We say that G is a bilinear group if the group action in G can be computed efficiently and there

exists a group GT and an efficiently computable bilinear map e : G × G → GT as above. Note

that e(·, ·) is symmetric since e(ga, gb) = e(g, g)ab = e(gb, ga).

The k-BDH assumption. For x ∈ Zp, let gpow(x,k)
be the vector (g, gx, . . . , g(x

k)). The k-BDH

assumption states that e(g, u)1/x is indistinguishable from a random group element in GT given u
and gpow(x,k)

. More precisely, for an algorithm A define

BDH
(k)
adv

[A,G] :=
��Pr[A(u, gpow(x,k), e(g1/x, u)) = 1]− Pr[A(u, gpow(x,k), γ) = 1]

��

where g, u are uniform in G, x is uniform in Zp, and γ is uniform in GT .

Definition 4. For k ≥ 1, we say that the k-BDH assumption holds for the group G if for all efficient

algorithms A, the advantage BDH
(k)
adv

[A,G] is negligible.

3 The Augmented Cascade

3.1 The cascade PRF

The cascade pseudorandom function, defined in [?], constructs a secure PRF with domain Xn
from

a secure PRF with domain X . The cascade construction is shown in Figure 1(a). More precisely,

let f : K ×X → K be a secure PRF. We define the cascade of F denoted F : K ×Xn → K as:

input: key k0 ∈ K, and (x1, . . . , xn) ∈ Xn

for i = 1, . . . , n do:

ki ← F (ki−1, xi)

output kn

Here the output range of F must equal the key space K.

Cascade is the basis for the NMAC and HMAC message authentication codes [?, ?]. Cascade

is a generalization of the GGM PRF [?], which can be viewed as a method to convert a PRF with

a 1-bit domain into a PRF with an n-bit domain. The security of the cascade construction is stated

concretely in the following theorem, which is shown in [?].
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Theorem 2. For every q-query PRF adversary A attacking F ∗n there exists a q-query PRF adver-
sary B attacking F such that

PRFadv[A, F ∗n] ≤ nq · PRFadv[B, F ]

where B runs in about the same time as A.

3.2 Augmented Cascade PRF
The cascade construction works with a PRF F whose output is as long as the PRF key. When
constructing algebraic PRFs, the starting point is often a PRF F whose output is shorter than
required for cascade. We therefore need to augment the output of F so that its output is a valid key
for F . Consider a PRF F operating on the following spaces:

f : (S ×K)� �� �
key

×X → K

Notice that the key for F is a pair in (S,K) while the output is in K and therefore not a complete
key. In the augmented cascade we append a fresh random string to the output to make it into a
valid key.

We define the augmented cascade, denoted F̂ ∗n, as a function

F : (Sn ×K)� �� �
key

×Xn → K

The function’s domain is Xn and its keys are tuples of the form (s1, . . . , sn, k) ∈ Sn × K. The
augmented cascade is shown in Figure 1(b) and is defined as follows:

input: key (s1, . . . , sn, k0) ∈ Sn ×K, and
value (x1, . . . , xn) ∈ Xn

for i = 1, . . . , n do:
ki ← F ( (si, ki−1), xi)

output kn

Security. Unfortunately, the augmented cascade can be insecure even if the underlying function
F is a secure PRF. For example, F can be a secure PRF even if it ignores the part of the key in K
(i.e. F only uses the part of the key in S). In this case, since we ignore ki (for all i), the last block
of the augmented cascade construction is evaluated independently of the first n− 1 blocks. Thus,
the resulting augmented cascade construction F̂ ∗n ignores the first n − 1 input blocks and hence
cannot be a secure PRF. In the next two sections we establish sufficient conditions for security of
the augmented cascade.

7
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required for cascade. We therefore need to augment the output of F so that its output is a valid key
for F . Consider a PRF F operating on the following spaces:

f : (S ×K)� �� �
key

×X → K

Notice that the key for F is a pair in (S,K) while the output is in K and therefore not a complete
key. In the augmented cascade we append a fresh random string to the output to make it into a
valid key.

We define the augmented cascade, denoted F̂ ∗n, as a function

F : (Sn ×K)� �� �
key

×Xn → K

The function’s domain is Xn and its keys are tuples of the form (s1, . . . , sn, k) ∈ Sn × K. The
augmented cascade is shown in Figure 1(b) and is defined as follows:

input: key (s1, . . . , sn, k0) ∈ Sn ×K, and
value (x1, . . . , xn) ∈ Xn

for i = 1, . . . , n do:
ki ← F ( (si, ki−1), xi)

output kn

Security. Unfortunately, the augmented cascade can be insecure even if the underlying function
F is a secure PRF. For example, F can be a secure PRF even if it ignores the part of the key in K
(i.e. F only uses the part of the key in S). In this case, since we ignore ki (for all i), the last block
of the augmented cascade construction is evaluated independently of the first n− 1 blocks. Thus,
the resulting augmented cascade construction F̂ ∗n ignores the first n − 1 input blocks and hence
cannot be a secure PRF. In the next two sections we establish sufficient conditions for security of
the augmented cascade.
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6

Range of the function smaller than key domain.
Can extend output using pseudorandom generators; but 
breaks the algebraic structure

Key from Sn x K, inputs from Xn
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Any questions?

Thank You!

19


