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Abstract

The recent and unprecedented surge of public interest in peer-to-peer
¯le sharing has led to a variety of interesting research questions. In this
paper, we will address the incentiv e issuesthat arise in such ¯le sharing
systems. In particular, there is a free-rider problem in traditional peer-
to-peer networks such as Napster: individual users are provided with no
incentiv e for sharing their own ¯les and thereby adding value to the net-
work. Instead, such servicescurrently rely upon altruistic behavior from
their users. We take a di®erent approach, examining the design implica-
tions of the assumption that userswill sel¯shly act to maximize their own
rewards. We construct a formal game theoretic model of the system and
analyze equilibria of user strategies under several novel payment mecha-
nisms. Finally , we support and extend upon the predictions of our game
theoretic model by presenting experimental results from a multi-agent
reinforcement learning model.

1 In tro duction

Peer-to-peer (P2P) ¯le-sharing systemscombine sophisticated searching tech-
niques with decentralized ¯le storage to allow users to download ¯les directly
from one another. The ¯rst mainstream P2P System, Napster, has attracted
immensepublic attention for the P2P paradigm as well as tens of millions of
usersfor itself. Napster specializesin helping its usersto trade music, asdo most
of its competitors; however, P2P applications exist to facilitate the exchangeof
virtually every kind of digital document.

The work of serving ¯les in virtually all current P2P systemsis performed
for free by its users. Since users do not bene¯t from serving ¯les to others,
many usersdecline to perform this altruistic act. In fact, a recent study of the
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Gnutella network found that more than 70% of its userscontribute nothing to
the system. [1] The phenomenonof sel¯sh individuals who opt out of a volun-
tary contribution to a group's common welfare has beenwidely studied, and is
known as the free-rider problem. The communal sharing of information goods
in \discretionary databases"and the resulting free-rider problem received study
long beforethe advent of P2P systems[10]; of course,the free-rider problem has
also beenextensively studied outside this context [6, 9].

This problem is not simply theoretical. There is reason to believe that
some P2P systemswill begin charging users for accessin the near future. A
commercial environment may be even lessable to provide altruistic incentiv es
su±cient to motivate usersto contribute to the system. A systemrun for pro¯t
may not receive the level of altruistic `donations' that power a freecommunit y|
userswho are charged for the use of a system are likely to feel that they have
already contributed in another way. There is therefore both a need and an
opportunit y to improve such P2P ¯le-sharing systems by using an improved
incentiv e schemeto increasethe proportion of usersthat share¯les. This would
make a greater variety of ¯les available, which would increasethe system'svalue
to its users. Also, the ¯les would be distributed across a larger number of
machines, increasing parallelism and reliabilit y.1 The abilit y to overcomethe
free-rider problem and to thereby improve the system's value could be crucial
to the successof a newly-commercializedP2P system.

The rest of this paper is organizedasfollows. Section2 intro ducesour formal
gametheoretic model. Section3 presents the Napster system,which we will use
asa motivating examplethroughout this paper. In sections4 and 5, we propose
two classesof novel payment mechanisms, analyzing user strategies and the
resulting equilibria. Finally in section 6, we use a a multi-agent reinforcement
learning model to validate our analytical resultsand to explorefurther properties
of our mechanisms.

2 Problem De¯nition

Our results in this paper apply to peer-to-peer¯le exchangein general;however,
for concretenesswe will useNapster as a motivating example. Throughout the
paper we will consider a ¯le sharing system consisting of centralized servers
which maintain a databaseof the ¯les currently available on the network and
which connect download requestswith available clients. It is important to note
that theseservers merely store a list of ¯les available on users' machines: they
are not directly involved in the ¯le-sharing, although they are able to monitor
all exchanges.

It is important for the servers to be able to determine the identit y of ¯les
provided by users. First, such information may be necessaryto pay royalties to
the appropriate copyright holder, or to determine if a given ¯le may legally be

1This works especially well becausemost home PC high-bandwidth Internet connections
are asymmetrical, with inbound capacity an order of magnitude greater than outb ound. It
th us requires multiple home PCs to saturate a PC's inbound connection.
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exchangedon the system. Second,this information makes it possibleto detect
userswho make falseclaims about the ¯les they share;later in the paper we will
discussmechanisms that reward agents for sharing ¯les, but thesemechanisms
can succeedonly if agents can be prevented from spamming or spoo¯ng the
system.

Theserequirements for ¯le identi¯cation are best met by somekind of cryp-
tographic ¯ngerprin ting scheme. In the particular caseof music, creating such a
schememay be somewhatdi±cult as digitalizing audio CD tracks is somewhat
nondeterministic, producing slightly di®ering bit strings each time. If such a
scheme or other means of automatically identifying ¯les is not available, the
best fallback schemeis to penalizeusersaccusedof spoo¯ng ¯les. This will be
more expensive, though, becausepeoplewill have to be employed to investigate
and resolve complaints.

2.1 Game Setup

We now turn to a more formal, gametheoretic characterization of the problem.
(Readers unfamiliar with game theoretic analysis may consult [4, 8].) First,
we describe the game that we will use to model the ¯le sharing scenario. In
our model usageof the system is divided into time periods of equal duration.
For example, time periods might represent one month. There are n agents who
participate in this system; we will denote them as a1; : : : ; an . Each agent has
two orthogonal actions available in each time period:

1. Sharing: Each agent can selectwhat proportion of his ¯les to share. In
our model, sharing can take three levels: ¾0 (no sharing), ¾1 (moderate
sharing) or ¾2 (sharing all ¯les).

2. Do wnloading: Each agent must also determine how much to download
from the network in each period. We model downloads in a similar way,
with agents choosing betweenthree levels: ±0 (no downloads), ±1 (moder-
ate downloads) or ±2 (heavy downloads).

We can now describe an agent ai 's strategy in time period t. We say that
ai has a pure strategy if his strategy takes the form S(i; t) = (¾; ±). (When the
time period is unambiguous, we will write simply S(i ) to denote ai 's strategy.)
More generally, ai can have a mixed strategy, in which S(i; t) is a probabilit y
distribution over all tuples of sharing levels and download levels.

2.2 Agen t Utilit y

Agents' utilit y functions describe their preferencesfor di®erent outcomes. There
are a variety of di®erent factors that concernagents:

² Amoun t to Do wnload (AD): Agents get happier the more they down-
load.
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² Net work Variet y (NV): Agents prefer to have more choiceabout what
they download.

² Disk Space Used (DS): There is a cost to agents associated with allo-
cating disk spaceto ¯les to be shared.

² Bandwidth Used (BW): Similarly, there is a cost to agents associated
with uploading ¯les to the network.

² Altruism (AL): Agents might derive somepositive utilit y from the sat-
isfaction of contributing to the operation of the network.

² Financial Transfer (FT): Agents may end up paying money for their
usageof the network, or conversely they may end up getting paid.

We will make the assumption that agents have quasilinear utility functions;
that is, each agent's utilit y functions is a sum of arbitrary functions, each of
which mapsoneof the above variables to a dollar value. We make the standard
assumption that agents are risk neutral, and so agents' utilit y for money is
linear. We can thus write the equation for agent ai 's utilit y function as:

Ui = f AD
i (AD ) + f N V

i (N V) + f D S
i (DS) + f B W

i (B W ) + f AL
i (AL ) + F T (1)

Each f function is concernedwith a particular variable (e.g., bandwidth
used) and an agent; it describes that agent's preferencefor di®erent values of
the variable, in money. There is no f function for the variable F T becausethis
variable represents a (positive or negative) amount of money that is paid to the
agent; f F T would therefore be the identit y function.

We say that two agents ai and aj have the sametype if they have the same
utilit y function; i.e., if f i = f j for all ¯v e f functions. For easeof exposition in
our gametheoretic analysisin the ¯rst part of this paper we will often make the
assumptionthat all agents have the sametype. In section6 we will approach the
¯le sharing problem experimentally; this approach will allow us to discussthe
convergenceof agent strategiesunder a wide variety of di®erent agent types. In
this sectionwe will alsoexpandour model to considercategoriesof ¯les that are
preferred by di®erent agents. Under this elaboration, f AD

i will be replaced by
functions denoting the value to a particular agent of downloading ¯les from each
category; the variable AD will be replacedby variablesrepresenting the amount
of ¯les downloaded from each category; and agent actions will be expandedto
specify an amount to download from each category. Until section 6, however,
we will restrict ourselvesto the caseof a single category.

Although it is not desirable to restrict ourselves by specifying particular f
functions, we can make several observations about the shapes of these func-
tions. We can observe that f AD , f N V and f AL must be strictly monotonically
increasing,with minimum value 0, as thesevariables only ever contribute pos-
itiv e utilit y for any agent. However, in our model we assumethat there exist
valuesof k1 and k2 such that f AD

i and f AL
i are constant for valuesgreater than

k1 and k2 respectively: there exists both an amount of ¯les downloaded and an
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amount of altruism beyond which a given agent is satiated. We make no such
assumption about a limit on the utilit y that agents receive from the variety
of ¯les available on the network. In a similar way, we can observe that f D S

and f B W must be strictly monotonically decreasingwith maximum value 0, as
these variables only ever contribute negative utilit y for any agent. However,
we assumethat there exist k3 and k4 such that f D S and f B W take the value
¡1 for all valuesgreater than k3 and k4 respectively: this represents the fact
that agents have hard limits on the amount of disk spaceand bandwidth that
they can make available to the network. We make the further assumption that
neither f D S nor f B W is superlinear.

We have concluded that some of the variables in agents' utilit y functions
are always positive while others are always negative; only the ¯nancial transfer
(F T) variable can take both positive and negative values. To make the utilit y
function more intuitiv e we change the sign of the negative variables, rewriting
it as follows:

Ui =
£
f AD

i (AD ) + f N V
i (N V) + f AL

i (AL )
¤

¡
£
f D S

i (DS) + f B W
i (B W )

¤
+ F T

(2)
Finally, we consider the relationship between the actions available to an

agent and that agent's utilit y function. Sharing ¯les has a negative impact
on an agent's utilit y, since utilit y decreasesas the amount of disk space(DS)
devoted to shared¯les increases.Furthermore, uploadsfurther reduceutilit y by
consumingbandwidth (B W ), and the likelihood of uploads is increasedasmore
¯les are shared. On the other hand, agents can also gain utilit y from sharing
due to the satisfaction they get from being altruistic (AL ). Although the only
utilit y agent ai receives from sharing ¯les is due to altruism, all other agents
aj ; j 6= i receive increasedutilit y due to the increasein the variety of shared
¯les on the network (N V). Agents can increasetheir own utilit y by increasing
their downloads (AD ), as long as N V 6= 0 (i.e., ¯les are being shared). Lastly,
the designerof the peer-to-peer system can charge or credit agents an amount
of money (F T) that depends on their actions. In this paper we will consider
several di®erent mechanisms,di®ering primarily in the way that this amount of
money is determined.

2.3 Equilibria

As is central to any gametheoretic model, we assumethat agents are economi-
cally rational, and that they act to maximize their expected utilit y, given their
beliefsabout the actions that other agents will take and their knowledgeabout
the way that their payo®sare calculated.

We will denote the joint strategies of all agents in time period t as §( t) =
f S(1; t) : : : S(n; t)g, or simply as § when the time period is unambiguous. Fol-
lowing the usual de¯nition, we will say that § is a weak Nash equilibrium when
no agent cangain by changinghis strategy, given that all other agents' strategies
are ¯xed. Similarly, if § is a strong Nash equilibrium then every agent would be
strictly worse o® if he were to changehis strategy, given that all other agents'
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strategiesare ¯xed. Finally, we say that an agent hasa dominant strategy if his
best action does not depend on the action of any other agent. If this agent's
dominant strategy is unique we say that it is strongly dominant; otherwise we
we say that it is weakly dominant.

2.4 Flat Rates

One likely payment model for peer to peer systems is some kind of °at rate
membership fee per time period, for example as a way of recovering royalty
costsor the overheadinvolved in running servers. We do not explicitly consider
this option anywhere in the discussionthat follows, becauseit has no impact
on the equilibria that arise from any mechanism. Of coursethe magnitude of
the °at rate charge does have an impact on agents' decisionsabout whether or
not to participate; once they have made this decision, however, the presence
or absenceof such a fee is irrelevant to their e®orts to maximize utilit y. All
the mechanisms discussedhere are compatible with the addition of °at rate
pricing; we do not mean to deemphasizeits possibleimportance to commercial
applications of peer-to-peer networking. Most importantly , however, the fact
that °at feesare unrelated to agents' behavior implies that they still give rise
to a free rider problem.

3 The Napster System

Napster is probably the best-known peer-to-peer application, designedto help
its usersexchangemusic ¯les. Napster consistsof a number of servers2 and tens
of millions of clients.

Using the model described in section2, we start with an equilibrium analysis
of the Napster system. Initially , we will disregard the `altruism' component of
agents' utilit y functions, though we will return to it in section 3.1. Napster
can be seenas the simplest mechanism that can be represented by our model:
regardlessof the actions of agents, it imposesno ¯nancial transfers. Last, as
described above, we will assumethat all agents have the sameutilit y function
to simplify the exposition. We are therefore concernedwith the utilit y function
U =

£
f AD (AD ) + f N V (N V)

¤
¡

£
f D S (DS) + f B W (B W )

¤
.

Unsurprisingly, § = f (¾0; ±2); : : : ; (¾0; ±2)g is an equilibrium. As all agents
have the sametype, it is enoughto analyze the choice made by a single agent.
Assume that agents other that ai follow the pure strategy S = (¾0; ±0), and
consideragent ai 's best response. Sinceai is not altruistic, his utilit y is strictly
decreasedby sharing ¯les; he will thus choose the action ¾0 which leaves his
utilit y unchanged. Downloading will usually increaseai 's utilit y; however, since
no other agent is sharing we have N V = 0 and so his utilit y is the same(zero)
regardlessof how much he intends to download. The action ±2 is thereforea best
response,and § asgiven above is a weak equilibrium. (The equilibrium is weak

2Although to its users Napster appears to be a single network, it is in fact several distinct
networks|eac h of its servers can serve a maxim um of 10000 simultaneous clients.
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becauseagents are indi®erent between the actions ±0, ±1 and ±2|all choices
have the samee®ectbecausethere are no ¯les available to be downloaded.)

From this analysis we can see that the strategy S = (¾0; ±2) is strongly
dominant. If all other agents choose ¾0 then S yields the same (maximal)
payo®as (¾0; ±0) and (¾0; ±1), as explained above; if any other agent doesshare
then S yields strictly higher revenue than any other strategy. Because§ is an
equilibrium in strongly dominant strategies, it is the only equilibrium.

3.1 Altruism

The dominant strategy leads to an equilibrium in which nothing gets shared
and there is nothing to download. Yet songsare plentiful and actively traded
on Napster. We identify two incentiv esthat could account for users'willingness
to contribute. First, Napster o®ersits service free of charge and has gone to
great lengths to foster a senseof communit y among its users,notably through
such features as chat-rooms, a newsletter, and messagingbetween users. This
may well be su±cient to foster a senseof altruism in users,encouragingthem
to contribute resourcesthat cost them very little. Second, Napster o®ersa
(modest) disincentiv e for non-contribution. By default, the Napster client shares
all songsthat an agent has downloaded. This can be circumvented, but only
by manually moving songs to another directory after download or explicitly
shutting down the Napster service. This stealthy approach to taking resources
can succeedfor the same reason as Napster's ¯rst incentiv e: resourcesare in
most casesso cheap that many userscannot be bothered to \opt out".

In our model, we represent both of these incentiv es through the altruism
variable (AL ). We use this variable, therefore, to represent both the utilit y
agents gain from the satisfaction of contributing and the increasein utilit y that
agents experiencefrom not opting out of Napster's default of ¯le sharing.

We now considerthe equilibrium that will arisewhen someagents are altru-
istic. In this sectionwe will considertwo typesof agents. First, altruistic agents
are those whosereward for altruistic behavior (AL ) exceedsits cost in terms
of disk space(DS) and expected bandwidth usage(B W ). We assumethat f
functions for theseagents are such that they would prefer the action ¾2 to either
the action ¾1 or ¾0 regardlessof the value of B W . Theseagents still gain utilit y
from downloads: following an argument similar to the one given above, (¾2; ±2)
will be a dominant strategy for altruistic agents. The secondtype of agents are
those for whom the cost of altruistic behavior exceedsits bene¯t. Theseagents
are essentially the same as those described in the previous section: although
they may receive somepayment for altruistic behavior, it will be insu±cient to
alter their behavior. They will thus have the dominant strategy given above:
(¾0; ±2).

This analysis is arguably a description of the current state of a®airson the
Napster system. Someproportion of agents are su±ciently altruistic to share
¯les3 and do so; other agents are not altruistic and share nothing. Regardless

3More realistically , we could have assumed three types of agents: those whose level of
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of their level of altruism, agents are unrestrained in their downloads. This
conclusion cohereswith the empirical research cited in the intro duction which
claimed that only a small proportion of Gnutella usersshare any ¯les[1]. This
is the free rider problem: regardlessof the contributions of others, sel¯sh agents
prefer not to share. This problem appears somewhat paradoxical, becauseall
agents would be better o® if they all shared (due to the resulting increasein
N V , the variety of ¯les available on the network).

We now turn to an examination of several alternativ e mechanismsthat over-
come the free rider problem through the imposition of ¯nancial transfers. In
order to avoid relying on altruism, we will assumethat agents have no altruistic
motivation, and so will drop the f AL (AL ) term from agents' utilit y functions.

4 Micro-P aymen t Mec hanisms

We wish to encourageusers to balance what they take from the system with
what they contribute to the system. A natural approach is to charge usersfor
every download and to reward usersfor every upload. In this section,wepropose
and analyze a micro-payment mechanism designedaccording to this principle,
as well as a variant of the basic mechanism.

Let us start with a detailed description of our micro-payment mechanism.
For each registered user the server tracks the number ± of ¯les downloaded,
and the number À of ¯les uploaded during the time period. Each time a ¯le is
successfullyexchangedbetweentwo parties, the server increments the download
count ± of the user who downloaded the ¯le and the upload count À of the
user who uploaded it. Observe that the server is aware of all such transfers
since it processesall download requests. Note also that there exist standard
cryptographic protocols (fair exchange,[2]) to ensurethat both parties agreeon
whether their exchange was aborted or ended successfully. At the end of each
period, each user is charged an amount C = f (±¡ À). The function f maps the
di®erencebetween downloads and uploads to a ¯nancial transfer from agents
to the system. We will assumethat f is linear with a coe±cient representing
the cost/reward per ¯le (e.g., $0.05), so that the mechanism has the property
that the global sum of all micro-payments is zero. Of course,other functions
could also be used. Although the global sum of payments is zero, note that our
mechanism allows individual users to reduce their monthly chargesor even to
make a pro¯t by uploading more than they download.

Before considering the equilibria that arise under this mechanism, we must
make some assumptions so that the mechanism can be represented in our
model.4 Let ¾¡ i be the total number of units shared by agents other than

altruism led them to tak e each of the three levels of sharing. We analyzed the simpler caseto
simplify the exposition; the analysis of the casewith three agent typesproceedsin the obvious
way.

4Although the following analysis makes explicit use of the fact that there are only three
levels of sharing and of downloading possible, this restriction has been made only for easeof
exposition; a similar (alb eit more complicated) proof exists for any number of levels of sharing
and downloading.

8



ai , and ±¡ i be the total number of units downloaded by agents other than ai .
If agent ai choosesthe action (¾s; ±d) then we expressthe expectedvalue of F T
(ai 's expected payment to the system) as:

F T = ®

Ã

d ¡ ±¡ i s
n ¡ 2
n ¡ 1 ¾¡ i + s

!

(3)

This re°ects the assumption that the central server matches downloaders
uniformly at random with shared units, with the constraint that no agent will
download from himself. Note that ® is the coe±cient representing the cost per
net unit downloaded. Finally, we make two assumptionsabout agents' relative
preferencesfor di®erent outcomes. First, we assumethat f AD (1) > ®: the
utilit y agents gain from downloading one¯le exceedsthe micro-payment charged
for downloading one ¯le. Second,we assumethat f D S

i (1) + f B W
i (1) < ®: the

disutilit y agents incur from sharing one ¯le and uploading it once is lessthan
the micro-payment that they are credited for uploading it.

Wecannow considerthe equilibria that result from the micro-payment mech-
anism. A unique, strong equilibrium is § = (S1 = (¾2; ±2); : : : ; Sn = (¾2; ±2)).
Since we have assumedf AD (1) > ® agents have an incentiv e to download as
much as possible|their marginal pro¯t per ¯le is reduced,as comparedto the
casediscussedin section 3, but it remains positive. Thus ±2 dominates ±1 and
±0. If all agents other than ai follow the strategy S = (¾2; ±2), and ai fol-
lows the strategy Si = (¾j ; ±2), ai can calculate his expected utilit y for the
di®erent values of j . He will have F T = ®(2 ¡ 2(n ¡ 1) s

2n ¡ 2+ s ). Given our
assumption about the cost of uploading a ¯le, ai will strictly prefer the strat-
egy Si = (¾2; ±2); thus we have shown that § is a strong equilibrium. Now
we will show uniquenessof the equilibrium. Note that it is dominant for all
agents to choose±2, asdescribed above. Thus d¡ i will be 2n ¡ 2 in all equilibria
for all i . Since f D S

i (1) + f B W
i (1) < ®, sharing is worthwhile for an agent if

every unit shared yields at least one unit of expected uploads. Substituting
s = 2 into the expressionfor expectednumber of uploads from equation (3), we
¯nd that it will thus be worthwhile for an agent to choosethe action ¾2 when
2(n ¡ 1) 2

n ¡ 2
n ¡ 1 ¾¡ i +2

¸ 2. Rearranging, we ¯nd that ¾2 is the most pro¯table

strategy as long as¾¡ i · 2(n ¡ 1). This condition must always hold sincethere
are only n ¡ 1 agents other than i and each agent can only shareup to 2 units;
hence§ is a unique equilibrium.

We observe that the same analysis does not su±ce for the case of risk-
averse agents. The problem is that agents directly control their number of
downloads, but they only indirectly control their number of uploads through
the number of ¯les they share. Depending on the nature of agents' risk aversion
and their particular utilit y functions, they may prefer to reducetheir downloads
to reducetheir worst-casepayments to the network. Sincethe behavior of risk
averseagents dependsso heavily on their particular preferenceswe do not give
a formal analysis here; however, we return to this issuein section 6.
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4.1 Quan tized Micro-P aymen t Mec hanisms

It is well known [7] that usersstrongly dislike micro-payments (having to decide
beforeeach download if a ¯le is worth a few cents imposesmental decisioncosts).
Usersoften prefer °at pricing plans, even when such mechanismsmay increase
their expected costs. As one way of addressingthis problem, we intro duce a
variant of our micro-payment mechanism in which userspay for downloads in
blocks of b ¯les, where b is a ¯xed parameter. At the end of a time period, the
number of ¯les downloadedby a useris roundedup to the next multiple of b, and
the user is chargedfor this many blocks. The pricing mechanism for serving ¯les
is unchanged. Note that when b = 1 we return to the original micro-payment
mechanism, while we approach a purely °at-rate pricing plan as b grows.

We will not present an analysisof this classof mechanisms,for two reasons.
First, they are essentially the sameasgeneralmicro-payment schemes,with the
di®erencethat it is irrational for agents to download a number of ¯les that is
not an even multiple of b (except for the limiting casewhere the agent reaches
the maximum number of ¯les that he desires). Second,this classof mechanisms
does not ¯t easily into our simplistic model for user actions: as we allow only
three levels of downloading, it is unclear what to quantize! From the analysis
above it is easy to seethat if we charge agents the same for ±1 as for ±2 the
original equilibrium is preserved: agents will simply be provided with additional
incentiv e for taking the actions that they would take anyway.

We now examine an important way in which this mechanism could be at-
tacked. Quantized micro-payment mechanismshave the property that after one
¯le hasbeendownloaded,the marginal cost of the remaining b¡ 1 ¯les belonging
to the sameblock is zero. Towards the end of a payment period, usersmay take
advantage of zero-margin-costdownloads left in their account to get ¯les from
friends, for the solepurposeof letting thesefriends earn money for serving ¯les.
A coalition of userscould agree to download excess¯les from each other and
sharethe pro¯t. The cost to the server is proportional to the di®erencebetween
the number of ¯les in a block and to the averagenumber of ¯les actually desired
by agents.5

We proposehere a modi¯cation to the quantized payment mechanism that
makes it harder for usersto direct their zero-margin-costdownloads to speci¯c
friends. This makes it harder for a coalition to generatemoney for itself: if a
userhasno control over who is making a pro¯t out of his downloads, this attack
becomeslesspro¯table. We could modify our mechanism in one of two ways:

² The server replies to each download request with a list of users serving
¯les that match the request,but obfuscatesthe identities of the users. The
user can chooseto download from any of the locations listed, but has no
way to speci¯cally single out his friends.

5 It is worth pointing out, however, that this \attac k" can only bring us back to the case
of simple micro-pa yments discussed above, where every download paid for by an agent corre-
sponds to an upload credited to another agent.
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² An alternativ e solution would be to reply to each download request with
a random subsetof all the usersserving ¯les that match the request.

Observe that thesesolutions only make it lesse±cient to direct zero-margin-
cost downloads to friends, but by no means make it impossible. A user who
stores¯les that are su±ciently rare will receive a large fraction of all the down-
load requestsfor these¯les. Thus we proposeto treat rare ¯les di®erently from
¯les that are more frequent. Let us de¯ne a rare ¯le asa ¯le for which the num-
ber of copiesavailable is below a certain threshold. A simple approach would
be to give usersno credit for serving rare ¯les. The problem is that this creates
a strong disincentiv e to intro duce new ¯les into the system. To allow for new
¯les, we modify our approach slightly . Usersget no credit for serving rare ¯les,
but the central server keepstrack of the rare ¯les that are exchanged. If a ¯le
breaks above the threshold of frequency and becomessu±ciently popular, the
userswho propagated it while it was still rare are credited retroactively.

5 Poin t-Based Mec hanisms

In this section we consider mechanisms that make use of an internal currency
which we will call \p oints." Agents are allowed to buy points either with money
or with contributions to the network, but agents are not allowed to convert
points back into money. Sinceagents cannot \cash out" their points, the mech-
anism must allow them to maintain a balancefrom onetime period to the next.
We will disregard this rolling balancein our equilibrium analysis,however, as in
a repeated equilibrium agents have no incentiv e for accumulating more points
than they spend.6

First, we discussa point-based mechanism which is otherwise similar to the
micro-payment mechanismsdiscussedabove.

5.1 Micro-P aymen ts in Poin ts

We describe here a secondvariant of our original micro-payment mechanism
designedto circumvent users' aversion to micro-payments. In this mechanism
all micro-payments arechargedand credited in points; for example,downloading
a ¯le might cost 1 point while uploading a ¯le might earn 1 point.

There are two signi¯cant advantagesto dealing with points rather than dol-
lars:

² Like quantized micro-payments, this mechanism lets users trade a ¯xed
amount of dollars for a block of b points. Even though ¯les are paid for
with points on a per-¯le basis,wheredollars are concerned,the mechanism
is essentially quantized.

6One way of encouraging agents to accumulate points would be to reward agents having
with high point counts with faster downloads, early accessto popular ¯les, or other privileges.
However, becausethis intriguing possibilit y depends heavily on agents' particular utilit y func-
tions as well as on details about the ¯le sharing system, we do not pursue it further here.
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² On the other hand, this mechanism does not su®er from the attack to
which the quantized micro-payment mechanism was vulnerable. There
are no zero-margin-costdownloadsand thus there is no incentiv e for users
to download ¯les other than for the purposeof making direct useof them.

The formal analysis of this scheme proceedsexactly as in the discussionof
\pure" micro-payments above, with a unique strong equilibrium of all agents
following the strategy S = (¾2; ±2). However, a di®erenceariseswhen agents'
maximum desirefor downloadschanges.If agents (taking the cost of downloads
into account) had no desire to download at a level above ±1, this mechanism
would give rise to a di®erent equilibrium than would the pure micro-payment
mechanism. Intuitiv ely, the latter separatesagents' desire for downloads from
their desire to make a pro¯t by uploading so that they will continue to indulge
in one if their abilit y to engagein the other is curtailed. Since points are not
redeemablefor money, agents have incentiv e only to accumulate enoughpoints
to defray the cost of their downloads. The unique equilibrium in this permuted
situation would be for all agents to follow the strategy S = (¾1; ±1).

5.2 Rewards for Sharing

All of our previous mechanismshave focusedon in°uencing users' consumption
by penalizing downloads and rewarding uploads. We now take a di®erent ap-
proach: although we continue to penalizedownloads,we now considerrewarding
agents not in proportion to the number of uploads they provide, but in propor-
tion to the amount of material they make available. As in the previous section
agents are paid in points, though the number of points charged for a download
or awarded for sharing is di®erent. Speci¯cally, agents are paid an amount pro-
portional to

R
M (t)dt, whereM (t) is the amount of data in megabytes available

for download at time t, and the integral is taken over one time period. In prac-
tice, the server would also take care to cap the number of downloads directed
to a distributor at any time, to avoid overwhelming distributors with limited
bandwidth resources.Downloading a ¯le costscm points, wherem is the sizeof
the ¯le in megabytes and c is a constant parameter of the system. Intuitiv ely, c
represents the number of hours a newly downloaded ¯le must be sharedfor the
cost of the download to be waived. Finally, agents may buy points with money;
we assumethat one point can be bought for ¼.

As above, we must simplify this mechanism in order to analyze it according
to our game theoretic model. We will assumethat all ¯les have the samesize
(1 MB), and that agents always share¯les for the sameamount of time (1 time
period). Each level of sharing in one time period earns one point (e.g., ¾2 is
worth two points). We will take c = 1, so each level of downloading costs one
point. Downloaded ¯les are not shared in the sametime period as they were
downloaded. We make the same assumptions about uploads as above: if ai

sharesat level s then his expected number of uploads, ui , is expressedas:

ui = ±¡ i s
n ¡ 2
n ¡ 1 ¾¡ i + s

(4)
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As above, we assumethat downloaders are matched uniformly at random
with sharedunits, and that no agent may download from himself. We make two
assumptionsabout agents' preferencesthat mirror the assumptionswe made in
section 4. First, f AD (k) > k¼| agents are willing to download any number of
¯les even if they must pay for them directly. Second,we assumethat f B W (k) +
f D S (k) > k¼|agen ts prefer to shareand upload k ¯les than to buy k points.

We now consideragents' behavior in equilibrium. As before, § = f (¾2; ±2);
: : : ; (¾2; ±2)g is a strong equilibrium. As above, ±2 dominates ±1 and ±0. There-
fore, we must consider n ¡ 1 agents playing the strategy S = (¾2; ±2), and ai

who will play S = (¾s; ±2) and must choosea value for s. If ai plays ¾0, ¾1 or
¾2 his expected uploads will be 0, just under 1 or 2 respectively, and thus his
expected ¯nancial transfer to the system will be 2¼, slightly more than ¼or 0.
Our secondassumption tells us that agents prefer to sharek ¯les and perform
k uploads than to pay the system for k points. Thus ai maximizes his utilit y
by choosing the action ¾2, and so § is an equilibrium.

This approach does not interfere with download patterns, as the quantized
micro-payment mechanism could do. Instead it always gives the right incen-
tiv es for consumption, since there is no way to make money out of downloads.
However, this mechanism alters agents' incentiv es for sharing ¯les. The key
problem is that agents have negative utilit y for the consumption of bandwidth,
which only occurs when shared ¯les are actually downloaded. In order to con-
servebandwidth, agents may make their collectionsavailable at low-usagetimes,
or alternately o®er unpopular ¯les. This may reduce the overall value of the
network.

A possibleremedy is to o®erdistributors di®erent rewards basedon down-
load demand. The formula to reward distributors thus becomes

R
M (t)®(t)dt,

where ®(t) is a scaling factor proportional to demand. This ensuresthat the
¯les are available at the right times. The problem of unpopular ¯les can be
addressedin exactly the same way. Even a rough formula for the expected
number of downloads of each ¯le would solve the problem. There is a trade-o®
betweenthe e±ciency and the complexity of the system. A reasonablemiddle-
ground might be to divide ¯les and times of day into a small number of discrete
categories.

Another challenging task is to make this mechanism work well with agents'
idle time. Agents cannot be expected to make (and honor) a commitment to
share a ¯le for hours into the future. It is much more likely that agents will
start and stop sharing sporadically, sharing only when their computer is idle.
A mechanism that accommodates such behavior is likely to be more successful;
however, this accommodation must be balanced by ensuring that agents are
not able to cheat by suddenly claiming to losetheir idle status as soon as they
receive an upload request.
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6 Exp erimen tal Results

The previoussectionsanalyzedthe existenceof equilibria for all our mechanisms
in simplifying assumptions. The purposeof this section is to test our mecha-
nisms under simulations that more accurately re°ect the complexity of the real
world. Weenrich the theoretical model by intro ducing di®erent typesof ¯les and
agents, and by considering risk-averseagents. In this extended model ¯nding
an equilibrium becomeseven more di±cult.

Our agents use a Q-learning algorithm basedon the standard paradigm of
trading o®exploration and exploitation to learn the behavior of other agents.

6.1 Mo del

We consider several types of ¯les, and several types of agents de¯ned by their
preferencesfor di®erent types of ¯les. The type of an agent is de¯ned as the
percentage of ¯les of each type stored by that agent. For example, one type of
agent might want to keep¯les of type A and ¯les of type B in equal proportion,
whereasanother type of agent might only be interested in ¯les of type A. We
assumethat the preferencesof agents are ¯xed throughout the experiment. The
utilit y of an agent is linear both in the number of ¯les downloaded and in the
agent's preferencefor the type of ¯les downloaded.

We de¯ne our agents with parameters chosen according to the following
probabilit y distributions:

² Disk space: chosenuniformly at random from the interval [DSmin ; DSmax ].

² File t yp e preferences: chosenfrom a prede¯ned set of weighted combi-
nations of ¯le types.

² Altruism: the utilit y per ¯le uploaded is chosen uniformly at random
from the interval [AL min ; AL max ].

² Utilit y factor: this is a scalingfactor applied to the utilit y of downloads.
It is uniformly chosen from [MA min ; MA max ]. Even agents who have a
low utilit y factor may download ¯les with the intent of making money
redistributing them.

In the simulation of micro-payment mechanisms, our agents are stateless.
In the simulation of point-based mechanisms,we de¯ne states according to the
number of points accumulated by an agent. Points have no intrinsic utilit y value
for an agent. However, an agent who runs out of points has to purchasethem
with money.

All the other parameters of our mechanisms are ¯xed once and for all and
equal for all agents. In particular, we do not model pricing discrimination. For
all agents, we take the utilit y of money to be a logarithmic function. This
assumption appearsconsistent with experimental evidence[5]:

U(x) = A ln(1 +
x
A

);

14



where A is a parameter of the function. As A tends to in¯nit y, the function U
becomeslinear. This allows us to observe changesin the equilibrium as agents
go from risk-averseto risk-neutral.

6.2 Learning algorithm

We take an approach similar to that of ¯ctitious play [3] to model the behavior
of agents. Agents behave as if the distribution of other agents' strategies were
¯xed but unknown to them. This distribution may evolve over time, but at
any given moment agents select the best action available to them basedon the
knowledgethey have accumulated in previous rounds.
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Figure 1: Strategy convergence.

The knowledge that an agent acquires about its environment may come
either in the form of a joint distribution of other agents' strategies, as in a
¯ctitious play model, or in the form of expected payo®s associated with its
own strategies. In a su±ciently symmetric and regular world populated by
su±ciently many agents, the joint distribution can safelybe neglected. We thus
focus our attention on learning the payo®sassociated with an agent's strategy.

Agents usethe Q-learning algorithm to learn the best responsesin their en-
vironment. This algorithm learns the expected utilities of (state,action)-pairs
(called Q-values). The best response is the action that guarantees the high-
est payo®. The Q-learning algorithm assumesthat the environment does not
evolve over time, but decay enablesagents to also do well in a slowly changing
environment.

We usethe following update equation for temporal-di®erenceQ-learning:

Q(a; s) Ã (1 ¡ ®)Q(a; s) + ®(P(a,s) + c ¢max
a0

Q(a0; s0)) ;
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wherea is the action that the agent took, s is the current state, s0 is the newstate
and P(a; s) is the payo®of the current round (both are chosenprobabilistically
by the model as a function of other agents' behavior). The decay 0 < ® < 1
and the future income discount 0 < c < 1 are ¯xed.

All agents play a best responseto the environment, which they falsely con-
sider to be static. If no agent changeshis strategy, then by de¯nition the agents
have reached a Nash equilibrium. This is becausethey have reached a point
where each agent's best responseis to maintain his strategy, given the assump-
tion that all other agents are ¯xed in their strategies.

6.3 Results of our Exp erimen ts

First and foremost, our simulations con¯rm the existenceof equilibria for the
micro-payment and point-basedmechanisms,asour analysispredicted (Figure 1
shows the convergenceof agents towards an equilibrium).

Our simulation is robust in the sensethat we observe essentially the same
results under di®erent setsof parameters for the number and typesof ¯les and
the size of the action spacefor agents. Agents with a wider choice of actions
(more options for downloads and for the proportion of ¯les they share) achieve
higher payo®s,but the results remain quantitativ ely the same. For example,two
runs of the sameexperiment with agents given respectively 9 and 35 actions in
their strategy spaceproduced essentially the sameresult (Fig. 3).
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In our third seriesof experiments, we studied the in°uence of risk-aversion
on agent's behavior in the micro-payment scheme (Fig. 2) The X -axis is the
parameter A of the agents' value of money, the Y-axis is the number of ¯les
shared in the system. The lower the parameter A, the more risk-averseagents
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are. In accordancewith the theoretical analysis, risk-averseagents tend to cut
their spending and scaledown their contribution to the system.
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Two experiments show that our model is complex enough to exhibit some
non-trivial e®ects. On Fig. 3 we analyze the behavior of non-altruistic agents
in the presenceof altruistic agents in the credit-basedmechanism. As the pro-
portion of altruistic agents increasesfrom 0 to 1, non-altruistic agents discover
that can download more and therefore have to share more to compensate for
the point cost of their downloads.

Another experiment 7 analyzes the behavior of agents in the credit-based
mechanism as a function of the price of points that agents have to buy to cover
their negative balance. If the price is zero, agents can ignore points and this is
e®ectively the Napster system. As the price goesup, agents start to sharemore,
but as it continuesto increasethey cut their downloadsfor fear of overspending.
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