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Abstract

A numberof applicationshave emeged over recent
yeass that use datagram transport. Theseapplications
includereal time video confeencing Internettelephony
andonlinegamessud asQuale andStarCraft. Theseap-
plicationsare all delaysensitiveanduseunreliable data-
gram transport. Applicationsthat are basedon reliable
transportcanbesecuedusingTLS,but nocompellingal-
ternativeexistsfor securingdatagrambasedapplications.
In this paperwe presentDTLS, a datagram capablever-
sionof TLS.DTLSis extremelysimilar to TLSandthere-
fore allows reuseof pre-existing protocol infrastructue.
Our experimentalresultsshowthat DTLS addsminimal
overheadto a previouslynon-DTLScapableapplication.

1. Intr oduction

TLS [7] is the mostwidely deployed protocolfor se-
curingnetwork trafc. TLS is usedto protectWebtraf c
(HTTP [9] [25]) ande-mail protocolssuchasIMAP [6]
and POP[23]. The primary advantageof TLS is that
it provides a secure,transparentchannel;it is easyto
provide security for an application protocol by insert-
ing TLS betweenthe applicationlayer and the network
laye—wherethe sessiorlayeris in theOSImodel. TLS,
however, requiresa reliable transportchannel—typically
TCP—andthereforecannotbe usedto securedatagram
traf c.

WhenTLS wasdeveloped this limitation wasnot con-
sideredparticularly seriousbecausdhe vast majority of
applicationghenran over TCR. While this is still largely
true today the situationis changing. Over the pastfew
yearsanincreasinghumberof applicationlayerprotocols,
suchasSessionnitiation Protocol(SIP)[26], Real Time
Protocol(RTP)[28], theMediaGatavay ControlProtocol
(MGCP)[1], andavarietyof gamingprotocolshave been
designedo useUDP transport.

Currently designer®f suchapplicationsarefacedwith
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anumberof unsatishctorychoicesfor providing security
First, they canuselPsec[18]. However, IPsecis notwell
suitedfor client-sener applicationmodelsandis dif cult
to packagewith applicationssinceit runsin the kernel.
Section2.1 hasa detaileddiscussionof why IPsechas
beenfoundto be alessthansatishctoryoption. Second,
they candesigna customapplicationlayer securitypro-
tocol. SIR for instanceusesa variantof SIMIME [2] to
secureits traf c. Grafting S/IMIME into SIP took vastly
moreeffort thandid runningthe TCP variantof SIP over
TLS.Third, onecanrehostheapplicationron TCPanduse
TLS. Unfortunatelymary such applicationsdependon
datagramsemanticsand have unacceptablgerformance
whenrun over a streamprotocolsuchasTCP

The obvious alternatve is to designa genericchannel
securityprotocolthatwill do for long lived applications
using datagramransportwhat TLS did for TCRP Sucha
protocolcouldbeimplementedn userspacéeor portabil-
ity andeasyinstallationbut would be e xible andgeneric
enoughto provide security for a variety of datagram-
orientedapplications Despiteinitial concernghatthis so-
lution would be a large and dif cult designproject,con-
structinga working protocol was fairly straightforward,
especiallywith TLS as a starting point and IPsecas a
reference.This paperdescribeghe new protocol, which
we call “DatagramTLS”. DTLS is amodi ed versionof
TLS thatfunctionsproperlyoverdatagrantransport.This
approachastwo major advantagesver the alternatves.
First,sinceDTLS is very similarto TLS, pre&isting pro-
tocol infrastructureand implementationscan be reused.
To demonstrateywe implementedDTLS by addingto the
OpenSSL[30] library; in all, we addedabout7000lines
of code,about60% of which were cut and pastedfrom
OpenSSLSecondgsinceDTLS providesa familiar inter-
faceto agenericsecuritylayer, it is easyto adaptprotocols
to useit. Experiencewith TLS hasshown thatthis easeof
adaptationis a key to wide deployment.

The basicdesignprinciple of DTLS is “bang for the
buck? We wishedto minimizebothourdesignandimple-
mentationeffort andthat of the designerandimplemen-
torswhoarepotentialDTLS users.Thus,in our designof
DTLS we choosenotto includeary featuresas“improve-



ments”over TLS; all thefeaturesadditionalto DTLS are
includedfor the sole purposeof dealingwith unreliable
datagrantraf c. This designpointsimpli es the security
analysisof DTLS.

2. DesignOverview

The target applicationsfor DTLS are primarily of the
client-serer variety. Thesearethe kinds of applications
for which TLS wasdesignedandfor which it workswell.
Thepresensecuritymodelof suchapplicationds thatthe
seneris authenticatetly its DNS nameandIP addres$ut
the client is eitheranorymousor authenticatesia some
form of credential,typically in the form of a username
andpasswrd handledby theapplicationlayerprotocol.

This practiceis not especiallysecure.However, appli-
cation protocol designerswant to maintainas much of
their protocol and implementationinfrastructureas pos-
sible while addingsecurity This makesa channelsecu-
rity protocolsuchasTLS or IPsecvery attractve since
changesare minimized. From this perspecire, ideally
a datagramchannelsecurity protocol would substitute
strongcryptographicauthenticatiorof thesenerfor DNS
andIP-baseduthenticatiorout leave clientauthentication
to theapplicationlayer protocol.

Ourdesignis notthe only possibleonethatcanbe used
in this scenario. In the following sectionswe consider
severalalternatve approacheandarguethatthey t these
requirementgesswell thandoesDTLS.

2.1 Why not uselPsec?

IPsecwasdesignedsagenericsecuritymechanisnior
Internetprotocols. Unlike TLS, IPsecis a peerto-peer
protocol. For mary yearslPsecwasexpectedo bea suit-
able security protocol for datagramtraf c generatediy
client-serer applications.In practice,however, thereare
a numberof problemswith usinglPsecfor securingsuch
trafc. Theseproblemsstemdirectly from IPsecresiding
atthe network layerratherthanthe sessioror application
layer.

Review of IPsec architecture Unlike TLS, IPsecis
not one protocolbut ratherthree: AuthenticationHeader
(AH) [16] andEncapsulatingecurityPayload(ESP)[17]
are usedfor trafc securityand InternetKey Exchange
(IKE) [12] is usedfor theestablishmemf keying material
and othertraf c securityparameters.Theseparameters
arecollectively referredto as SecurityAssociation(SA).
In hostimplementationsAH and ESPare typically im-
plementedn thekernelaspartof the IP stack,while IKE
is implementedas a userdaemon. In network gatevays
the architecturevariesbasedon the device programming
model.

IPsecsecurity policy is controlled using the Security
Policy Databas¢SPD).SPDentriescanbecreatedn two
ways. First, administratorscandirectly createentriesin
the SPD. In addition, mary host-basedmplementations
allow applicationsto setpersoclet policies,for instance
usingthe PF_KEY API [20], thusallowing ner control
of policy.

Whena soclet is createdn a host-basedPsecimple-
mentationthe SPDis consultedto determinethe correct
security policy. If IPsecprocessings requiredand an
appropriateSA doesnot exist, IKE is invoked to create
one. Futurepackets sentusingthat soclet are protected
usingthatSA. In network gatevay-basedPsedmplemen-
tationsthestackperformsa SPDlookupfor eachoutgoing
paclet.

In the remainderof this section,we discussseveral as-
pectsof IPsecthat make it lessthanideal for the kind of
applicationsve areconcernedvith.

Sewer Authentication Client-sener applicationstypi-
cally identify endpointsin termsof domainnames.This
is thescenaridor which TLS is optimized.In suchanen-
vironment,the client hasanidenti er for the sener, typ-
ically of the form of a DNS nameor a URL. Whenthe
clientconnectgo thesener, it wantsthesenerto authen-
ticateusinga credentiakthatmatcheghatidentity.

IPsecsecuritypolicies(asde ned in the SPD)areusu-
ally expressedn termsof IP addressesalthoughthere
is nominal supportfor symbolic names,including DNS
names. IKE supportsuseof symbolic hames,including
DNS namesin certi cates analogougto TLS. However,
the primary motivationfor supportof thesesortsof iden-
tiers in IKE was for road warriors, whoselP address
could not be known in adwance. Thus use of a DNS
nameto securelyidentify a sener, for example,is not
supportedby mosthostIPsecimplementations.In prin-
ciple, IPseccould provide veri cation by DNS namein
two ways. First, DNSSEC|8] could be usedto securely
mapthe sener's DNS nameto its IP address.However,
DNSSECdeploymenthasso far beenminimal, making
this option problematic. Second|Pseccerti cates could
containDNS namesandtheclientcouldusean|PsecAPI
to verify that the correctcerti cate was used. Unfortu-
nately not all IPsecAPIs allow certi cation information
to be determinedand so this veri cation cannotbe done
reliably or portably

Residencein the kernel BecausdPsecoperatesat the
IP layer, it generallymustbeimplementedn theoperating
systemkernel, eitherdirectly compiledin or linkedin as
a loadablemodule. This makesIPsecfairly incorvenient
to install on non-IPsecsystemsThis is no longeraslarge
a problemasit oncewas, since mostmodernoperating



systemgontainlPsecstacks However, alargenumberof
legagy operatingsystemsstill are not IPsec-capabland
installing IPsecon themis generallya majoroperation.
A relatedproblemis the lack of standardizedPsec
APIs. An IPsecusingapplicationwhich wishesto con-
trol keying policy hasno way to portablydo so. While
TLS APIs arenot standardizeebither an applicationde-
velopercaneasilyshipa TLS toolkit alongwith their ap-
plication, thusachieving portability. Increasedleveloper
control doesintroducethe possibility that the developer
will usethetoolkit insecurely Developershave, however,
historicallybeenwilling to bearthis risk.

2.2 Key Exchangeover TCP?

Key negotiationover an unreliableconnectionis more
complicatedthanwith a reliable connection. One alter
native is to completekey negotiationon a TCP connec-
tion and usethe negotiatedparameterso securea sepa-
rate datagranchannel.This split designis similar to that
usedby IPsecbut hasa numberof problems.

The primary virtue of a split designis that it releases
DTLS from having to implementa reliable handshak
layer. In exchangeanapplicationmustnow managewo
soclets (one TCR and one UDP). Synchronizingthese
socletsis asigni cant applicationprogrammingproblem.
In particular sessionrengyotiationis complicatedby this
architecture. With the TCP connectionclosedoncekey
negotiationis complete reneyotiation messagesustbe
communicateaver the unreliabledatagranchannelre-
quiring the implementationof a retransmissiormecha-
nism.

If the TCP connectionis left openoncekey neggotiation
is complete unnecessargystemresourcesireconsumed.
Thisis a problembecaus®peratingsystemkernelsoften
exhibit problemswhenprogramshave alarge numbersof
socletsopen[14]. In particular select()performspoorly
(if atall) with largenumbersof opensocletsandreplace-
mentsareoftennotportable.In addition,someolderoper
atingsystemsave tight limits onthenumberof open les
perprocesgin olderLinux kernelsthis limit was1024.)

An ordinary UDP sener expectsto readand write on
only a singlesoclet. Thus,the useof a TCP handshak
channelcould force signi cant rewriting of sener code.
Additionally, error casehandlingbecomescomplicated:
saythe TCP connectionis reset,doesthatimply thatthe
bulk transferchannekhouldbe closed?

Theseconsiderationseadusto concludethatit is bet-
ter to have the handshak and datatransferoccur over
the samechannelfrom the beginning. As we shall see,
DTLS's reliability requirementsare quite primitive, al-
lowing usto make do with a protocolmuchsimplerthan
TCR

2.3.DesignRequirements

Once we decidedon a userspaceprotocol that runs
over a single channelthe direct courseof actionwasto
malke TLS datagramcapable. Although DTLS mustbe
someavhatdifferentfrom TLS, in keepingwith our basic
principle we have kept TLS unchangedvherever possi-
ble. Wherewe have hadto make changedo TLS, we
have attemptedo borrow from preeisting systemssuch
aslPsec. Similarly, DTLS is explicitly designedo be as
compatibleaspossiblewith existing datagrancommuni-
cationsystemsthusminimizing the effort requiredto se-
cureone's application.

Datagram Transport DTLS mustbe ableto complete
key negotiationandbulk datatransferover a singledata-
gramchannel. This propertyallows applicationsto sim-

ply replaceeachdatagramsoclet with a securedatagram
socletmanagedy DTLS.

Reliable SessiorEstablishment DTLS mustprovide a
mechanismfor authenticatingendpoints,reliably estab-
lishing keying materialandnegotiatingalgorithmsandpa-
rameters.SinceDTLS mustrun entirely over unreliable
datagramtransport,it mustimplementa retransmission
mechanisnfor ensuringthathandsha& messagearere-
liably delivered.However, theretransmissiomechanism
shouldbe simpleandlightweight, ensuringthatDTLS is
asportableaspossible Notethattherequiremento create
a sessiommeansthat DTLS is primarily suitedfor long-
lived “connection-oriented’protocolsas opposecto to-
tally connectionlessnedike DNS. Connectionlesproto-
colsarebettersened by applicationlayer object-security
protocols.

Security Sewices DTLS must provide con dentiality
and integrity for the datatransmittedover it. It should
optionally provide theability to detectreplayedpaclets.

Easeof Deployment Theability to implementTLS en-
tirely in userspacewithoutchanginghekernelhasbeena
majorcontributorto TLS deployment. Thisfeatureallows
developerdo bundlea TLS implementatiorwith their ap-
plication without dependencen operatingsystemven-
dors. DTLS shouldsimilarly be implementablesolelyin
userspace.

Semantics Formary TCPbasedhpplicationst hasbeen
very simpleto implementa securitylayer by using TLS.
One of the main reasonsis that TLS semanticsmimic
thoseof TCP. Thus,aTLS API canmimic thewell known
soclet interface, making network connectionsappearto
be read-writestreams. DTLS semanticsshould mimic



UDP semanticghusallowing DTLS implementationgo
mimic the UDP API.

Minimal Changes DTLS mustbeassimilarto TLS as
possible. Over the years, TLS hasbecomemore robust
andhasbeenre ned to withstandnumerousattacks.Our
goal is for DTLS to be equally robust by inheriting all
the testedand popularfeaturesof TLS. By minimizing
changeswve reducethe likelihood of introducingary un-
foreseenveaknesses.

Additionally, minimizing changeshasthe bene t that
DTLS canbe easilyimplementedbasedon TLS imple-
mentationssuchasOpenSSL30]. Hardwareimplemen-
tationsof TLS areoptimizedto speedup asymmetricand
symmetriccryptographicoperations. DTLS should not
introducenew cipher suitesor make changedo the key
derivationalgorithms.HenceDTLS implementationgan
leveragehardwareimplementation®f TLS.

2.4. Non-Requirements

DTLS is notintendedo provide ary congestiorcontrol
functionality. Congestioncontrol needsto be addressed
by a datagramtransportusing applicationregardlessof
whethera securitylayeris in place,andhenceis beyond
the scopeof DTLS. Applicationsthat do not implement
congestiorcontrolcanusethe DatagramCongestiorCon-
trol Protocol(DCCP)[19] astheunderlyingtransporpro-
tocolwith DTLS providing the securitylayer.

3.TLS Overview

SinceDTLS is basedn TLS, it is usefulfor thereader
to befamiliarwith TLS. In this sectionwe provide a brief
overview of TLS.

3.1 TLS Features

TLS is agenericapplicationlayersecurityprotocolthat
runsover reliabletransport. It providesa securechannel
to applicationprotocolclients. This channehasthreepri-
marysecurityfeatures:

1. Authenticationof the sener.
2. Con dentiality of thecommunicatiorchannel.

3. Messagentegrity of thecommunicatiorchannel.

Optionally TLS canalsoprovide authenticatiorof the
client.

In general, TLS authenticatiorusespublic key based
digital signaturedacledby certi cates. Thus,the sener
authenticategitherby decryptinga secretencryptedun-
derhis public key or by signinganephemerapublic key.
The client authenticatedy signing a randomchallenge.
Sener certi cates typically containthe sener's domain
name.Client certi catescancontainarbitraryidentities.

3.2.Protocol

TLS is a layeredprotocol consistingof four pieces,
shavn in Figurel.

Change
Cipher Alert
Spec

Application

Handshake Data

Record
Layer

TCP

Figure 1. The Structure of TLS

At the bottomis the TLS RecordLayerwhich handles
all datatransport. The recordlayeris assumedo sit di-
rectly on top of somereliabletransportsuchasTCR The
recordlayercancarryfour kindsof payloads:

1. Handshak messages—usefbr algorithm negotia-
tion andkey establishment.

2. ChangeCipherSpeenessages—reallypart of the
handshak but technicallya separatekind of mes-
sage.

3. Alert messages—usdd signalthaterrorshave oc-
curred

4. Applicationlayerdata

We focusondescribingherecordandhandshaklayers
sincethey areof themostrelevanceto DTLS.

3.3.Record Protocol

TheTLS recordprotocolis a simpleframinglayerwith
recordformat as shovn below (seeRFC 2246 (7] for a
descriptionof the speci cationlanguage):

struct  {
ContentType type;
ProtocolVersion version;
uintl6 length;
opaque payload[length];

} TLSRecord;

Eachrecordis separatel\encryptecandMACed.In or-
der to prevent reorderingand replay attacksa sequence
numberis incorporatednto the MAC but is not carried
in the recorditself. Sincerecordsare deliveredusing a
reliable transport,the sequenceaumberof a recordcan
be obtainedsimply by countingthe recordsseen. Simi-
larly, encryptionstate(CBC residuesor RC4 keystream)



ClientHello !
ServerHello
Certi cate
ServerHelloDone
ClientkeyExchange
[ChangeCipherSpec]
Finished !
[ChangeCipherSpec]
Finished

Figure 2. The simple RSA TLS handshake

is chainedbetweenrecords. Thus, a record cannotbe
independenthdecryptedf for somereasonthe previous
recordis lost.

3.4 Handshake Protocol

TheTLS handshakis acorventionaltwo round-tripal-
gorithm negotiationandkey establishmenprotocol. For
illustration, we shav the mostcommonRSA-basedrari-
antof thehandshakin Figure2.

A TLS client initiates the handsha& by sendingthe
ClientHello messageThis messageontainsthe TLS ver
sion, a list of algorithmsand compressiormethodsthat
the client will acceptanda randomnonceusedfor anti-
replay

The sener respondswith threemessagesThe Server-
Hello containsthe sener's choice of versionand algo-
rithms anda randomnonce. The Certi cate containsthe
sener's certi cate chain. The ServerHelloDone is sim-
ply a marker messagéo indicatethat no othermessages
areforthcoming. In more complicatedhandsha&s other
messagesvould appearbetweenthe Certi cate and the
ServerHelloDone messages.

The client then choosesa random PreMasterSecret
whichwill beusedasthe basisfor eachside's keying ma-
terial. Theclient encryptsthe PreMasterSecret underthe
sener's RSA public key andsendsit to the senerin the
ClientkeyExchange message.The client then sendsthe
ChangeCipherSpec messagéo indicatethatit is chang-
ing to the newly negotiatedprotectionsuite. Finally, the
client sendghe Finished messagevhich containsa MAC
of the previous handshak& messagesNote that the Fin-
ished messagés encryptedinderthenew protectiorsuite.
Thesenerrespondwith its own ChangeCipherSpec and
Finished messages.

As with the recordlayer, the handshak& protocol as-
sumeghatdatais carriedover reliabletransport. The or-
derof themessagess preciselyde ned andeachmessage
depend®npreviousmessagesiny otherorderis anerror
andresultsin protocolfailure. In addition,no mechanism
is providedfor handlingmessagédoss. Retransmissiom
caseof lossmustbe handledby thetransportayer.

4.DTLS Design

DTLS reusesalmostall the protocolelementsof TLS,
with minor but important modi cations for it to work
properlywith datagrantransport.TLS depend®n a sub-
setof TCPfeaturesreliable,in-orderpacletdelivery and
replay detection. Unfortunately all of thesefeaturesare
absentfrom datagramtransport. In this sectionwe de-
scribethe DTLS protocolandhow it copeswith the ab-
senceof thesefeatures Notethatalthoughwe believe that
IPsecis thewrongtool for providing this type of security
mary of its techniquegor handlingtheseeffectsarequite
usefulandareborrovedfor DTLS.

4.1.Record Layer

As with TLS, all DTLS datais carriedin records. In
both protocols,recordscanonly be processedvhenthe
entirerecordis available. In orderto avoid dealingwith
fragmentation,we require DTLS recordsto t within a
singledatagram.Therearethreebene tsto this require-
ment. First, sincethe DTLS layer doesnot needto buffer
partialrecordshostmemorycanbeusedmoreef ciently,
which makes the host less susceptibleto a DoS attack.
Second,it is quite possiblethat datagramscarrying the
remainingrecord fragmentsare lost, in which casethe
receved fragmentsare uselessand cannotbe processed.
Third, it is not clearhow long receved fragmentsshould
bebufferedbeforebeingdiscardedBufferingrecordfrag-
mentswould unnecessariljcomplicatea DTLS imple-
mentationwithout providing ary obvious bene ts. Note
that DTLS will still operatecorrectlywith IP fragmenta-
tion andre-assemblysincel P re-assemblys transparently
handledby thekernel.

The DTLS recordformatis shavn below. The boxed
elds areintroducedby DTLS andareabsentfrom TLS
records.

struct  {
ContentType type;
ProtocolVersion version;
uint16 epoch; |
uint48 sequence_number; |
uintl6 length;
opaque payload[length];

} DTLSRecord;

Epoch Epoch numbersare used by endpointsto de-
terminewhich cipher statehasbeenusedto protectthe
recordpayload. Epochnumbersare requiredto resohe
ambiguitythat ariseswhendatalossoccursduring a ses-
sion rengyotiation. To illustrate, considera client trans-
mitting datarecords7, 8 and 9, followed by ChangeCi-
pherSpec messagen record10. Supposehe sener re-
cevesrecords7 and 9 (8 and 10 are lost). From the



sener's point of view, record 8 could have beenthe
ChangeCipherSpec messagein which caserecord9 is
(incorrectly) assumedo be associatedvith the pending
cipherstate. Sinceepochnumbersareincrementedipon
sendinga ChangeCipherSpec messagehesenercanuse
the epochnumberto resohe the ambiguity In this case,
records/ and9 have thesameepochjmplying thatrecord
8 musthave beena datarecord.

An alternatve to epochnumberswould be to simply
userandominitial sequenc@umbergor records.The se-
guencenumbersare sufciently large thatthe chanceof
collision of active sequenc@umberrangesds vanishingly
small. However, this would probably require slightly
more codeto implementthanthe epochstratgy andis
lessin keepingwith the style of TLS, which useszero-
basedsequencaumbers.

SequenceNumber TLS employs implicit record se-
guencenumbergRSN)for replayprotection.RSNsplay
a similar role in DTLS, but mustbe explicitly speci ed
sincerecordscangetlost or bedeliveredout of order As
with TLS, RSNsareincrementedby 1 for eachrecordand
areresetto zerowheneer the cipher stateis rolled over
dueto a sessiorrengyotiation. NotethatDTLS sequence
numbersare48 bits (TLS's are 64 bits) andthereforethe
total spacenccupiedby epochandsequenceumberis the
sameasthesequenc@umbernn TLS.

Replaydetectionis performedusingthe replaywindow
mechanisnmof RFC 2401[18]. If datagramsalways ar
rivedin order it would besufcient for aDTLS endpoint
to keeptrack of the mostrecentrecordseenin orderto
detectreplays. But sincedatagramsnay alsoarrive out
of order, a replaywindow mechanisnis required. This
is mosteasilyimplementedasa bitmapwherethe setbits
representhe mostrecentlyreceived records. RSNsthat
aretoooldto bechecledagainsthebitmaparediscarded.

Note,however, thatreplaydetectioncanbe undesirable
in someapplicationssincepacket duplicationmay be an
unintentionanetwork effect. If replaydetectionis turned
off, thensequenceumbersarenot of ary signi cancein
MAC computation,but can be useful for countermode
ciphers.

PayloadLength DTLSrequireghatarecordt entirely
within a singledatagram.This meanshatDTLS records
will oftenbesmallerthanTLS records.Thelargestpaclet
thatcanbetransmitteetweertwo hosts—thd?athMax-

imum Transmissiornit (PMTU)—is typically lessthan
themaximumsizeof a TLS record.

4.2 Ciphering Modes

DTLS cannotuseary of the TLS 1.0 cipher modes,
sincethey all maintainresidualstatebetweenrecordsre-

quiring recordsto be processedn order without loss.
However, the CBC modeproposedor TLS 1.1 is com-
patible with DTLS, aswe describein this section. We
alsoexplainwhy RC4is unsuitableor usein DTLS.

DTLS canalsomake useof countermode AES, once
this modehasbeenstandardized.

CBC Mode An attack[31] againstCBC modeciphers
as employed by TLS 1.0 hasresultedin the use of a
slightly modi ed versionof CBCthatrequiresexplicit ini-

tializationvectors(lVs). Thenew versionis likely to bea
featureof TLS 1.1andis well suitedfor usein DTLS.
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Figure 3. CBC Encryption with Explicit IV

As showvn above, in explicit IV modea randomdata
block is prependedo record data. All the encrypted
blocks are transmitted,and the recever simply discards
the rst plaintext blockto retrieverecorddata.With anex-
plicit IV, eachrecordcanbe separatelyecrypted.Triple-
DESandAES canbeusedwith DTLS in thismode.

RC4 RC4 hasbeenthe cipher of choicefor securing
TLS 1.0 connectiongdueto its computationakf ciency.
UnfortunatelyRC4is noteasilyappliedto lossydatagram
trafc: randomaccessmpliesthatthe key streamneeds
to be buffered. Alternatively, the RC4 enginecanbe re-
seededor eachincomingrecord,whichis alsofairly inef-
cient especiallyconsideringthat work by Mironov [21]
recommendshatthe rst 512bytesof RC4keystreanbe
discardeddue to a weaknessn the RC4 key scheduling
algorithm[10].

We concludethatRC4is anunsuitablecipherfor usein
DTLS.

4.3.Handshake Protocol

The DTLS handshag, shavn in Figure 4, is nearly
identicalto thatof TLS. Therearetwo majorchanges:

1. Statelesscookie exchangeto prevent denial of ser
vice.

2. Messagdragmentatiorandre-assembly



We begin by describingghe modi cationsto protectthe
handshak exchangerom denialof service.

Handshake Exchange Becausethe DTLS handshak
takes place over datagramtransport,it is vulnerableto
two denial of serviceattacksthat TLS is not. The rst
attackis the standardresourceconsumptiorattack. The
secondhttackis anampli cation attackwheretheattacler
sendsaClientHello messageapparenthsourcedy thevic-
tim. Thesenerthensendsa Certi cate message—which
is muchlarger—to thevictim.

To mitigate theseattacks,DTLS usesthe cookie ex-
change techniquethathasbeenusedin protocolssuchas
Photuris[13]. Beforethe handshak properbegins, the
clientmustreplaya“cookie” providedby thesenerin or-
derto demonstratehatit is capableof receving paclets
atits claimedIP address.

Figure4 shovsthe DTLS protocol.

!
!

HelloVerifyRequest ‘

ServerHello
Certi cate
ServerHelloDone
ClientkeyExchange
[ChangeCipherSpec]
Finished !
[ChangeCipherSpec]
Finished

Figure 4. The simple DTLS RSA handshake

The DTLS ClientHello messageontainsa cookie eld.
The initial ClientHello containsan empty (zero-length)
cookie or potentially one cachedfrom a prior exchange.
A senerthatis unableto verify theincomingcookieand
wishesto establishthe livenesf the DTLS client sends
aHelloVerifyRequest messageSenersthataremoresen-
sitive to overall handshak lateng canskip the HelloVeri-
fyRequest messagandinsteadrespondwith ServerHello
messagesn which casethe protocol o w is the sameas
in TLS. Notethatsenerswhich chooseto make this op-
timization canstill be usedasdenialof serviceampli ers
and shouldthereforeonly do so in ervironmentswhere
ampli cation attackis known notto bea problem.

The HelloVerifyRequest messagecontainsa cookie.
This cookie should be generatedn sucha way that it
doesnot requirekeepingstateon the sener, thus avoid-
ing memoryconsumptiondenial of serviceattacks. For
example,the cookiecanbe generatedrom a keyed hash
of theclientIP addressysingaglobalkey. Techniquegor
generatingandverifying this kind of statelessookieare

well known, seefor instancePhoturis[13].

Senersthatarewilling to resumesessionganskip the
cookie exchangephaseif a valid sessionD is presented
by the client, sincethe identity of the client must have
beenpreviously established.One possibleoptimization
for senersthat do not supportsessionresumptionis to
maintaina cacheof recent(client, cookie) pairs, so that
cookieexchangecanbeskippedif amatchis madeonthe
rst ClientHello .

The formatsof the ClientHello and HelloVerifyRequest
messageareprovidedbelow.

opaque Cookie<0..32>;

struct  {
ProtocolVersion
Random random;
SessionlD  session_id;
|Cookie cookie:
CipherSuite cipher_suites<2..2"16-1>;
CompressionMethod  comp_meth<1..2"8-1>;
} ClientHello;

struct  {
ProtocolVersion
Cookie cookie;

} HelloVerifyRequest;

client_version;

server_version;

Unlikeapplicationdata,handshakmessage@ncluding
the ChangeCipherSpec messagejnustbe reliably deliv-
eredsinceall handsha& messagearenecessaryor suc-
cessfulsessiomegotiation. This createghreeproblems.
First, messagemaybelost onthe network. Secondthey
may be reordered,confusingthe receving peer Third,
somehandsha& messagesre too largeto t in a sin-
gle DTLS recordandthereforemustbefragmentedicross
multiple records.The DTLS handshak layeris responsi-
ble for reassemblingheserecordsinto a coherentstream
of completehandshak messages.This necessitatethe
additionof retransmissiomswell asa morecomplicated
messagéormat.

4.4.Timeout and Retransmission

BecausdTLS handshak messagemaybelost,

DTLS needsa mechanisnfor retransmissionDTLS im-
plementsetransmissiomisinga singletimer at eachend-
point. Eachend-pointkeepsretransmittingits last mes-
sageuntil areply is receved. The statemachinethatim-
plementghetimer andresultingretransmissions shovn
in Figure5. In the balanceof this section,we describe
the operationof the timer statemachineandexplain how
timer expiry valuesarepicked.

State Machine Oncein the Read Messae Fragment
state transitionsaretriggeredby the arrival of datafrag-
mentsor the expiry of theretransmissioimer. If adata
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fragments theexpectechext handshak messagéhenthe
fragmentis returnedto the higher layers and the timer
is cancelled.Otherwise the fragmentis bufferedor dis-
cardedasappropriateandthetimeris allowedto continue
ticking. Whentheretransmitimerexpires,theimplemen-
tationretransmitghelast ight of messagethatit trans-
mitted.

Timer Values Pickingappropriatd¢imer valuesis a dif-
cult problemdueto the heterogeneousatureof the In-
ternetand the wide variancein roundtrip times (RTT).
While estimatingRTT would allow for estimatinga timer
value, requiringthat DTLS estimateRTT is an unneces-
sary burden, given the simplicity of the handsha& pro-
tocol. Deciding on the exact timer value is especially
tricky becausehe peeris oftendoing somekind of cryp-
tographiccomputationwhich cantake a substantiafrac-
tion of theRTT. Thus,onewishesto setone'stimervalues
consenatively to avoid unnecessargetransmissions.

We recommendhat DTLS implementationsisetimer
valueshetweerb00to 1000ms.In generalwell-behaing
implementationsshould back off their retransmission
timers.

Are ACKs necessary? When a retransmissiorevent
happensthe entire ight of un-answerednessagess re-
transmitted.If that ight is large, like a Certi cate mes-
sage,a nontrivial amountof network bandwidth(though
probablylessthan5k) is wasted. In addition, the desire
to avoid unnecessargetransmissiomotivateslargetimer
valueswhichresultin highlateng. An alternatve strateyy
would beto allow receversto transmitan ACK valuethat
indicatedthat they have received the messageand were
processingt. This would allow timersto be setlower
as well asreducingthe numberof paclets that have to

be retransmittedsincethe sendemwould know thatsome
hadalreadybeenreceired.) In the interestof simplicity,

we decidednot to addan ACK featureto DTLS, but fu-

turemeasuremenhayindicatethatACKs providealarge
enoughimprovemento beworthwhileadding.

4.5.Handshake MessageOrdering and Fragmen-
tation

Becausdéandsha&messagesiaybetoolargeto t into
a singleDTLS record,we needto modify the handshak
message$o be ableto spanrecords. The new formatis
shavn below.

struct  {
HandshakeType msg_type;
uint24  length;
uintlé message_seq;
uint24  frag_offset;
uint24  frag_length;

HandshakeMessage msg_frag[frag_length];
} Handshake;

MessagelLength The handsha& messagdeadercon-
tains the overall messagéength. This makesit easyto
allocatebuffer spacefor the messageegardlessof which
fragmentis receved rst.

MessageSequenceNumber Handshak (and Change
Cipher Spec) messagesnclude their own messagese-
guencenumbergMSN), independenbf recordsequence
numbergdRSN).Sincetherecordlayerassignsiniquese-
guencenumbergo eachrecord,it is possiblethata DTLS
end-pointreceves a handshak& messageandits retrans-
mittedversionunderdifferentRSNs.In theabsencef the
MSN, it is not possiblefor the handsha& layerto detect
duplicates. All fragmentsof a handsha& messagearry
thesameMSN.

It is worthwhile consideringwhetherretransmitscan
reusethe original RSN, and hencemalke do without the
MSN. As it turnsout, therearetwo problemswith reusing
RSNs.First,it is alayeringviolation: thehandsha&layer
is a client of the recordlayer, just like the application



layer, andshouldnot receve differenttreatment.Second,
the original handshak messagenay have beendropped
dueto the paclet sizeexceedingPMTU. In this casethe
handshak messageeedsto be fragmentedwhich im-

plies thatit spansmultiple records,eachwith their own

uniqgueRSN.

Fragment Offset and Length As previously men-
tioned, handshak& messagesnay be fragmentedwhen
they arelarger than PMTU. In fact suchfragmentation
is fairly likely sincecerti catescaneasilybe a coupleof
kilobytesin size. We choseto usefragmentoffset and
length ratherthan fragmentsequencenumbersto aid in
handlingmessagewhich arefragmentedwicein two dif-
ferentways. With this schemeit is easyto reassembléne
original messag@rovided at leastonecopy of eachbyte
is receved.

Finished Message Thepurposeof Finished messages
to verify that partieshave correctly negotiatedkeys and
algorithms.In TLS, the Finished messageontainsMD5
andSHA1 hasheof all thehandshak messagesequen-
tially appendedo eachother (including their message
headers). The DTLS algorithm for computing nished
hashedasto be slightly differentdueto the presencef
messagéragmentatiorheadersSincethe messagenight
have beenfragmentedmultiple timeswith differentfrag-
mentsizes,this createsa potentialinconsisteng. In or-
derto removethisinconsistenyg, thehandshakhashesre
computedasif handshak messagebadbeenrecevedas
asinglefragment.

Alert Messages DTLS reusesall of the TLS alerts.
Most TLS alertssignalthe end of the connection—either
gracefulor abortive—andthereforeno datashouldcome
after them. Underno circumstanceshoulda recordbe
acceptedwith a sequencenumberpostdatingthat of an
alertwhich closedthe connection.

There is, however, a complication introducedby a
sendertransmitting data followed by an alert but have
themarrive in the reverseorder We have not analyzed
this situation,but believe thatit is saferfor implementa-
tionsto rejectsuchdatarecords.

5. Security Analysis

Consideringthe compleity of modern security pro-
tocols and the current state of proof techniques,it is
rarelypossibleio completelyprove thesecurityof aproto-
col without makingat leastsomeunrealisticassumptions
abouttheattackmodel.

Insteadof attemptingo rigorouslyprove thesecurityof
DTLS, oneof our main goalsin the designof DTLS is

to follow the TLS speci cationascloselyaspossible.As
aresult, DTLS doesnot offer ary “improvements”over
TLS. All the featuresintroducedinto DTLS are for the
sole purposeof dealingwith unreliabledatagrantrans-
port.

We argue that DTLS doesnot reveal ary additional
information beyond TLS during the handshak or bulk
transferphase—alkhe additionalinformationin a DTLS
streamcan be derived by passvely monitoringa TLS
stream. To justify this agument,considerthe additional
informationthatis availablefrom aDTLS stream.

Record Layer TheDTLS recordlayer revealsthe cur-
rentepochandsequence&umber This is public informa-
tion to an adwersarymonitoringa TLS session:the se-
guencenumbersareimplicit in TLS, but nonethelesmay
beinferred,andepochnumberanayalsobederivedfrom
the streamsince sessionrenayotiationsmay be detected
(by observingHandshakrecordsbeingexchangediuring
anestablishedession.)

Handshake Layer Handshak messageseveal mes-
sagenumber fragmentlengthandfragmentoffset. Once
again,this informationis easilyderived by aneavesdrop-
per monitoringa TLS session. Messagenumberis ob-
tainedby countingexchangednessagedragmentlength
is obtainedfrom recordlengthandfragmentoffsetis de-
rived from the length of precedingmessagdragments.
Only the Finishedmessageés encryptedduring the ini-
tial handshak phaseandsinceit is of a x edformat, its
fragmentlengthandoffsetareobvious.

Handshak messagesxchangediueto sessionengyo-
tiation arecompletelyencryptedn bothDTLS andTLS.

Timing information Recently timing information has
beerusedasthebasisfor attackson TLS [4][5]. Therefore
it is critical to considerwhat informationis revealedby
timing.

DTLS receie recordprocessings essentialljthe same
asthatof TLS. Onreceptionrecordsandhandshak mes-
sagesare not processeduntil available in entirety and
thereforethe processingf DTLS recordsand messages
is identicalto the processingrocedureof TLS.

DTLS transmitprocessindeaksa smallamountof tim-
ing informationwhencomparedo TLS. In generalwhen
applicationdssueTLS or DTLS writes, this causes sin-
gle DTLS/TLS recordto be generated.The time when
the pacletis deliveredto the network potentially reveals
informationabouttheplaintext [29]. With TLS, TCPcon-
gestionand o w control hidesthis informationto some
extent,especiallyif theNaglealgorithm[24] is used.With
DTLS, however, recordsare likely to be transmittedas



soonasthey are generated.Userswho wish to prevent
thiskind of traf ¢ analysisshouldbuffer writes.

Implementation We implementedDTLS basedon the
OpenSSlioolkit andreusemuchof thecodealreadyused
in productionTLS seners.As aresult,DTLS inheritswell

testedandstablecode.

6. Implementation

We implementedTLS basednthepopularOpenSSL
library [30]. OpenSSlisthedefactostandardpensource
TLS/SSL implementation. Additionally, OpenSSLhas
provento be stableandis usedby numerousproduction
quality senerssuchasthe ApacheWebsener.

We modi ed the demosener and client applications
thatarepartof the OpenSSlLdistributionto be UDP capa-
ble. We alsoimplementeda UDP proxy applicationthat
is capableof dropping,delayingandduplicatingpaclets.
Resultsfrom our experimentsarelistedin Section8. Our
implementationwas testedand run on the Linux 2.4.21
kernel.

Our implementatiorrequiredaddingabout 7000 lines
of additional code to the OpenSSL base distribution.
Consideringthat this line countincludeslibraries, data
structuresandsoclet managememeededor DTLS, our
codemalkesup only a small portion of the 240,000line
OpenSSlpackage.Corveniently we wereableto lever
age a numberof OpenSSLfeaturesthat were designed
for differentuse. For example,OpenSSlLprovidesan|/O
buffering layer that causesTLS to only make send()
systemcalls whenit hasserializedall datato be senton
a particularroundof thehandshak. We areableto reuse
thebuffering codeto maximizehandsha&pacletpayload
size.

In the remainderof this sectionwe describesomede-
tails of ourimplementation.

OpenSSLArchitecture  OpenSSLimplementsSSLv2,
SSLv3and TLSv1l. Eachof theseprotocolsare imple-
mentedby sharingas much code as possible,with vir-
tual functionshandlingprotocoldifferences Fromthe li-

brary'sstandpointDTLS appearso beanothewersionof
the TLS protocol.

As a result of implementing DTLS in this way,
we can reuse much of the utility, state machineand
record/messaggenerationcodeof OpenSSLIn a num-
ber of caseswe found it wasincorvenientto write spe-
cial casesnto TLS processingcode,and as a resultwe
copiedmary functionsandmodi ed themappropriately
Roughly 60% of the 7000 lines of additionalcodewere
actually copiedfrom the other protocolimplementations

in OpenSSLWith someeffort it shouldbe possibleto re-
ducetheamountof duplicatedcodesubstantially

One of the nice side effects of implementingDTLS
this way is that DTLS canbe accessethroughthe same
functionsusedby TLS, for exampleSSL_connect()
SSL _read() ,SSL _write() and,SSL_close()

Below we describesomeissuesncountereth ourim-
plementation.

PMTU Path Maximum TransmissionJnit (PMTU) is

the maximumsizedpaclet thatcantravel on a pathwith-

out requiringfragmentation.Iln general,pathsconsistof

heterogeneousetworksthathave links with varyinglim-

its on maximumpaclet size. Thereforethe PMTU for a
givenpathis setby thelimiting link onthe path.Previous
work [15] shaws thatfragmentationis undesirable Frag-
mentationresultsin inef cient useof network androut-

ing resourcesandlost fragmentscausedegradedperfor

mance. Additionally, IP fragmentsinteractpoorly with

re wallsandNAT devices,whichoftendiscardfragments.
Thereforeit is usefulto know the PMTU.

RFC1191[22] speci estheprocesdy whichPMTU is
discovered.In short,hostssendout IP pacletswith theDF
(Don't Fragment)bit set, iteratively reducingthe size of
pacletsuntil the hostis reached.Therefore,|t is dif cult
for thekernelto know apriori whattheappropriat®MTU
is without incurring a signi cant probing cost—thoughit
canguessit afterenoughtraf ¢ hasbeentransmitted.In
general kernelsupportfor PMTU is quite poor. On the
Linux system,wherewe developedour implementation,
the kernelkeepstrack of its PMTU estimateandreturns
anerrorif anapplicationattemptgo senda largerpaclet.

DTLS needsto be agnosticaboutsuchkernel behar-
ior so asto not get caughtusing an excessie PMTU
value. Unlessan application explicitly setsa PMTU
value we turn on the DF bit in outgoing datagramsvia
setsockopt() and query the kernelfor the MTU. If
the PMTU is unavailable, we guessa PMTU starting
with 1500(the ethernetMTU), successiely reducingthe
PMTU estimateif the currentsettinghappengo be too
large. We can detectthat PMTU has beenexceededif
send() returns-1andsetserrnoto EMSGSIZE.

On someoperatingsystemseventhislevel of
PMTU supportis unavailableandthe only feedbackthat
the PMTU hasbeenexceededs pacletloss.It's notclear
whatthe bestapproacHor dealingwith suchan erviron-
mentis, but ourintentionis to startwith alargepacletsize
andthenbackoff the paclet sizewith eachsuccessie re-
transmit.

Note however, that performancesensitve datagranmap-
plicationsare generallyPMTU aware aryway, in which
caseDTLS canberelievedof having to guesPMTU.

Duringthehandsha&phasePTLS attemptdo sencthe



largestpacletspossible which includespackingmultiple
recordsinto a singlepaclet.

Buffering Becauseretransmitsmay be necessarywe
buffer a copy of outboundhandshak& messagesOption-
ally, handshak messagemay bereconstructeavhenever
aretransmitrequesis receved, but this is unnecessarily
computationintensie, especiallywhenmemoryis avail-
able. Buffered messageseedonly be buffereduntil the
next expectedhandsha& messagés receved. Thisis be-
causehehandshak protocolis executedn lock-stepand
the incoming messagerovidesan implicit acknavledg-
mentfor all the buffered messagesOur implementation
of DTLS also buffers out-of-orderhandsha& messages,
sincethe handshak layer expectsmessage$o be deliv-
eredin order

Retransmit Timer Our implementationusesa timer
valueof 750ms,which is morethansufcient giventhat
our experimentavererun on a LAN. Whenusingblock-
ing soclets,thetimeout(setvia setsockopt() ) causes
recv() toreturnwith anexplicit timeouterrorif datais
not receved during the time period. While we chosea
valuesuitableto our ervironment,our DTLS API allows
applicationsto settheir own readandwrite timeoutval-
ues.

Socletsthatrun in non-blockingmodecauseDTLS to
returneitherSSL_ ERROR_WANT_READ
SSL_ERROR_WANT_WRITBEvhich are effectively
equivalentto EAGAIN, signalling that datawas not im-
mediatelyavailablefor readingor writing (thisis thesame
behaior as the TLS API). Non-blocking DTLS appli-
cationsare requiredto call DTLS1 get_timeout()
to determinewhen the next DTLS 1/O call should be
invokedandusetheir own timersto arrangefor the call at
thattime.

7. Programmer Experience

The DTLS API is very similar to the API provided by
OpenSSLfor operatingTLS connections.The only ad-
ditional calls provided by DTLS arerelatedto datagram
transport: setting and getting PMTU, timer valuesand
datagransocletconnectioroptions.For testingpurposes,
we portedthes_server ands_client  programshat
arepartof theOpenSSldistributionto useDTLS. Almost
all the effort requiredto port theseapplicationsto DTLS
wasconcentratedn makingthemUDP-capable.

At a high level, one can take an ordinary UDP ap-
plication and renderit DTLS-capableby simply replac-
ing all calls to send() andrecv() with calls to
SSL_write() andSSL_read() ,thedefaultl/O calls
of the OpenSSlUibrary. As with OpenSSls ordinarybe-

havior, the rst call to thereador write functionsattempts
to negotiatea DTLS connection. This simple approach
workswell for applicationswvhich usea blocking I/O dis-
cipline but doesnotwork well for thosewhichwantto op-
eratein non-blockingmode. Thus,applicationghatwish
to have amorecomplicated/O controldisciplineneedto
eitherusethreadr non-blockingmode.

Thread-based/O discipline In caseof threadedappli-
cations,calls to the DTLS library are blocking, andthe
library is fully responsibldor handlingtimer expiry and
dispatchingetransmits.Thus,the applicationcanessen-
tially be obliviousto DTLS beingin use,providedthatit
usesaseparatehreadfor eachDTLS “connection

One consequencaf protocol logic being abstracted
from applicationsis a slight breakfrom blocking-soclet
corvention. In the caseof blocking datagramsoclets,
recv() eitherreturns-1 onerror, or anon-zeronumber
of bytesread.However, SSL_read() canreturnO. This
happensvhenthe dataavailable on the incoming soclet
is not applicationdata, but control information,an Alert
messagéor example.Thisbehaior of SSL_read() in-
terfaceis notspeci c to DTLS. TheTLS programmehas
a similar experiencavhenusingOpenSSL.

Non-blocking I/O discipline When DTLS is usedin
the context of a non-blockingevent driven application,
the applicationneedsto be preparedfor timeoutsdur-
ing handshak processing. Effectively, ary 1/0 call to
DTLS can return with SSL_ ERROR_WANT_REA®D
SSL_ERROR_WANT_WRIT&gnallingthatan I/O op-
erationblocked. An applicationreceving suchan error
needsto determinethe currentDTLS timeoutby calling
DTLS1_get_timeout() andrestartthe I/O call when
thetimer expires.Oncethehandshakis complete DTLS
returnsa value of 0 for the timer, signallingthatit does
not have ary pendingl/O events. For simplicity, applica-
tions may chooseto call DTLS1_get_timeout() re-
gardlesof whetherthehandshakis in progress.

8. Experiments and Results

Our results from comparing network trafc gen-
erated by TLS and DTLS are listed in Tables 1
and 2. The cipher negotiated in these tests was
EDH-RSA-DES-CBC3-SHA This cipherresultsin ato-
tal of 10 recordsbeing exchangedbetweenclient and
sener for TLS. The DTLS negotiation had at leasttwo
more recordsdue to the cookie exchangephaseandthe
restdueto messagéragmentation.

EachDTLS handshak messagdragmenthas25 bytes
of overheadrom headerg13for recordheadeand12 for
messagédragment),comparedo 9 bytesfor TLS. In all,



the headersontribute to mostof the overheadn DTLS
(the remaindercomesfrom the the extra paddingblock
requiredby CBC with explicit IV). Eventhoughtheover
headfor DTLS is closeto 35%,theactualsizeof theover
headis quite small, sinceeven exchangeswith large cer
ti cates generatdessthan3 KB of data. It shouldalso
be notedthat the resultsprovided are only for the hand-
shale phasepverheador datarecordss lower dueto the
absencef thefragmentheader

DTLS TLS
Paclkets | Bytes | Paclets | Bytes
Client 3 446 2 228
Sener 3 1015 2 857
Total 6 1461 4 1085

Table 1. Bytes and Paclets transferredwith PMTU
1500,Certi cate size562bytes

DTLS TLS
Paclkets | Bytes | Paclets | Bytes
Client 3 446 2 228
Sener 4 2313 3 2105
Total 7 2759 5 2333

Table 2. Bytes and Paclets transferredwith PMTU
1500,Certi cate size1671bytes

8.1 Latency

We measuredateng of theTLS andDTLS handsha&s
on a local machine. DTLS and TLS handshaks took
42:9 msand41.5 msrespectiely. Thedifferencebetween
theseresultsis small dueto the negligible RTT. In order
to differentiatethetwo protocolswe introduceda 150 ms
delayelementafterwhichthe DTLS handsha&took 927
ms andthe TLS handsha&took 627 ms. This is exactly
asexpectedsinceDTLS resultsincludeoneextraRTT for
cookie exchange. Our measurementdo not includethe
time takenfor TCP connectiorestablishmentSinceses-
sion establishmentequiresa minimum of oneRTT, this
virtually eliminatesthelateng difference.

9. RelatedWork
9.1 IPsec

Thedesignof DTLS is probablyclosesto thatof IPsec.
A numberof the techniqueghatwe usedto make DTLS
recordssafefor datagrantransportwere borrowved from
IPsec. However, DTLS differsfrom IPsecin two impor-
tantrespects.First, DTLS is an applicationlayer proto-
col ratherthan a network layer protocol. Thus, it is far

easierto incorporateDTLS into an applicationsincethe
DTLS implementationcan simply be deliveredwith the
application. This easeof deploymentis to a greatextent
responsibldor thewide useof TLS.

Second,DTLS usesthe familiar TLS programming
model in which security contexts are application con-
trolled andhave a one-to-oneelationshipwith communi-
cation channels.By contrast,thereis no standardPsec
API or programmingmodel and the widely deployed
IPsecimplementationsre all extremely dif cult to pro-
gramto. As previously noted,this is primarily a resultof
thefactthatthelPsedkey managemenhodelis extremely
complex comparedo thatof TLS.

9.2.WTLS

Therehashbeenatleastonepreviousattempto adddata-
gramcapabilityto TLS: theWirelessApplicationProtocol
Forum'sWTLS [11]. However, WTLS madealargenum-
berof otherchangesincludingintegratingnetwork trans-
port with the securityprotocol,thusmakingit unsuitable
for deploymenton the Internet. In addition, WTLS does
notappeato handlesmallpathMTUs. Finally, theWTLS
designerappeato have madea numberof optimizations
thatleadto security awsnotin TLS [27] andis therefore
notwidely used.

9.3.SRTP

The Real Time Protocol(RTP) is widely usedto carry
multimedia traf c such as voice and video. RTP has
no supportfor security The IETF is currently consid-
ering standardizatiorof the SecureReal Time Protocol
(SRTP) [3] which is an application-speci csecuritypro-
tocol for RTP. SRTP is substantiallymore limited than
DTLS. First,it cannotbe usedto protecttraf c otherthan
RTP. Second,it relieson an external signaling protocol
suchas SIP to setup the keying material. By contrast,
DTLS canbeusedto setup its own channel. However, in
extremely bandwidthconstrainedapplicationsSRTP has
adwvantagesover DTLS becauséts tight integrationwith
RTP allows it to have lower network overhead.In situa-
tions wherebandwidthis lesslimited DTLS would be a
potentialsubstitutefor SRTP.

10. Future Work

Futurework on TLS focuseanostlyonintegrationwith
otherprotocols.Currently we have animplementatiorof
DTLS atthe early toolkit stage.Our next stepis to inte-
grateit with somecommondatagram-basealpplications,
whichwill give usfeedbaclasto the suitability of ourde-
sign. Ourinitial targetis SIP SinceSIPalreadyusesTLS
in TCPmode,integratingDTLS in UDP modeis anattrac-
tive designchoiceand opensourceSIP implementations



arereadily available. Following SIR, we are considering
integratingDTLS with anumberof gamingandmultime-

dia protocols.Moreover, integratingDTLS with a variety
of otherprotocolswill give usanopportunityto obsene

its performanceébehaior and make changesasappropri-
ate.

We would alsolike to performadditionalperformance
tuningon DTLS. Although TLS works well, subsequent
performanceanalysis has uncovered some unfortunate
interactionswith TCPR, especiallywith the Nagle algo-
rithm [24]. As DTLS allows ner control of timersand
recordsizes,it is worth doingadditionalanalysisto deter
mine the optimal valuesand bacloff stratgies. Finally,
we intend to do further analysisin an attemptto more
tightly de ne thesecurityboundsof DTLS.

11. Summary

We have describedatagramTransport_ayer Security
a genericchannelsecurity protocol designedfor usein
datagranenvironmentsDTLS is basednthewell under
stoodTLS protocolandlike TLS is designedo provide a
securechannethatmimicsthe semanticexpectedby ex-
isting applicationprotocols.Dueto simplicity andeaseof
deployment,DTLS providesanattractve alternatveto IP
securityor customapplicationlayer protocols. We have
implementedTLS aspartof the popularOpenSSLcryp-
tographiclibrary and nd thatit providesacceptablger
formanceandis relatively easyto programto.
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