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Abstract

A numberof applicationshave emerged over recent
years that usedatagram transport. Theseapplications
includereal time videoconferencing, Internettelephony,
andonlinegamessuch asQuakeandStarCraft. Theseap-
plicationsare all delaysensitiveanduseunreliabledata-
gram transport. Applicationsthat are basedon reliable
transportcanbesecuredusingTLS,but nocompellingal-
ternativeexistsfor securingdatagrambasedapplications.
In this paperwepresentDTLS,a datagramcapablever-
sionof TLS.DTLSis extremelysimilar to TLSandthere-
fore allows reuseof pre-existing protocol infrastructure.
Our experimentalresultsshowthat DTLSaddsminimal
overheadto a previouslynon-DTLScapableapplication.

1. Intr oduction

TLS [7] is the most widely deployed protocol for se-
curingnetwork traf�c. TLS is usedto protectWebtraf�c
(HTTP [9] [25]) ande-mail protocolssuchasIMAP [6]
and POP [23]. The primary advantageof TLS is that
it provides a secure,transparentchannel; it is easyto
provide security for an application protocol by insert-
ing TLS betweenthe applicationlayer and the network
layer—wherethesessionlayeris in theOSI model.TLS,
however, requiresa reliable transportchannel—typically
TCP—andthereforecannotbe usedto securedatagram
traf�c.

WhenTLS wasdeveloped,this limitation wasnot con-
sideredparticularlyseriousbecausethe vastmajority of
applicationsthenranover TCP. While this is still largely
true today, the situationis changing. Over the pastfew
yearsanincreasingnumberof applicationlayerprotocols,
suchasSessionInitiation Protocol(SIP) [26], RealTime
Protocol(RTP)[28], theMediaGatewayControlProtocol
(MGCP)[1], andavarietyof gamingprotocolshavebeen
designedto useUDPtransport.

Currently, designersof suchapplicationsarefacedwith

a numberof unsatisfactorychoicesfor providing security.
First, they canuseIPsec[18]. However, IPsecis not well
suitedfor client-server applicationmodelsandis dif�cult
to packagewith applicationssinceit runs in the kernel.
Section2.1 hasa detaileddiscussionof why IPsechas
beenfoundto bea lessthansatisfactoryoption. Second,
they candesigna customapplicationlayer securitypro-
tocol. SIP, for instance,usesa variantof S/MIME [2] to
secureits traf�c. Grafting S/MIME into SIP took vastly
moreeffort thandid runningtheTCPvariantof SIPover
TLS.Third,onecanrehosttheapplicationonTCPanduse
TLS. Unfortunatelymany such applicationsdependon
datagramsemanticsandhave unacceptableperformance
whenrunovera streamprotocolsuchasTCP.

The obvious alternative is to designa genericchannel
securityprotocol that will do for long lived applications
usingdatagramtransportwhat TLS did for TCP. Sucha
protocolcouldbeimplementedin userspacefor portabil-
ity andeasyinstallationbut would be�e xible andgeneric
enoughto provide security for a variety of datagram-
orientedapplications.Despiteinitial concernsthatthisso-
lution would be a largeanddif�cult designproject,con-
structinga working protocol was fairly straightforward,
especiallywith TLS as a startingpoint and IPsecas a
reference.This paperdescribesthe new protocol,which
we call “DatagramTLS”. DTLS is a modi�ed versionof
TLS thatfunctionsproperlyoverdatagramtransport.This
approachhastwo majoradvantagesover thealternatives.
First, sinceDTLS is verysimilar to TLS, preexistingpro-
tocol infrastructureand implementationscan be reused.
To demonstrate,we implementedDTLS by addingto the
OpenSSL[30] library; in all, we addedabout7000lines
of code,about60% of which werecut andpastedfrom
OpenSSL.Second,sinceDTLS providesa familiar inter-
faceto agenericsecuritylayer, it is easyto adaptprotocols
to useit. Experiencewith TLS hasshown thatthiseaseof
adaptationis a key to widedeployment.

The basicdesignprinciple of DTLS is “bang for the
buck.” Wewishedto minimizebothourdesignandimple-
mentationeffort andthatof thedesignersandimplemen-
torswhoarepotentialDTLS users.Thus,in ourdesignof
DTLS wechoosenot to includeany featuresas“improve-



ments”over TLS; all thefeaturesadditionalto DTLS are
includedfor the sole purposeof dealingwith unreliable
datagramtraf�c. This designpoint simpli�es thesecurity
analysisof DTLS.

2. DesignOverview

The target applicationsfor DTLS areprimarily of the
client-server variety. Thesearethe kinds of applications
for whichTLS wasdesignedandfor which it workswell.
Thepresentsecuritymodelof suchapplicationsis thatthe
serverisauthenticatedby its DNSnameandIPaddressbut
the client is eitheranonymousor authenticatesvia some
form of credential,typically in the form of a username
andpasswordhandledby theapplicationlayerprotocol.

This practiceis not especiallysecure.However, appli-
cation protocol designers,want to maintainas much of
their protocoland implementationinfrastructureaspos-
sible while addingsecurity. This makesa channelsecu-
rity protocol suchas TLS or IPsecvery attractive since
changesare minimized. From this perspective, ideally
a datagramchannelsecurity protocol would substitute
strongcryptographicauthenticationof theserver for DNS
andIP-basedauthenticationbut leaveclientauthentication
to theapplicationlayerprotocol.

Ourdesignis not theonly possibleonethatcanbeused
in this scenario. In the following sectionswe consider
severalalternativeapproachesandarguethatthey �t these
requirementslesswell thandoesDTLS.

2.1. Why not useIPsec?

IPsecwasdesignedasagenericsecuritymechanismfor
Internetprotocols. Unlike TLS, IPsecis a peer-to-peer
protocol.For many yearsIPsecwasexpectedto bea suit-
able securityprotocol for datagramtraf�c generatedby
client-server applications.In practice,however, thereare
a numberof problemswith usingIPsecfor securingsuch
traf�c. Theseproblemsstemdirectly from IPsecresiding
at thenetwork layerratherthanthesessionor application
layer.

Review of IPsec architecture Unlike TLS, IPsec is
not oneprotocolbut ratherthree:AuthenticationHeader
(AH) [16] andEncapsulatingSecurityPayload(ESP)[17]
are usedfor traf�c securityand InternetKey Exchange
(IKE) [12] is usedfor theestablishmentof keyingmaterial
and other traf�c securityparameters.Theseparameters
arecollectively referredto asSecurityAssociation(SA).
In host implementations,AH andESPare typically im-
plementedin thekernelaspartof theIP stack,while IKE
is implementedasa userdaemon. In network gateways
the architecturevariesbasedon the device programming
model.

IPsecsecuritypolicy is controlledusing the Security
Policy Database(SPD).SPDentriescanbecreatedin two
ways. First, administratorscandirectly createentriesin
the SPD. In addition, many host-basedimplementations
allow applicationsto setper-socket policies,for instance
usingthe PF_KEY API [20], thusallowing �ner control
of policy.

Whena socket is createdin a host-basedIPsecimple-
mentation,theSPDis consultedto determinethecorrect
security policy. If IPsecprocessingis requiredand an
appropriateSA doesnot exist, IKE is invoked to create
one. Futurepacketssentusingthat socket areprotected
usingthatSA. In networkgateway-basedIPsecimplemen-
tationsthestackperformsaSPDlookupfor eachoutgoing
packet.

In the remainderof this section,we discussseveralas-
pectsof IPsecthatmake it lessthanideal for thekind of
applicationswe areconcernedwith.

Server Authentication Client-server applicationstypi-
cally identify endpointsin termsof domainnames.This
is thescenariofor whichTLS is optimized.In suchanen-
vironment,theclient hasan identi�er for theserver, typ-
ically of the form of a DNS nameor a URL. Whenthe
client connectsto theserver, it wantstheserver to authen-
ticateusingacredentialthatmatchesthatidentity.

IPsecsecuritypolicies(asde�ned in theSPD)areusu-
ally expressedin termsof IP addresses,althoughthere
is nominal supportfor symbolic names,including DNS
names. IKE supportsuseof symbolicnames,including
DNS namesin certi�cates analogousto TLS. However,
theprimarymotivationfor supportof thesesortsof iden-
ti�ers in IKE was for road warriors, whoseIP address
could not be known in advance. Thus use of a DNS
nameto securelyidentify a server, for example, is not
supportedby mosthost IPsecimplementations.In prin-
ciple, IPseccould provide veri�cation by DNS namein
two ways. First, DNSSEC[8] could be usedto securely
mapthe server's DNS nameto its IP address.However,
DNSSECdeployment hasso far beenminimal, making
this option problematic.Second,IPseccerti�catescould
containDNSnamesandtheclientcoulduseanIPsecAPI
to verify that the correctcerti�cate was used. Unfortu-
nately, not all IPsecAPIs allow certi�cation information
to be determinedandso this veri�cation cannotbe done
reliably or portably.

Residencein the kernel BecauseIPsecoperatesat the
IP layer, it generallymustbeimplementedin theoperating
systemkernel,eitherdirectly compiledin or linked in as
a loadablemodule.This makesIPsecfairly inconvenient
to install onnon-IPsecsystems.This is no longeraslarge
a problemas it oncewas, sincemost modernoperating



systemscontainIPsecstacks.However, a largenumberof
legacy operatingsystemsstill arenot IPsec-capableand
installingIPsecon themis generallyamajoroperation.

A relatedproblem is the lack of standardizedIPsec
APIs. An IPsecusingapplicationwhich wishesto con-
trol keying policy hasno way to portablydo so. While
TLS APIs arenot standardizedeither, an applicationde-
velopercaneasilyshipa TLS toolkit alongwith their ap-
plication, thusachieving portability. Increaseddeveloper
control doesintroducethe possibility that the developer
will usethetoolkit insecurely. Developershave,however,
historicallybeenwilling to bearthis risk.

2.2. KeyExchangeover TCP?

Key negotiationover an unreliableconnectionis more
complicatedthanwith a reliableconnection. One alter-
native is to completekey negotiationon a TCP connec-
tion andusethe negotiatedparametersto securea sepa-
ratedatagramchannel.This split designis similar to that
usedby IPsecbut hasa numberof problems.

The primary virtue of a split designis that it releases
DTLS from having to implementa reliable handshake
layer. In exchange,anapplicationmustnow managetwo
sockets (one TCP, and one UDP). Synchronizingthese
socketsis asigni�cant applicationprogrammingproblem.
In particular, sessionrenegotiationis complicatedby this
architecture.With the TCP connectionclosedoncekey
negotiationis complete,renegotiationmessagesmustbe
communicatedover the unreliabledatagramchannel,re-
quiring the implementationof a retransmissionmecha-
nism.

If theTCPconnectionis left openoncekey negotiation
is complete,unnecessarysystemresourcesareconsumed.
This is a problembecauseoperatingsystemkernelsoften
exhibit problemswhenprogramshave a largenumbersof
socketsopen[14]. In particular, select()performspoorly
(if atall) with largenumbersof opensocketsandreplace-
mentsareoftennotportable.In addition,someolderoper-
atingsystemshavetight limits onthenumberof open�les
perprocess(in olderLinux kernelsthis limit was1024.)

An ordinaryUDP server expectsto readandwrite on
only a singlesocket. Thus,the useof a TCP handshake
channelcould force signi�cant rewriting of server code.
Additionally, error casehandlingbecomescomplicated:
saytheTCP connectionis reset,doesthat imply that the
bulk transferchannelshouldbeclosed?

Theseconsiderationsleadus to concludethat it is bet-
ter to have the handshake and data transferoccur over
the samechannelfrom the beginning. As we shall see,
DTLS's reliability requirementsare quite primitive, al-
lowing us to make do with a protocolmuchsimplerthan
TCP.

2.3.DesignRequirements

Once we decidedon a user-spaceprotocol that runs
over a singlechannel,the direct courseof actionwasto
make TLS datagramcapable. Although DTLS must be
somewhatdifferentfrom TLS, in keepingwith our basic
principle we have kept TLS unchangedwherever possi-
ble. Wherewe have had to make changesto TLS, we
have attemptedto borrow from preexisting systemssuch
asIPsec.Similarly, DTLS is explicitly designedto be as
compatibleaspossiblewith existing datagramcommuni-
cationsystems,thusminimizing theeffort requiredto se-
cureone'sapplication.

Datagram Transport DTLS mustbe ableto complete
key negotiationandbulk datatransferover a singledata-
gramchannel.This propertyallows applicationsto sim-
ply replaceeachdatagramsocket with a securedatagram
socketmanagedby DTLS.

Reliable SessionEstablishment DTLS mustprovide a
mechanismfor authenticatingendpoints,reliably estab-
lishingkeyingmaterialandnegotiatingalgorithmsandpa-
rameters.SinceDTLS must run entirely over unreliable
datagramtransport,it must implementa retransmission
mechanismfor ensuringthathandshake messagesarere-
liably delivered.However, theretransmissionmechanism
shouldbesimpleandlightweight,ensuringthatDTLS is
asportableaspossible.Notethattherequirementto create
a sessionmeansthat DTLS is primarily suitedfor long-
lived “connection-oriented”protocolsas opposedto to-
tally connectionlessoneslikeDNS.Connectionlessproto-
colsarebetterservedby applicationlayerobject-security
protocols.

Security Services DTLS must provide con�dentiality
and integrity for the datatransmittedover it. It should
optionallyprovidetheability to detectreplayedpackets.

Easeof Deployment Theability to implementTLS en-
tirely in userspacewithoutchangingthekernelhasbeena
majorcontributorto TLS deployment.This featureallows
developersto bundleaTLS implementationwith theirap-
plication without dependenceon operatingsystemven-
dors. DTLS shouldsimilarly be implementablesolely in
userspace.

Semantics For many TCPbasedapplicationsit hasbeen
very simpleto implementa securitylayer by usingTLS.
One of the main reasonsis that TLS semanticsmimic
thoseof TCP. Thus,aTLS API canmimic thewell known
socket interface,making network connectionsappearto
be read-writestreams. DTLS semanticsshould mimic



UDP semanticsthusallowing DTLS implementationsto
mimic theUDP API.

Minimal Changes DTLS mustbeassimilar to TLS as
possible. Over the years,TLS hasbecomemore robust
andhasbeenre�ned to withstandnumerousattacks.Our
goal is for DTLS to be equally robust by inheriting all
the testedand popular featuresof TLS. By minimizing
changeswe reducethe likelihoodof introducingany un-
foreseenweaknesses.

Additionally, minimizing changeshasthe bene�t that
DTLS can be easily implementedbasedon TLS imple-
mentationssuchasOpenSSL[30]. Hardwareimplemen-
tationsof TLS areoptimizedto speedup asymmetricand
symmetriccryptographicoperations. DTLS shouldnot
introducenew ciphersuitesor make changesto the key
derivationalgorithms.HenceDTLS implementationscan
leveragehardwareimplementationsof TLS.

2.4. Non­Requirements

DTLS is not intendedto provideany congestioncontrol
functionality. Congestioncontrol needsto be addressed
by a datagramtransportusing applicationregardlessof
whethera securitylayer is in place,andhenceis beyond
the scopeof DTLS. Applicationsthat do not implement
congestioncontrolcanusetheDatagramCongestionCon-
trol Protocol(DCCP)[19] astheunderlyingtransportpro-
tocolwith DTLS providing thesecuritylayer.

3. TLS Overview
SinceDTLS is basedon TLS, it is usefulfor thereader

to befamiliarwith TLS. In thissectionweprovidea brief
overview of TLS.

3.1. TLS Features

TLS is agenericapplicationlayersecurityprotocolthat
runsover reliabletransport.It providesa securechannel
to applicationprotocolclients.Thischannelhasthreepri-
marysecurityfeatures:

1. Authenticationof theserver.

2. Con�dentiality of thecommunicationchannel.

3. Messageintegrity of thecommunicationchannel.

Optionally TLS canalsoprovide authenticationof the
client.

In general,TLS authenticationusespublic key based
digital signaturesbackedby certi�cates. Thus,theserver
authenticateseitherby decryptinga secretencryptedun-
derhis public key or by signinganephemeralpublic key.
The client authenticatesby signinga randomchallenge.
Server certi�cates typically containthe server's domain
name.Client certi�catescancontainarbitraryidentities.

3.2.Protocol

TLS is a layeredprotocol consistingof four pieces,
shown in Figure1.

Application

Data
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Figure 1. The Structure of TLS

At thebottomis theTLS RecordLayerwhich handles
all datatransport.The recordlayer is assumedto sit di-
rectly on top of somereliabletransportsuchasTCP. The
recordlayercancarryfour kindsof payloads:

1. Handshake messages—usedfor algorithm negotia-
tion andkey establishment.

2. ChangeCipherSpecmessages—reallypart of the
handshake but technicallya separatekind of mes-
sage.

3. Alert messages—usedto signalthat errorshave oc-
curred

4. Applicationlayerdata

Wefocusondescribingtherecordandhandshakelayers
sincethey areof themostrelevanceto DTLS.

3.3.RecordProtocol

TheTLS recordprotocolis asimpleframinglayerwith
recordformat as shown below (seeRFC 2246 [7] for a
descriptionof thespeci�cationlanguage):

struct {
ContentType type;
ProtocolVersion version;
uint16 length;
opaque payload[length];

} TLSRecord;

Eachrecordis separatelyencryptedandMACed.In or-
der to prevent reorderingand replay attacksa sequence
numberis incorporatedinto the MAC but is not carried
in the recorditself. Sincerecordsare deliveredusinga
reliable transport,the sequencenumberof a recordcan
be obtainedsimply by countingthe recordsseen. Simi-
larly, encryptionstate(CBC residuesor RC4 keystream)



ClientHello �� � � � � !
ServerHello

Certi�cate
 � � � � � � ServerHelloDone

ClientKeyExchange
[ChangeCipherSpec]
Finished �� � � � � !

[ChangeCipherSpec]
 � � � � � � Finished

Figure 2. The simple RSA TLS handshake

is chainedbetweenrecords. Thus, a recordcannotbe
independentlydecryptedif for somereasonthe previous
recordis lost.

3.4. HandshakeProtocol

TheTLS handshakeis aconventionaltwo round-tripal-
gorithm negotiationandkey establishmentprotocol. For
illustration,we show themostcommonRSA-basedvari-
antof thehandshake in Figure2.

A TLS client initiates the handshake by sendingthe
ClientHello message.This messagecontainstheTLS ver-
sion, a list of algorithmsandcompressionmethodsthat
the client will acceptanda randomnonceusedfor anti-
replay.

Theserver respondswith threemessages.TheServer-
Hello containsthe server's choice of version and algo-
rithms anda randomnonce.The Certi�cate containsthe
server's certi�cate chain. The ServerHelloDone is sim-
ply a marker messageto indicatethat no othermessages
areforthcoming. In morecomplicatedhandshakesother
messageswould appearbetweenthe Certi�cate and the
ServerHelloDone messages.

The client then choosesa random PreMasterSecret
whichwill beusedasthebasisfor eachside'skeying ma-
terial. Theclient encryptsthePreMasterSecret underthe
server's RSA public key andsendsit to the server in the
ClientKeyExchange message.The client then sendsthe
ChangeCipherSpec messageto indicatethat it is chang-
ing to the newly negotiatedprotectionsuite. Finally, the
client sendstheFinished messagewhich containsa MAC
of the previous handshake messages.Note that the Fin-
ished messageis encryptedunderthenew protectionsuite.
Theserver respondswith its own ChangeCipherSpec and
Finished messages.

As with the record layer, the handshake protocol as-
sumesthatdatais carriedover reliabletransport.Theor-
derof themessagesis preciselyde�nedandeachmessage
dependsonpreviousmessages.Any otherorderis anerror
andresultsin protocolfailure. In addition,nomechanism
is providedfor handlingmessageloss.Retransmissionin
caseof lossmustbehandledby thetransportlayer.

4. DTLS Design

DTLS reusesalmostall theprotocolelementsof TLS,
with minor but important modi�cations for it to work
properlywith datagramtransport.TLS dependson a sub-
setof TCPfeatures:reliable,in-orderpacketdeliveryand
replaydetection.Unfortunately, all of thesefeaturesare
absentfrom datagramtransport. In this sectionwe de-
scribethe DTLS protocolandhow it copeswith the ab-
senceof thesefeatures.Notethatalthoughwebelievethat
IPsecis thewrongtool for providing this typeof security,
many of its techniquesfor handlingtheseeffectsarequite
usefulandareborrowedfor DTLS.

4.1.RecordLayer

As with TLS, all DTLS datais carriedin records. In
both protocols,recordscanonly be processedwhenthe
entirerecordis available. In orderto avoid dealingwith
fragmentation,we requireDTLS recordsto �t within a
singledatagram.Therearethreebene�ts to this require-
ment.First, sincetheDTLS layerdoesnot needto buffer
partialrecords,hostmemorycanbeusedmoreef�ciently ,
which makes the host lesssusceptibleto a DoS attack.
Second,it is quite possiblethat datagramscarrying the
remainingrecord fragmentsare lost, in which casethe
received fragmentsareuselessandcannotbe processed.
Third, it is not clearhow long receivedfragmentsshould
bebufferedbeforebeingdiscarded.Bufferingrecordfrag-
mentswould unnecessarilycomplicatea DTLS imple-
mentationwithout providing any obvious bene�ts. Note
thatDTLS will still operatecorrectlywith IP fragmenta-
tion andre-assembly, sinceIP re-assemblyis transparently
handledby thekernel.

The DTLS recordformat is shown below. The boxed
�elds are introducedby DTLS andareabsentfrom TLS
records.

struct {
ContentType type;
ProtocolVersion version;
uint16 epoch;

uint48 sequence_number;
uint16 length;
opaque payload[length];

} DTLSRecord;

Epoch Epoch numbersare used by endpointsto de-
terminewhich cipher statehasbeenusedto protectthe
recordpayload. Epochnumbersare requiredto resolve
ambiguitythatariseswhendatalossoccursduringa ses-
sion renegotiation. To illustrate,considera client trans-
mitting datarecords7, 8 and9, followed by ChangeCi-
pherSpec messagein record10. Supposethe server re-
ceives records7 and 9 (8 and 10 are lost). From the



server's point of view, record 8 could have been the
ChangeCipherSpec message,in which caserecord9 is
(incorrectly)assumedto be associatedwith the pending
cipherstate.Sinceepochnumbersareincrementedupon
sendingaChangeCipherSpec message,theservercanuse
the epochnumberto resolve the ambiguity. In this case,
records7 and9 havethesameepoch,implying thatrecord
8 musthavebeenadatarecord.

An alternative to epochnumberswould be to simply
userandominitial sequencenumbersfor records.These-
quencenumbersaresuf�ciently large that the chanceof
collisionof activesequencenumberrangesis vanishingly
small. However, this would probably require slightly
more codeto implementthan the epochstrategy and is
lessin keepingwith the style of TLS, which useszero-
basedsequencenumbers.

SequenceNumber TLS employs implicit record se-
quencenumbers(RSN)for replayprotection.RSNsplay
a similar role in DTLS, but must be explicitly speci�ed
sincerecordscanget lost or bedeliveredout of order. As
with TLS,RSNsareincrementedby 1 for eachrecordand
areresetto zerowhenever the cipherstateis rolled over
dueto a sessionrenegotiation.NotethatDTLS sequence
numbersare48 bits (TLS's are64 bits) andthereforethe
totalspaceoccupiedby epochandsequencenumberis the
sameasthesequencenumberin TLS.

Replaydetectionis performedusingthereplaywindow
mechanismof RFC 2401 [18]. If datagramsalways ar-
rivedin order, it wouldbesuf�cient for aDTLS endpoint
to keeptrack of the most recentrecordseenin order to
detectreplays. But sincedatagramsmay alsoarrive out
of order, a replaywindow mechanismis required. This
is mosteasilyimplementedasa bitmapwherethesetbits
representthe most recentlyreceived records. RSNsthat
aretooold to becheckedagainstthebitmaparediscarded.

Note,however, thatreplaydetectioncanbeundesirable
in someapplicationssincepacket duplicationmay be an
unintentionalnetwork effect. If replaydetectionis turned
off, thensequencenumbersarenot of any signi�cancein
MAC computation,but can be useful for countermode
ciphers.

PayloadLength DTLS requiresthatarecord�t entirely
within a singledatagram.This meansthatDTLS records
will oftenbesmallerthanTLS records.Thelargestpacket
thatcanbetransmittedbetweentwo hosts—thePathMax-
imum TransmissionUnit (PMTU)—is typically lessthan
themaximumsizeof a TLS record.

4.2. Ciphering Modes

DTLS cannotuseany of the TLS 1.0 cipher modes,
sincethey all maintainresidualstatebetweenrecordsre-

quiring recordsto be processedin order without loss.
However, the CBC modeproposedfor TLS 1.1 is com-
patible with DTLS, as we describein this section. We
alsoexplainwhy RC4is unsuitablefor usein DTLS.

DTLS canalsomake useof countermodeAES, once
this modehasbeenstandardized.

CBC Mode An attack[31] againstCBC modeciphers
as employed by TLS 1.0 has resultedin the use of a
slightly modi�ed versionof CBCthatrequiresexplicit ini-
tializationvectors(IVs). Thenew versionis likely to bea
featureof TLS 1.1andis well suitedfor usein DTLS.
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Figure 3. CBC Encr yption with Explicit IV

As shown above, in explicit IV modea randomdata
block is prependedto record data. All the encrypted
blocks are transmitted,and the receiver simply discards
the�rst plaintext blockto retrieverecorddata.With anex-
plicit IV, eachrecordcanbeseparatelydecrypted.Triple-
DESandAEScanbeusedwith DTLS in this mode.

RC4 RC4 hasbeenthe cipher of choice for securing
TLS 1.0 connectionsdueto its computationalef�ciency.
Unfortunately, RC4is noteasilyappliedto lossydatagram
traf�c: randomaccessimplies that the key streamneeds
to be buffered. Alternatively, the RC4 enginecanbe re-
seededfor eachincomingrecord,whichis alsofairly inef-
�cient especiallyconsideringthat work by Mironov [21]
recommendsthatthe�rst 512bytesof RC4keystreambe
discardeddueto a weaknessin the RC4 key scheduling
algorithm[10].

We concludethatRC4is anunsuitablecipherfor usein
DTLS.

4.3.HandshakeProtocol

The DTLS handshake, shown in Figure 4, is nearly
identicalto thatof TLS. Therearetwo majorchanges:

1. Statelesscookie exchangeto prevent denial of ser-
vice.

2. Messagefragmentationandre-assembly



We begin by describingthemodi�cationsto protectthe
handshakeexchangefrom denialof service.

Handshake Exchange Becausethe DTLS handshake
takes placeover datagramtransport,it is vulnerableto
two denial of serviceattacksthat TLS is not. The �rst
attackis the standardresourceconsumptionattack. The
secondattackis anampli�cation attackwheretheattacker
sendsaClientHello messageapparentlysourcedby thevic-
tim. Theserver thensendsa Certi�cate message—which
is muchlarger—to thevictim.

To mitigate theseattacks,DTLS usesthe cookie ex-
change techniquethathasbeenusedin protocolssuchas
Photuris[13]. Before the handshake properbegins, the
clientmustreplaya“cookie” providedby theserver in or-
der to demonstratethat it is capableof receiving packets
at its claimedIP address.

Figure4 showstheDTLS protocol.

ClientHello �� � � � � !

 � � � � � � HelloVerifyRequest

ClientHello �� � � � � !
ServerHello

Certi�cate
 � � � � � � ServerHelloDone

ClientKeyExchange
[ChangeCipherSpec]
Finished �� � � � � !

[ChangeCipherSpec]
 � � � � � � Finished

Figure 4. The simple DTLS RSA handshake

TheDTLS ClientHello messagecontainsa cookie�eld.
The initial ClientHello containsan empty (zero-length)
cookieor potentiallyonecachedfrom a prior exchange.
A server that is unableto verify the incomingcookieand
wishesto establishthe livenessof theDTLS client sends
a HelloVerifyRequest message.Serversthataremoresen-
sitive to overall handshake latency canskip theHelloVeri-
fyRequest messageandinsteadrespondwith ServerHello
messages,in which casetheprotocol�o w is thesameas
in TLS. Note that serverswhich chooseto make this op-
timizationcanstill beusedasdenialof serviceampli�ers
and shouldthereforeonly do so in environmentswhere
ampli�cation attackis known not to bea problem.

The HelloVerifyRequest messagecontains a cookie.
This cookie should be generatedin such a way that it
doesnot requirekeepingstateon the server, thusavoid-
ing memoryconsumptiondenialof serviceattacks. For
example,thecookiecanbe generatedfrom a keyedhash
of theclientIP address,usingaglobalkey. Techniquesfor
generatingandverifying this kind of statelesscookieare

well known, seefor instancePhoturis[13].
Serversthatarewilling to resumesessionscanskip the

cookieexchangephaseif a valid sessionID is presented
by the client, sincethe identity of the client must have
beenpreviously established.One possibleoptimization
for servers that do not supportsessionresumptionis to
maintaina cacheof recent(client, cookie)pairs,so that
cookieexchangecanbeskippedif amatchis madeon the
�rst ClientHello .

The formatsof the ClientHello andHelloVerifyRequest
messagesareprovidedbelow.

opaque Cookie<0..32>;

struct {
ProtocolVersion client_version;
Random random;
SessionID session_id;
Cookie cookie;

CipherSuite cipher_suites<2..2^16-1>;
CompressionMethod comp_meth<1..2^8-1>;

} ClientHello;

struct {
ProtocolVersion server_version;
Cookie cookie;

} HelloVerifyRequest;

Unlikeapplicationdata,handshakemessages(including
the ChangeCipherSpec message)mustbe reliably deliv-
eredsinceall handshake messagesarenecessaryfor suc-
cessfulsessionnegotiation. This createsthreeproblems.
First,messagesmaybelost on thenetwork. Second,they
may be reordered,confusingthe receiving peer. Third,
somehandshake messagesare too large to �t in a sin-
gleDTLS recordandthereforemustbefragmentedacross
multiple records.TheDTLS handshake layeris responsi-
ble for reassemblingtheserecordsinto a coherentstream
of completehandshake messages.This necessitatesthe
additionof retransmissionaswell asa morecomplicated
messageformat.

4.4.Timeout and Retransmission

BecauseDTLS handshakemessagesmaybelost,
DTLS needsa mechanismfor retransmission.DTLS im-
plementsretransmissionusinga singletimer at eachend-
point. Eachend-pointkeepsretransmittingits last mes-
sageuntil a reply is received. Thestatemachinethat im-
plementsthetimerandresultingretransmissionsis shown
in Figure5. In the balanceof this section,we describe
theoperationof the timer statemachineandexplain how
timerexpiry valuesarepicked.

State Machine Once in the ReadMessage Fragment
state,transitionsaretriggeredby thearrival of datafrag-
mentsor theexpiry of theretransmissiontimer. If a data



INIT, reset

timer


Done


Want

message?


No


Yes


Expected

fragment?


Fragment

received


Reset

timer


Yes


Return fragment


No


Reset

Timer


Retransmit


Read

message

fragment


Timer

expired


Finished

message?


Fragment

received


Retransmit

Finished


No


Yes


Figure 5. Timer state machine

fragmentis theexpectednext handshakemessagethenthe
fragmentis returnedto the higher layersand the timer
is cancelled.Otherwise,the fragmentis bufferedor dis-
cardedasappropriateandthetimer is allowedto continue
ticking. Whentheretransmittimerexpires,theimplemen-
tation retransmitsthe last �ight of messagesthat it trans-
mitted.

Timer Values Pickingappropriatetimervaluesis a dif-
�cult problemdueto theheterogeneousnatureof the In-
ternetand the wide variancein round trip times (RTT).
While estimatingRTT would allow for estimatinga timer
value,requiringthat DTLS estimateRTT is an unneces-
sary burden,given the simplicity of the handshake pro-
tocol. Deciding on the exact timer value is especially
tricky becausethepeeris oftendoingsomekind of cryp-
tographiccomputation,which cantake a substantialfrac-
tion of theRTT. Thus,onewishesto setone'stimervalues
conservatively to avoid unnecessaryretransmissions.

We recommendthat DTLS implementationsusetimer
valuesbetween500to 1000ms.In general,well-behaving
implementationsshould back off their retransmission
timers.

Ar e ACKs necessary? When a retransmissionevent
happens,theentire�ight of un-answeredmessagesis re-
transmitted.If that �ight is large, like a Certi�cate mes-
sage,a nontrivial amountof network bandwidth(though
probablylessthan5k) is wasted. In addition, the desire
to avoid unnecessaryretransmissionmotivateslargetimer
valueswhichresultin highlatency. An alternativestrategy
wouldbeto allow receiversto transmitanACK valuethat
indicatedthat they have received the messageandwere
processingit. This would allow timers to be set lower
as well as reducingthe numberof packets that have to
beretransmitted(sincethesenderwould know thatsome
hadalreadybeenreceived.) In the interestof simplicity,
we decidednot to addan ACK featureto DTLS, but fu-
turemeasurementmayindicatethatACKsprovidea large
enoughimprovementto beworthwhileadding.

4.5.HandshakeMessageOrdering and Fragmen­
tation

Becausehandshakemessagesmaybetoolargeto �t into
a singleDTLS record,we needto modify thehandshake
messagesto be ableto spanrecords.The new format is
shown below.

struct {
HandshakeType msg_type;
uint24 length;
uint16 message_seq;

uint24 frag_offset;

uint24 frag_length;
HandshakeMessage msg_frag[frag_length];

} Handshake;

MessageLength The handshake messageheadercon-
tains the overall messagelength. This makes it easyto
allocatebuffer spacefor themessageregardlessof which
fragmentis received�rst.

MessageSequenceNumber Handshake (and Change
Cipher Spec)messagesinclude their own messagese-
quencenumbers(MSN), independentof recordsequence
numbers(RSN).Sincetherecordlayerassignsuniquese-
quencenumbersto eachrecord,it is possiblethataDTLS
end-pointreceivesa handshake messageand its retrans-
mittedversionunderdifferentRSNs.In theabsenceof the
MSN, it is not possiblefor thehandshake layer to detect
duplicates.All fragmentsof a handshake messagecarry
thesameMSN.

It is worthwhile consideringwhetherretransmitscan
reusethe original RSN, andhencemake do without the
MSN. As it turnsout,therearetwo problemswith reusing
RSNs.First, it is a layeringviolation: thehandshakelayer
is a client of the record layer, just like the application



layer, andshouldnot receivedifferenttreatment.Second,
the original handshake messagemay have beendropped
dueto the packet sizeexceedingPMTU. In this casethe
handshake messageneedsto be fragmented,which im-
plies that it spansmultiple records,eachwith their own
uniqueRSN.

Fragment Offset and Length As previously men-
tioned, handshake messagesmay be fragmentedwhen
they are larger than PMTU. In fact such fragmentation
is fairly likely sincecerti�catescaneasilybea coupleof
kilobytes in size. We choseto usefragmentoffset and
length ratherthan fragmentsequencenumbersto aid in
handlingmessageswhicharefragmentedtwicein two dif-
ferentways.With thisscheme,it is easyto reassemblethe
original messageprovidedat leastonecopy of eachbyte
is received.

FinishedMessage Thepurposeof Finished messagesis
to verify that partieshave correctlynegotiatedkeys and
algorithms.In TLS, theFinished messagecontainsMD5
andSHA1 hashesof all thehandshakemessages,sequen-
tially appendedto eachother (including their message
headers). The DTLS algorithm for computing�nished
hasheshasto be slightly differentdueto the presenceof
messagefragmentationheaders.Sincethemessagemight
have beenfragmentedmultiple timeswith differentfrag-
mentsizes,this createsa potentialinconsistency. In or-
derto removethisinconsistency, thehandshakehashesare
computedasif handshakemessageshadbeenreceivedas
a singlefragment.

Alert Messages DTLS reusesall of the TLS alerts.
Most TLS alertssignal the endof the connection–either
gracefulor abortive–andthereforeno datashouldcome
after them. Under no circumstancesshoulda recordbe
acceptedwith a sequencenumberpostdatingthat of an
alertwhichclosedtheconnection.

There is, however, a complication introduced by a
sendertransmittingdata followed by an alert but have
them arrive in the reverseorder. We have not analyzed
this situation,but believe that it is saferfor implementa-
tionsto rejectsuchdatarecords.

5. Security Analysis

Consideringthe complexity of modernsecurity pro-
tocols and the current state of proof techniques,it is
rarelypossibleto completelyprovethesecurityof aproto-
col without makingat leastsomeunrealisticassumptions
abouttheattackmodel.

Insteadof attemptingto rigorouslyprovethesecurityof
DTLS, oneof our main goalsin the designof DTLS is

to follow theTLS speci�cationascloselyaspossible.As
a result,DTLS doesnot offer any “improvements”over
TLS. All the featuresintroducedinto DTLS are for the
sole purposeof dealingwith unreliabledatagramtrans-
port.

We argue that DTLS doesnot reveal any additional
information beyond TLS during the handshake or bulk
transferphase—alltheadditionalinformationin a DTLS
streamcan be derived by passively monitoring a TLS
stream.To justify this argument,considerthe additional
informationthatis availablefrom a DTLS stream.

Record Layer The DTLS recordlayer revealsthe cur-
rentepochandsequencenumber. This is public informa-
tion to an adversarymonitoring a TLS session:the se-
quencenumbersareimplicit in TLS, but nonethelessmay
beinferred,andepochnumbersmayalsobederivedfrom
the streamsincesessionrenegotiationsmay be detected
(by observingHandshakerecordsbeingexchangedduring
anestablishedsession.)

Handshake Layer Handshake messagesreveal mes-
sagenumber, fragmentlengthandfragmentoffset. Once
again,this informationis easilyderivedby aneavesdrop-
per monitoring a TLS session. Messagenumberis ob-
tainedby countingexchangedmessages,fragmentlength
is obtainedfrom recordlengthandfragmentoffset is de-
rived from the length of precedingmessagefragments.
Only the Finishedmessageis encryptedduring the ini-
tial handshake phase,andsinceit is of a �x edformat, its
fragmentlengthandoffsetareobvious.

Handshakemessagesexchangeddueto sessionrenego-
tiationarecompletelyencryptedin bothDTLS andTLS.

Timing information Recently, timing informationhas
beenusedasthebasisfor attacksonTLS [4][5]. Therefore
it is critical to considerwhat information is revealedby
timing.

DTLS receive recordprocessingis essentiallythesame
asthatof TLS. Onreception,recordsandhandshakemes-
sagesare not processeduntil available in entirety, and
thereforethe processingof DTLS recordsandmessages
is identicalto theprocessingprocedureof TLS.

DTLS transmitprocessingleaksasmallamountof tim-
ing informationwhencomparedto TLS. In general,when
applicationsissueTLS or DTLS writes,this causesa sin-
gle DTLS/TLS recordto be generated.The time when
the packet is deliveredto the network potentiallyreveals
informationabouttheplaintext [29]. With TLS,TCPcon-
gestionand �o w control hidesthis information to some
extent,especiallyif theNaglealgorithm[24] is used.With
DTLS, however, recordsare likely to be transmittedas



soonas they are generated.Userswho wish to prevent
this kind of traf�c analysisshouldbuffer writes.

Implementation We implementedDTLS basedon the
OpenSSLtoolkit andreusemuchof thecodealreadyused
in productionTLS servers.Asaresult,DTLS inheritswell
testedandstablecode.

6. Implementation

We implementedDTLS basedon thepopularOpenSSL
library [30]. OpenSSLis thedefactostandardopensource
TLS/SSL implementation. Additionally, OpenSSLhas
proven to be stableandis usedby numerousproduction
qualityserverssuchastheApacheWebserver.

We modi�ed the demoserver and client applications
thatarepartof theOpenSSLdistribution to beUDPcapa-
ble. We alsoimplementeda UDP proxy applicationthat
is capableof dropping,delayingandduplicatingpackets.
Resultsfrom our experimentsarelistedin Section8. Our
implementationwas testedand run on the Linux 2.4.21
kernel.

Our implementationrequiredaddingabout7000 lines
of additional code to the OpenSSLbase distribution.
Consideringthat this line count includeslibraries, data
structuresandsocket managementneededfor DTLS, our
codemakesup only a small portion of the 240,000line
OpenSSLpackage.Conveniently, we wereableto lever-
agea numberof OpenSSLfeaturesthat were designed
for differentuse.For example,OpenSSLprovidesanI/O
buffering layer that causesTLS to only make send()
systemcalls whenit hasserializedall datato be senton
a particularroundof thehandshake. We areableto reuse
thebufferingcodeto maximizehandshakepacketpayload
size.

In the remainderof this sectionwe describesomede-
tailsof our implementation.

OpenSSLAr chitecture OpenSSLimplementsSSLv2,
SSLv3 and TLSv1. Eachof theseprotocolsare imple-
mentedby sharingas much codeas possible,with vir-
tual functionshandlingprotocoldifferences.Fromthe li-
brary'sstandpoint,DTLS appearsto beanotherversionof
theTLS protocol.

As a result of implementing DTLS in this way,
we can reusemuch of the utility, state machine and
record/messagegenerationcodeof OpenSSL.In a num-
ber of caseswe found it was inconvenientto write spe-
cial casesinto TLS processingcode,andasa result we
copiedmany functionsandmodi�ed themappropriately.
Roughly60% of the 7000 lines of additionalcodewere
actuallycopiedfrom the otherprotocol implementations

in OpenSSL.With someeffort it shouldbepossibleto re-
ducetheamountof duplicatedcodesubstantially.

One of the nice side effects of implementingDTLS
this way is thatDTLS canbe accessedthroughthesame
functionsusedby TLS, for exampleSSL_connect() ,
SSL_read() , SSL_write() and,SSL_close() .

Below we describesomeissuesencounteredin our im-
plementation.

PMTU Path Maximum TransmissionUnit (PMTU) is
themaximumsizedpacket thatcantravel on a pathwith-
out requiringfragmentation.In general,pathsconsistof
heterogeneousnetworksthathave links with varyinglim-
its on maximumpacket size. Thereforethe PMTU for a
givenpathis setby thelimiting link on thepath.Previous
work [15] shows that fragmentationis undesirable.Frag-
mentationresultsin inef�cient useof network androut-
ing resources,andlost fragmentscausedegradedperfor-
mance. Additionally, IP fragmentsinteractpoorly with
�re wallsandNAT devices,whichoftendiscardfragments.
Thereforeit is usefulto know thePMTU.

RFC1191[22] speci�estheprocessby whichPMTU is
discovered.In short,hostssendoutIPpacketswith theDF
(Don't Fragment)bit set, iteratively reducingthe sizeof
packetsuntil thehostis reached.Therefore,it is dif�cult
for thekernelto know apriori whattheappropriatePMTU
is without incurring a signi�cant probingcost–thoughit
canguessit afterenoughtraf�c hasbeentransmitted.In
general,kernelsupportfor PMTU is quite poor. On the
Linux system,wherewe developedour implementation,
the kernelkeepstrack of its PMTU estimateandreturns
anerrorif anapplicationattemptsto senda largerpacket.

DTLS needsto be agnosticaboutsuchkernel behav-
ior so as to not get caughtusing an excessive PMTU
value. Unless an application explicitly sets a PMTU
value we turn on the DF bit in outgoingdatagramsvia
setsockopt() andquery the kernel for the MTU. If
the PMTU is unavailable, we guessa PMTU starting
with 1500(theethernetMTU), successively reducingthe
PMTU estimateif the currentsettinghappensto be too
large. We can detectthat PMTU hasbeenexceededif
send() returns-1 andsetserrnoto EMSGSIZE.

On someoperatingsystems,eventhis level of
PMTU supportis unavailableandtheonly feedbackthat
thePMTU hasbeenexceededis packet loss.It' snotclear
what thebestapproachfor dealingwith suchanenviron-
mentis,but ourintentionis to startwith alargepacketsize
andthenbackoff thepacketsizewith eachsuccessive re-
transmit.

Notehowever, thatperformancesensitive datagramap-
plicationsaregenerallyPMTU aware anyway, in which
caseDTLS canberelievedof having to guessPMTU.

Duringthehandshakephase,DTLS attemptsto sendthe



largestpacketspossible,which includespackingmultiple
recordsinto a singlepacket.

Buffering Becauseretransmitsmay be necessary, we
buffer a copy of outboundhandshake messages.Option-
ally, handshakemessagesmaybereconstructedwhenever
a retransmitrequestis received,but this is unnecessarily
computationintensive, especiallywhenmemoryis avail-
able. Bufferedmessagesneedonly be buffereduntil the
next expectedhandshakemessageis received.This is be-
causethehandshakeprotocolis executedin lock-stepand
the incomingmessageprovidesan implicit acknowledg-
mentfor all the bufferedmessages.Our implementation
of DTLS also buffers out-of-orderhandshake messages,
sincethe handshake layer expectsmessagesto be deliv-
eredin order.

Retransmit Timer Our implementationusesa timer
valueof 750ms,which is morethansuf�cient given that
our experimentswererun on a LAN. Whenusingblock-
ing sockets,thetimeout(setvia setsockopt() ) causes
recv() to returnwith anexplicit timeouterrorif datais
not received during the time period. While we chosea
valuesuitableto our environment,our DTLS API allows
applicationsto set their own readandwrite timeoutval-
ues.

Socketsthat run in non-blockingmodecauseDTLS to
returneitherSSL_ERROR_WANT_READor
SSL_ERROR_WANT_WRITEwhich are effectively
equivalent to EAGAIN, signalling that datawas not im-
mediatelyavailablefor readingor writing (this is thesame
behavior as the TLS API). Non-blocking DTLS appli-
cationsare requiredto call DTLS1_get_timeout()
to determinewhen the next DTLS I/O call should be
invokedandusetheir own timersto arrangefor thecall at
thattime.

7. Programmer Experience

The DTLS API is very similar to theAPI providedby
OpenSSLfor operatingTLS connections.The only ad-
ditional calls provided by DTLS arerelatedto datagram
transport: setting and getting PMTU, timer valuesand
datagramsocketconnectionoptions.For testingpurposes,
we portedthes_server ands_client programsthat
arepartof theOpenSSLdistributionto useDTLS.Almost
all theeffort requiredto port theseapplicationsto DTLS
wasconcentratedonmakingthemUDP-capable.

At a high level, one can take an ordinary UDP ap-
plication and renderit DTLS-capableby simply replac-
ing all calls to send() and recv() with calls to
SSL_write() andSSL_read() , thedefault I/O calls
of theOpenSSLlibrary. As with OpenSSL's ordinarybe-

havior, the�rst call to thereador write functionsattempts
to negotiatea DTLS connection. This simple approach
workswell for applicationswhichusea blockingI/O dis-
ciplinebut doesnotwork well for thosewhichwantto op-
eratein non-blockingmode.Thus,applicationsthatwish
to havea morecomplicatedI/O controldisciplineneedto
eitherusethreadsor non-blockingmode.

Thr ead-basedI/O discipline In caseof threadedappli-
cations,calls to the DTLS library areblocking, and the
library is fully responsiblefor handlingtimer expiry and
dispatchingretransmits.Thus,theapplicationcanessen-
tially beobliviousto DTLS beingin use,providedthat it
usesa separatethreadfor eachDTLS “connection.”

One consequenceof protocol logic being abstracted
from applicationsis a slight breakfrom blocking-socket
convention. In the caseof blocking datagramsockets,
recv() eitherreturns-1 on error, or a non-zeronumber
of bytesread.However, SSL_read() canreturn0. This
happenswhenthe dataavailableon the incomingsocket
is not applicationdata,but control information,an Alert
messagefor example.Thisbehavior of SSL_read() in-
terfaceis not speci�c to DTLS. TheTLS programmerhas
a similarexperiencewhenusingOpenSSL.

Non-blocking I/O discipline When DTLS is usedin
the context of a non-blockingevent driven application,
the applicationneedsto be preparedfor timeoutsdur-
ing handshake processing. Effectively, any I/O call to
DTLS can return with SSL_ERROR_WANT_READor
SSL_ERROR_WANT_WRITE, signalling that an I/O op-
erationblocked. An applicationreceiving suchan error
needsto determinethe currentDTLS timeoutby calling
DTLS1_get_timeout() andrestarttheI/O call when
thetimerexpires.Oncethehandshakeis complete,DTLS
returnsa valueof 0 for the timer, signalling that it does
not have any pendingI/O events.For simplicity, applica-
tions may chooseto call DTLS1_get_timeout() re-
gardlessof whetherthehandshakeis in progress.

8. Experimentsand Results

Our results from comparing network traf�c gen-
erated by TLS and DTLS are listed in Tables 1
and 2. The cipher negotiated in these tests was
EDH-RSA-DES-CBC3-SHA. This cipherresultsin a to-
tal of 10 recordsbeing exchangedbetweenclient and
server for TLS. The DTLS negotiation had at leasttwo
more recordsdue to the cookie exchangephaseandthe
restdueto messagefragmentation.

EachDTLS handshake messagefragmenthas25 bytes
of overheadfrom headers(13for recordheaderand12for
messagefragment),comparedto 9 bytesfor TLS. In all,



the headerscontribute to mostof the overheadin DTLS
(the remaindercomesfrom the the extra paddingblock
requiredby CBC with explicit IV). Eventhoughtheover-
headfor DTLS is closeto 35%,theactualsizeof theover-
headis quitesmall, sinceevenexchangeswith largecer-
ti�cates generatelessthan3 KB of data. It shouldalso
be notedthat the resultsprovided areonly for the hand-
shakephase;overheadfor datarecordsis lowerdueto the
absenceof thefragmentheader.

DTLS TLS
Packets Bytes Packets Bytes

Client 3 446 2 228
Server 3 1015 2 857
Total 6 1461 4 1085

Table 1. Bytes and Packets transferredwith PMTU
1500,Certi�cate size562bytes

DTLS TLS
Packets Bytes Packets Bytes

Client 3 446 2 228
Server 4 2313 3 2105
Total 7 2759 5 2333

Table 2. Bytes and Packets transferredwith PMTU
1500,Certi�cate size1671bytes

8.1. Latency

Wemeasuredlatency of theTLS andDTLS handshakes
on a local machine. DTLS and TLS handshakes took
42:9 msand41:5 msrespectively. Thedifferencebetween
theseresultsis small dueto the negligible RTT. In order
to differentiatethetwo protocols,we introduceda150ms
delayelement,afterwhich theDTLS handshaketook927
msandtheTLS handshake took 627ms. This is exactly
asexpected,sinceDTLS resultsincludeoneextraRTT for
cookieexchange.Our measurementsdo not includethe
time takenfor TCPconnectionestablishment.Sinceses-
sion establishmentrequiresa minimum of oneRTT, this
virtually eliminatesthelatency difference.

9. RelatedWork

9.1. IPsec

Thedesignof DTLS is probablyclosestto thatof IPsec.
A numberof the techniquesthatwe usedto make DTLS
recordssafefor datagramtransportwereborrowed from
IPsec.However, DTLS differs from IPsecin two impor-
tant respects.First, DTLS is an applicationlayer proto-
col ratherthana network layer protocol. Thus, it is far

easierto incorporateDTLS into an applicationsincethe
DTLS implementationcansimply be deliveredwith the
application.This easeof deploymentis to a greatextent
responsiblefor thewideuseof TLS.

Second,DTLS uses the familiar TLS programming
model in which security contexts are application con-
trolled andhavea one-to-onerelationshipwith communi-
cationchannels.By contrast,thereis no standardIPsec
API or programmingmodel and the widely deployed
IPsecimplementationsareall extremelydif�cult to pro-
gramto. As previously noted,this is primarily a resultof
thefactthattheIPseckey managementmodelis extremely
complex comparedto thatof TLS.

9.2.WTLS

Therehasbeenatleastonepreviousattemptto adddata-
gramcapabilityto TLS: theWirelessApplicationProtocol
Forum'sWTLS [11]. However, WTLS madealargenum-
berof otherchanges,includingintegratingnetwork trans-
port with thesecurityprotocol,thusmakingit unsuitable
for deploymenton the Internet. In addition,WTLS does
notappearto handlesmallpathMTUs. Finally, theWTLS
designersappearto havemadea numberof optimizations
thatleadto security�a wsnot in TLS [27] andis therefore
notwidely used.

9.3.SRTP

The RealTime Protocol(RTP) is widely usedto carry
multimedia traf�c such as voice and video. RTP has
no supportfor security. The IETF is currently consid-
ering standardizationof the SecureReal Time Protocol
(SRTP) [3] which is an application-speci�csecuritypro-
tocol for RTP. SRTP is substantiallymore limited than
DTLS. First, it cannotbeusedto protecttraf�c otherthan
RTP. Second,it relies on an external signalingprotocol
suchas SIP to set up the keying material. By contrast,
DTLS canbeusedto setup its own channel.However, in
extremelybandwidthconstrainedapplicationsSRTP has
advantagesover DTLS becauseits tight integrationwith
RTP allows it to have lower network overhead.In situa-
tions wherebandwidthis lesslimited DTLS would be a
potentialsubstitutefor SRTP.

10.Future Work

Futurework onTLS focusesmostlyon integrationwith
otherprotocols.Currently, we haveanimplementationof
DTLS at theearly toolkit stage.Our next stepis to inte-
grateit with somecommondatagram-basedapplications,
whichwill giveusfeedbackasto thesuitabilityof ourde-
sign.Our initial targetis SIP. SinceSIPalreadyusesTLS
in TCPmode,integratingDTLS in UDPmodeis anattrac-
tive designchoiceandopensourceSIP implementations



arereadily available. Following SIP, we areconsidering
integratingDTLS with a numberof gamingandmultime-
dia protocols.Moreover, integratingDTLS with a variety
of otherprotocolswill give us an opportunityto observe
its performancebehavior andmake changesasappropri-
ate.

We would alsolike to performadditionalperformance
tuning on DTLS. Although TLS works well, subsequent
performanceanalysishas uncovered some unfortunate
interactionswith TCP, especiallywith the Nagle algo-
rithm [24]. As DTLS allows �ner control of timersand
recordsizes,it is worthdoingadditionalanalysisto deter-
mine the optimal valuesandbackoff strategies. Finally,
we intend to do further analysisin an attemptto more
tightly de�ne thesecurityboundsof DTLS.

11.Summary

We havedescribedDatagramTransportLayerSecurity,
a genericchannelsecurityprotocol designedfor use in
datagramenvironments.DTLS is basedonthewell under-
stoodTLS protocolandlike TLS is designedto providea
securechannelthatmimicsthesemanticsexpectedby ex-
istingapplicationprotocols.Dueto simplicity andeaseof
deployment,DTLS providesanattractivealternativeto IP
securityor customapplicationlayer protocols. We have
implementedDTLS aspartof thepopularOpenSSLcryp-
tographiclibrary and�nd that it providesacceptableper-
formanceandis relatively easyto programto.
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