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Abstract.  We show how to add key recovery to existing security pro-
tocols such as SSL/TLS and SSH without changing the protocol. Our
key recovery designs possess the following novel features(1l) The Key
recovery channels are \un lterable" | the key recovery chan nels can-
not be removed without also breaking correct operation of th e protocol.
(2) Protocol implementations containing our key recovery d esigns can
inter-operate with standard (uncompromised) protocol imp lementations
| the network tra ¢ produced is indistinguishable from that produced
by legitimate protocol implementations. (3) Keys are recov ered in real
time, hence most or all application data is recovered. (4) Th e key re-
covery channels exploit protocol features, rather than cov ert channels in
encryption or signature algorithms.

Using these designs, we present practical key recovery attaks on the
SSL/TLS and SSH 2 protocols. We implemented the attack on SSL/TLS

using the OpenSSL library, a web browser, and a network sni e r. These
tools allow us to eavesdrop on SSL/TLS connections from the browser
to any server.

1 Introduction

Intuitively, protocol key recovery means that a third party , by observing network

tra c, can recover the secret key protecting the data transferred between two

parties. Unlike previous key recovery or escrow schemes thavork at the level

of encryption and signature algorithms [23, 24], our desiga use features of the

protocol. We also consider practical issues such as ease @ployment and usage.
Our key recovery designs possess the following properties.

1. Un lterability
Network Iters cannot remove key recovery channels from prdaocol messages
without also breaking the correct operation of the protocol
Previously suggested key escrow schemes and classic cowdrannels do not
have this un lterable property. For example, timing-based channels intro-
duced by Lampson [14] leak secret bits by using small variatins in packet
transmission time. The timing-based covert channel is eayj Itered by a
proxy that ensures all packets are sent at regular intervals Our key recovery
designs do not use such channels and cannot be lItered by sugbroxies.



2. Inter-operability
A protocol implementation with key recovery works seamlesly with other
implementations that do not contain key recovery while still supporting key
recovery. Keys can be recovered from any protocol session imhich at least
one of the participating parties support key recovery. For exanple, a SSL web
server with key recovery inter-operates with a standard (urcompromised)
web browser while still leaking key information.
Note that maintaining the ability to inter-operate preclud es protocol changes.
Previously suggested key recovery systems [5, 12, 4] regaiprotocol redesigns.

3. Hidden key recovery
The network tra ¢ generated by a protocol implementation wi th key recov-
ery is computationally indistinguishable from tra ¢ gener ated by implemen-
tations without key recovery.

4. Real time key recovery
Session keys are recovered before user data is exchanged.

These properties are essential for any practical key recovg scheme. The
inter-operability and hiding properties allow incremental (and unnoticeable) de-
ployment of servers and clients with key recovery. Un lterability ensures key
recovery channels cannot be easily circumvented. Real tim@peration allows
instant decryption and analysis of application data without large storage re-
quirements 3

In this paper, we design key recovery schemes for SSL/TLS an&SH?2 that
possess the stated properties. The basic method for addingel recovery to a
security protocol is to change how the protocol implementaton generates elds
that are \random looking". For example, when the server need a random nonce,
the server uses the encryption of the session key as the nonc&ssuming the
cipher is semantically secure [1], this ciphertext is a vall nonce because it is
indistinguishable from a random string.

2 Applications and Threats

In this section, we discuss several consequences of hiddendaun Iterable key
recovery systems.

2.1 Hackers

A hacker can break into a SSL web server and patch the SSL libry with hidden

key recovery. This attack allows the hacker to eavesdrop onlaSSL connections
to the server without ever having to access the server agair-rom the network
point of view, there is no detectable di erence between the dginal and the

hacked server. Therefore, it is hard to detect these attacksvithout host based
intrusion detection system such as Tripwire [13].

% This property seems well suited for a wiretapping device such as the government's
Carnivore program [9].



2.2 Governments

The government can convince major software vendors to distbute SSL/TLS or
SSH2 implementations with hidden and un Iterable key recowery. Using a Car-
nivore device, the government can monitor all encrypted conections established
using these protocols in which either the client or server ha been compromised.
Users will not notice the key recovery mechanism because thecheme is hidden.
Even savvy users who use a proxy to counter standard covert @nnels cannot
circumvent key recovery because the channels are un lterale.

Our designs provide an easy way of deploying a government keycovery sys-
tem. For example, key recovery enabled web browsers can besitalled at public
libraries to ensure that criminals and terrorists do not conduct their business
using SSL sessions at these facilities. The social and patal implications of a
government key recovery system are outside the scope of thigaper.

2.3 Trusting Closed Source Products

While the design and implementation of security protocols #ould be left to
experts, end users must verify that the implementation corectly follows the
protocol. In particular, users should ensure that implemenations do not contain
the key recovery mechanisms described in this paper.

Unfortunately, validating implementations is often impra ctical. Most com-
mercial software libraries are closed source and can only balidated using black
box testing. Black-box testing is carried out by running the product and observ-
ing external state (such as generated network tra c) to ensure that it works as
promised. Hidden key recovery, however, cannot be detectebly observing exter-
nal state. Hence, black-box testing is insu cient for valid ating security products.
Note that checking MD5 ngerprints and standard code signing techniques is also
inadequate for detecting compromised implementations.

The problem is much harder for hardware implementations of scurity proto-
cols. Many vendors already sell hardware implementations folPsec. Next gener-
ation SSL accelerators implement the entire SSL protocol ihardware. Note that
even FIPS 140-2 [16] certi ed hardware must be checked. Indsl, it is harder
to verify FIPS level 3 and 4 certi ed hardware because they ae designed to be
tamper resistant. Furthermore, the FIPS certi cation migh t provide users with
a false sense of security. How can end-users ensure that tleesnplementations
do not provide hidden key recovery?

It is currently an open problem whether there is a way for a clsed implemen-
tation to prove to the outside world that it is properly follo wing the protocol
and does not implement our hidden key recovery. Therefore,tiis fair to say
that closed source software and hardware implementationsfcsecurity protocols
cannot be fully trusted since it is hard for end-users to valdate them.

3 Assumptions and De nitions

We de ne some useful terms and also state our assumptions abib the opera-
tional model.



Escrow Agency Field (EAF). In our key recovery system, a key (such as
a master key or a session key) that enables decryption of netwvk trac is
encrypted with another key (the recovery key). The result of encrypting the
session key with the recovery key is called the Escrow Agen&yeld, or EAF. 4
The recovery agency can decrypt the EAF using the recovery ke We also assume
that the ciphers used for key recovery are semantically sece [1].

Model. We consider three entities, a client-side user, a serverdg¢ user and a
recovery agency. The client-side and server-side users usestandard protocol
P to communicate securely while the recovery agency aims to aeypt their

communication. Both users executeP correctly and neither colludes with the
recovery agency.

Hidden key recovery.  Given a cryptographic protocol P with speci ed inputs
and outputs, let P% be a new protocol created with key recovery. Consider a
device implementing P which uses a set of keyX , and a device implementing
POthat knows the same set of keyK (and possibly some other keys thaP ®uses).
We say that P° contains hidden key recoveryif the inputs and outputs of the
implementations of P and P are computationally indistinguishable to everyone
except the key recovery agency. HenceR© conforms with the speci cations of
P, and P9 can inter-operate seamlessly with all implementations ofP.

4 Design and Implementation

In this section, we provide an outline of the techniques for ading hidden and
un lterable real time key recovery to existing security protocols.

4.1 Hidden and Un Iterable Key Recovery

Hidden Key Recovery. The basic idea is to embed the Escrow Agency Field
(EAF) in protocol elds containing random looking data. The rationale is that
the EAF is a ciphertext; A semantically secure cipher produ@s ciphertexts that
look random to everyone except the recovery agency. Therefe, the EAF or
parts of the EAF can be sent in place of any eld containing random data.

For example, when the protocol requires a random nonce, the ance is re-
placed with the EAF. Note that we are excluding standard covet channels be-
cause they are easy to lter (see Section 8).

We prefer encrypting the EAF using a asymmetric (public key) encryption
scheme as opposed to a symmetric (bulk) encryption schemef A symmetric
encryption scheme is used, every implementation must conia a unique key so
as to prevent a system wide compromise by an attacker extract the key from a
single client. On the other hand, a large number of unique key results in a key

4 This eld has the same functionality as the Law Enforcement A gency Field (LEAF)
in the Escrow Encryption Standard (EES) scheme [5].



management nightmare for the recovery agency. If a asymmett cipher is used,
then only the public key is embedded in every implementationof the protocol.
In this case, an adversary that reverse engineers a comprosgd implementation
only recovers the public key and cannot decrypt any messages

Un Iterable Key Recovery. For a key recovery scheme to be un lterable, key
information must be hidden in elds that are essential for the correct operation
of the protocol. For example, the SSL protocol requires imptmentations to verify

a checksum of all the messages exchanged before the negagidtcryptographic
parameters are used. If any message is altered by a third partsuch as a lter,

the veri cation will fail, halting further communication.

4.2 Real Time Key Recovery

We use the following criteria to determine which messages ira protocol are
suitable for real time key recovery | information hidden in a session must be
related to the current session key. We can hide informationm a message about
the current session key only if we have that information befoe the message is
sent. Otherwise, elds in that message can be used to store dér session keys.

Encryption keys shared between two parties are usually gemated from a
combination of secret and public randomness. Either the emyption key or the
secret part of the randomness can be escrowed. Since the epption key is
usually smaller than the secret randomness, it appears thathe encryption key
should always be escrowed. If, however, the only suitable kerecovery channels
are in messages exchanged before key generation, and onetpagenerates the
entire secret randomness, then the system should hide the st randomness
instead. We will see an example of this in SSL.

4.3 Using Low Capacity Channels

In this section, we describe techniques for hiding the EAF invery short elds.
The motivation for developing these techniques is becausenimany protocols,
elds suitable for key recovery are usually very short and canot contain the
entire EAF.

Recall that the EAF is encrypted with the recovery agency's public key (re-
covery key). The shortest public key cipher is a variant of the ElIGamal cryp-
tosystem over elliptic curves (ECEG) [15]. ECEG produces ghertext that is
327 bits (41 bytes) long if the plain text is no greater than 163 bits ( 20
bytes). We therefore assume that 41 bytes is the minimum capeity for hiding an
EAF encrypted using an asymmetric cipher. We also assume thathe ElGamal
cryptosystem over standard elliptic curves is semanticaly secure.

How much information to hide. To minimize the EAF size, the key infor-
mation should be less than 20 bytes. Recall that we can hide tier the session
key or the secret randomness used to generate session keysithgut loss of gen-
erality, we can assume that the key information a compromisd implementation



discloses is shorter than 20 bytes. If the session key or setrrandomness is
longer than 20 bytes, the compromised implementation can geerate them from
a short seed (less than 20 bytes) using a pseudo-random geag&or. This seed
is leaked instead of the full key or randomness. Therefore,tamost 41 bytes of
capacity is required for hiding the ECEG encrypted EAF.

Unfortunately, a 41 byte EAF is often larger than the capacity of a single
protocol session. We describe three methods for hiding the & even if each
protocol session has less than 41 bytes of capacity.

Method 1. Since a ECEG encrypted EAF cannot t into the capacity of one

session, the EAF is split and distributed over a few session€One drawback is
that this method cannot support real time eavesdropping. Arnother drawback

is that the recovery agency, to decrypt a particular session has to assemble
and correlate key information recovered over a number of sefons. The recovery
agency also has to store all encrypted tra ¢ until they can be decrypted.

Method 2. Method 2 is a hybrid method that has comparable security to the
rst while mostly providing real time eavesdropping. The compromised imple-
mentation performs the following procedure.

1. Picks a random keyK for a symmetric cipher. K is used to encrypt the
EAFs. Any semantically secure symmetric cipher can be used.

2. Use ECEG with the public key of the recovery agency to encrpt K . Denote
E[K] as the encryption of K under the public key of the recovery agency.
Recall that E[K ] is 41 bytes long.

3. Divide E[K ] up into shares so that each share is no bigger than the capayi
of a single session. Lei be the number of shares required to reconstruct
E[K]. E[K] is then hidden overi sessions. Note that we cannot hide any
other information for those i sessions.

Erasure codes can be used to divide the EAF into shares to prage redun-
dancy against lost or missed sessions.

4. OnceK has been transmitted, the EAF in future sessions is encryptd using
the symmetric encryption scheme instead of ECEG. For examm, we can
use IDEA with key K and 0 IV.

One disadvantage is that the recovery agency cannot eavesodp on the initial

i sessions. Another disadvantage is that the recovery agenchas to intercept
at least i sessions containinge [K]. If less than i sessions are intercepted, the
recovery agency cannot eavesdrop untiE[K] is sent out again. In fact, it is a
non-trivial task to di erentiate between sessions containng encrypted session
keys and those containingE [K ]. Therefore, this hybrid method is only suitable
if the recovery agency can deduce wheki [K ] is transmitted.

Method 3. This method compromises the security of the cryptosystem potect-
ing the EAF for the ability to carry out real time eavesdroppi ng. For example,
the compromised implementation can use ECEG with a shorter ky to encrypt
the EAF. In this case, the largest ECEG key is used to encrypt he EAF, while



ensuring that the EAF still ts in the available capacity. On e disadvantage is
that an adversary can extract the private key from the public key in reasonable
time.

5 Overview of TLS

We provide an overview of the Transport Layer Security (TLS) protocol [8] before
describing our key recovery attacks on TLS. Readers who areamiliar with TLS
can proceed to the next section.

TLS provides communication privacy and data integrity between applica-
tions. TLS is used on the Internet to secure data tra ¢ between HTTPS clients
and web servers. TLS is the successor to the Secure Socket leay3:0 (SSL3)
protocol [10]. TLS and SSL3 are very similar and unless othevise noted, SSL3
shares the same vulnerabilities as TLS. For brevity, we willonly describe TLS.

TLS runs on top of a reliable transport protocol such as TCP/IP. It consists of
two layers, the record protocol and the handshake protocolThe record protocol
provides a private connection using symmetric encryption ad keyed MACs. The
handshake protocol is layered over the record protocol witbut any cryptographic
parameters, and provides peer authentication and shared seet negotiation.

A TLS session occurs in two phases. First the handshake protml is run
to authenticate the server to the client (and optionally vice versa). The TLS
handshake protocol supports RSA, Ephemeral Di e-Hellman (EDH) and other
key exchange algorithms. In this paper, we will only refer toTLS as it is most
commonly used with RSA key exchange and server only authentation. The
client and server also agree on a symmetric cipher, a MAC furtion, and a
compression algorithm. The cryptographic keys are derivedrom a combination
of a premaster secret chosen by the client and random stringshosen by both
parties. Finally, the application's protocol runs over the record protocol with the
cryptographic parameters negotiated in the handshake.

Next, we give a simpli ed description of the messages exchayed during the
handshake protocol. Figure 1 provides an overview of the masges exchanged
during a TLS handshake.

1. Client Hello: The client sends a list of supported ciphers, together with 3
bytes of randomness and a 4 byte time-stamp. These 32 bytes rka up the
client randomness.

2. Server Hello: The server chooses a cipher among those supported by the
client. The server also sends 28 bytes of randomness with a 4yte time-
stamp and a session identi er (session ID). The session ID gabe up to 32
bytes long. The 28 bytes of randomness and the 4 byte time-stap make
up the server randomness. The session ID is used for resumiisgssions with
previously established cryptographic parameters.

3. Server certi cate: The server sends a chain oKX 509 certi cates to authen-
ticate itself to the client. If requested by the server, the dient may also
authenticate itself to the server.



Client Server
Client Hello .

Server Hello

A

Certificate

A

Server Hello Done

A

Client Key Exchange >

Change Cipher Spec .
Finished (encrypted) .

Change Cipher Spec

A

Finished (encrypted)

A

Fig.1. TLS Handshake with RSA key exchange

TLS Record = headers jj encrypted data
encrypted data = E data jj MAC(headers jj data) jj pad

Fig.2. TLS Record Structure. k denotes concatenation, E[ ] and MAC() denote sym-
metric encryption and message authentication. Padding is unnecessary for stream ci-
phers

4. Client Key Exchange:The client sends a 48-byte premaster secret encrypted
with the public key in the server's X 509 certi cate.

5. Client and Server Finished: The client and server separately derive common
cryptographic parameters from the shared premaster secreand random-
ness. They also verify the key exchange and authentication yo exchanging
the output of a pseudo-random function applied to a hash of dlhandshake
messages and a prede ned string. These two messages are gmted with
the negotiated parameters.

After the handshake, the server and client share a common sedf crypto-
graphic parameters which are used to secure further communoation. The format
of TLS messages in the record protocol is shown in Table 2.

6 Key Recovery in TLS

In this section, we examine TLS to nd subliminal channels for key recovery.
We then discuss our implementation of the key recovery schemin TLS and SSL
3:0. Table 1 summarizes our ndings on which message elds in TIS can be used



Table 1. Candidate elds for key recovery in TLS and SSL. These elds a re all un |-
terable

Field Whom |Size (bits)|Frequency| Session|Restrictions
CipherSuites | Client a few| session | current
Randomness | Client 224 session | current
Time stamp |Client a few| session | current
Randomness |Server 224 session |previous
Time stamp |Server a few| session |previous
Session ID  |Server| up to 256| session |previous
Pad Contents| Both 52| record |current | SSL 3.0

for hidden key recovery. Note that the listed channels are urterable. For each
eld,

{ Whom: indicates whether the eld can be used by either the client, he
server or both.

{ Size: the size (in bits) of data that can be hidden in the eld.

{ Frequency: indicates whether a eld can be used once per TLS session or
once per TLS record.

{ Session: describes the most recent session key that can be leaked ingh
eld.

{ Restrictions: indicates any restrictions that may apply to using the eld.

Surprisingly, even the block cipher padding in SSL 3 can be used as a
channel. We spend the rest of this section describing how toitle information in
padding schemes.

If a block cipher is used to encrypt the record, the record hago be padded
to the cipher's block size. At rst glance, the pad seems us@ss as a subliminal
channel because it is encrypted. However, we can manipulathe pad so that its
cipher text serves as a subliminal channel. Padding for bldc ciphers is di erent
in TLS and SSL3. We rst discuss SSL 30 padding.

SSL 3.0 Padding. The pad can be up to the block size, which is 8 bytes in
most ciphers. The last byte of the pad speci es the pad lengthexcluding the last

byte. The following code snippet shows how the pad is checkeith the OpenSSL

implementation of SSL 30:

/I here bs is the block size

I=rec->length;

i=rec->data[l-1]+1;

if (i > bs) return
(SSL_ERROR_BLOCK_CIPHER_PAD_IS_WRONG);
rec->length-=i;

Only the last byte of the pad is checked because the other by are unspeci ed
in the protocol.



We assume that the block size is 8 bytes. We can also assume ththe data
length in the record is a multiple of the block size because th TLS implementa-
tion controls the amount of data in each record. If the data length is a multiple
of block size, the pad length will be 8 bytes (64 bits).

We create a 52 bit subliminal channel in the following manner| x the rst
52 bits of the ciphertext to contain the EAF. Next, iterate ov er the 2'? possible
values of the last 12 bits of the cipher text block until the decryption of the
last byte is 7. We will be able to nd the desired cipher text with very high
probability because we are iterating over 22 possible values.

TLS Padding. The pad can be between 0 and 255 bytes if the record size is a
multiple of the block size. All bytes in the pad are set to the length of the pad.
Only the pad length can be used as a subliminal channel becaashe content of
the pad is speci ed. Given an encrypted record, however, weannot determine
the length of either the data or padding segment. As a resultwe cannot use the
padding in TLS as a subliminal channel.

6.1 Implementation in SSL/TLS

This section describes our implementation of key recoveryn SSL/TLS.

Hidden and Un Iterable Key Recovery. The TLS implementation con-
taining key recovery should be indistinguishable from stamlard TLS. We can
achieve this goal by using only the subliminal channels listd in Table 1, which
are all un Iterable. We ignore the lower capacity channels axd focus on the client
randomness, server randomness and server Session ID.

Real time Key Recovery. To carry out key recovery in real time, the EAF for
a TLS session must contain key information for the current sesion. Examining
the session column in Table 1, we see that only the client randmness eld and
the pad contents (for SSL 30) are suitable.

Session keys in SSL:B and TLS are created by applying a pseudo-random
function (PRF) to the concatenation of the public client ran domness, public
server randomness, and premaster secret. When RSA is usedr fkey exchange,
the client creates the premaster secret. The client can gemate the session keys
only after it receives the server random in the Server Hello rassage. Unfortu-
nately, the only channel suitable for real time key recoveryis the client random-
ness eld found in the rst message exchanged. Therefore, th only way to carry
out real time key recovery using a compromised client is to hde the premaster
secret instead of the session key.

The client can leak the premaster secret in the Client Hello nessage because
the client generates the entire premaster secret when RSA keexchange is used.
Even if the server does not contain key recovery capabilitis, the client can
compromise the communication between them. If Di e-Hellman key exchange
is used, the client creates only part of the premaster secretin this case, the
client cannot compromise the secure connection without thehelp of the server.



On the other hand, the server can only generate the session ke after it
receives the encrypted premaster secret in the Client Key Eghange message.
Therefore, it is impossible to implement real time key recoery in TLS on the
server. Although real time key recovery on a SSL 3 server is possible, it is
infeasible because of the small capacity of the pad contenthannel. Furthermore,
it is only possible if a block cipher is selected as the symmat encryption
algorithm. We shall concentrate on implementing key recovey in the client.

Low Capacity Channels. Recall an ECEG encrypted EAF is 326 bits (41
bytes) long. The client randomness eld, however, is only 28bytes long. If a
block cipher is used with SSL 30, we can use the pad as another channel. The
pad has a capacity of 65 bytes, giving a total of 345 bytes (276 bits).

The premaster secret comprises of 46 securely generated dom bytes and 2
bytes denoting the client's TLS version. The client versionis a public value sent
in the Client Hello message. Hence, we only need to leak the 4@&ndom bytes.
As suggested in Section 4.3, we leak a small seed of 16 bytesdaderive the
premaster secret from it. This derivation is done by applying a SHA-1 hash on
thirds of the seed. We only use 46 out of the 60 bytes generatdoly the hashes.

To encrypt the EAF, we can use either a short (224 or 276 bits) F5A key (a
variant of method 3 in Section 4.3), or the hybrid scheme (mehod 2). The hybrid
scheme leaks the encrypted symmetric key over two handshaksessions, mean-
ing that the recovery agency cannot decipher the tra c of these two sessions.
Furthermore, if the recovery agency misses either sessioit,cannot decrypt any
tra ¢ until the encrypted symmetric key is sent again.

Prototype implementation. We implemented a prototype for the client side
key recovery scheme in SSL:B and TLS using OpenSSL [17], a free SSL library.
For SSL 30, we implemented the hybrid scheme where we use ECEG to prote¢
a 128 bit IDEA key and leak it over two handshakes. We use IDEA h CBC mode
to protect the 16 byte seed used to generate the premaster sext. ECEG was
implemented using routines provided by Miracl [19]. For TLS, we implemented
a variant of method 3 which uses a short (224 bit) RSA key to prdect the EAF.

Both TLS and SSL 3.0 required only a few lines of additional cde to call on
our key recovery routines. The key recovery routines are cdained in a source le
containing about 400 lines of unoptimized C code. These keyecovery routines
can be reused for other protocols. The small amount of extra@de added to both
protocols demonstrates the ease of implementing key recome

We compiled w3m [11], a web browser, with the modi ed SSL libary to
show compromised HTTPS connections. We also modi ed ssldum [18], a SSL
packet snier, to serve as the recovery agency. It decrypts he EAF to obtain
the premaster secret which is used to generate the sessionykéhe sni er then
decrypts the session tra c and prints out the decrypted contents. We do not
handle session resumes in our implementation but this can beasily added.

The computational overhead imposed by key recovery is trival compared
to the total amount of work done by the client. For SSL 3.0, the IDEA key is
generated and encrypted with ECEG o -line. Hence, no extra work is carried



out by the client during the initial two SSL handshakes. Subsquent handshakes
incur the cost of a encrypting the premaster secret seed witHDEA. For TLS,
every handshake incurs the cost of an RSA operation with a ver short modulus.
Note that the EAF can be generated and encrypted o -line.

7 Key recovery in SSH version 2

In this section, we describe a simple hidden and un lterablereal time key recov-
ery attack on SSH2.

SSH2 Overview. SSH is a secure shell protocol designed to replace insecure
login mechanisms such as telnet. Version 2 of the protocol &H2) is designed
by the secsh working group in the IETF [20] to solve the rst version's short-
comings. Like TLS, SSH2 is divided into several layers. Thedwest layer is the
Transport Layer Protocol, which runs over TCP/IP. The Trans port Layer is
analogous to the Record Layer in TLS. The next layer is the Authentication
Protocol, which runs over the Transport Layer. The last layer is the Connection
Protocol, which runs over the Authentication Protocol. We will focus on the
Transport Layer Protocol.

All messages in SSH2 are carried at the Transport Layer by theBinary
Packet Protocol. This protocol de nes the record structure shown in Table 2.
The packetlength eld is the byte length of the packet, not including it self or
the MAC. The length of the padding must be between 4 to 255 byts, and the
padding should consist of random bytes. Furthermore, both tbock and stream
ciphers are required to pad the structure so that the total sze (in bytes) of the
second to fth elds is either a multiple of the cipher block size or 8, whichever
is larger. The payloadlength eld is calculated by the following equation |
payload_length = packet_length - pad_length - 1. The length elds, payload and
padding are included in the computation of the MAC.

Table 2. Format of a SSH2 Binary Packet

eld type eld description

unsigned int (32 bits) packet _length
byte pad_length
byte[payload _length] payload
byte[pad_length] random padding
byte[mac_length] MAC

SSH2 Key Recovery. When SSH2 is used as the secure equivalent of telnet,
a packet is sent and returned for almost every keystroke. Tté mode of usage
results in a network tra ¢ pattern consisting of a large numb er of small packets



exchanged between the server and client. Furthermore, evgrpacket contains a
single keystroke, resulting in only 1 byte of payload per paket. The total size
of the second, third, and fourth eld is 6 bytes. According to the padding rules
stated in the previous paragraph, there will be at least 8 byes of ciphertext
derived directly from the pad. In SSL 3.0, the last byte of the padding speci es
the pad length. In contrast, the pad length in SSH2 is speci & in a separate
eld. The pad contents are speci ed as random bytes. In a sinde packet, 8 bytes
of the EAF can be hidden as the ciphertext of the pad.

For our key recovery attack on SSH2, the symmetric key used te@ncrypt the
binary packets is hidden in the EAF. If ECEG is used to encrypt the EAF, the
EAF can be completely disclosed in 5 to 10 packets sent by onlgne party. The
probability of either the client or server sending at least 10 packets is very high
because of the network tra c pattern.

Comparison to SSL.  For the padding attack to be viable in SSL 30, the
symmetric encryption algorithm has to be a block cipher. In SSH2, however,
padding is required for all symmetric encryption algorithms, including stream
ciphers. Hence, SSH2 is always vulnerable to our key recoweattack. In addition,
either the client or the server can carry out the key recoveryattack.

8 Related Work

This paper draws on contributions from two complementary lines of research |
key escrow mechanisms and subliminal channels. In contragb previous work,
we examine the threat of key escrow through subliminal chanals at the protocol
level rather than the cryptosystem level.

Key escrow refers to methods allowing participants to hold ecrypted commu-
nication while a third party holds the secret key for the communication. A basic
key escrow scheme takes the session key, encrypts it using ascrow agency's
key, and sends this information together with the encrypted session data. Key
escrow received a large amount of attention with the (failed introduction of
the Escrow Encryption Standard (EES) [5] by the US governmei. Proposed
key escrow schemes at the protocol level, such as the EES, yebn known key
escrow elds such as the LEAF. Blaze showed that the LEAF is lIterable [2].
Denning [4], Kilian and Leighton [12] provides a survey of kg escrow schemes.

Simmons [21] gave the rst de nition of subliminal channels are de ned as
means to convey information in the output of a cryptosystem sich that the
information is hidden to everyone except the escrow party. 8nmons also gives
the rst practical example of a subliminal channel for EIGamal signatures [22].
Desmedt et. al. provide another example using the Fiat-Sharin authentication
protocol [7]. As a solution, Desmedt advocates the use of aee wardens to
eliminate the possibility of subliminal channels in a variety of protocols [6].

Young and Yung [23] investigated subliminal channels in pultic key cryptog-
raphy. In their paper, the compromised key generation algoithms selects keys
for the RSA and ElGamal public key cryptosystems such that the public key



reveals the private key to the escrow agency. Young and Yungater expanded
and re ned these ideas [24].

Lampson mentions a related idea of covert channels [14]. Heeches covert
channels as channels that are not intended for information tansfer. An example
of a covert channel is the timing delay between transmitting network packets.
We do not consider covert channels in this paper because thetend to be easily
Iterable. For example, if an adversary uses timing delay béween messages to
hide information, then adding random delays to messages wadd degrade the
channel. Following Desmedt [6], we only consider channelsriginally intended to
exchange information.

9 Summary and Conclusions

We showed how to add un Iterable and hidden key recovery to aly security
protocol. We also described methods for recovering key infonation in real time,
as well as in low capacity channels. We used these methods tacy out our key
recovery attacks on SSL 3, TLS and SSH2. We implemented a prototype of
hidden and un Iterable real time key recovery in SSL 30 and TLS.

Our results show the ease with which hidden and un lterable ley recovery
is added to existing security protocols. In particular, we @n undetectably add
key recovery without changing the protocol. Our prototype implementation il-
lustrates the danger of trusting closed source and hardwar@mplementations of
security protocols.

It is not easy to design security protocols that resist our hdden key recovery
attack. Canetti and Ostrovsky [3] de ne a model of distribut ed computation
with honest-looking parties and prove some initial resultson the feasibility of
secure function evaluation in this model. It is currently an open problem to build
a practical conversion procedure that will translate any seurity protocol into a
protocol that will remain secure in the presence of honest loking parties.

Despite this, protocol designers should still consider thé family of attacks
when designing security protocols. The authors of SSH statehat SSH2 was
\not designed to eliminate covert channels". As we have show, it is particularly
easy to carry out our key recovery attacks on SSH2 because dsicipher padding
scheme. Our attack on SSH2 will be seriously hindered if the @tocol used a
padding scheme similar to the one used in TLS. We have only exained SSL
3:0, TLS and SSH2. Our ideas will apply equally well to other searity protocols
such as IPsec and Kerberos.
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