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Often used to identify owner of content and prevent
unauthorized distribution
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Digital Watermarking
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 Content is (mostly) viewable
 Watermark difficult to remove (without destroying the image)



Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports) »: 7 W A%y Cm
{
int sockServl, sockServ2, sockClient; S0 4 e dts, ¥ ey ¥
struct sockaddr_in monAddr, addrClient, addrServ2; BT W Yo W e TSI 2 ST X
socklen_t lenAddrClient; sl T et g et
if ((sockServl = socket(AF_INET, SOCK_STREAM, 0)) == -1) { UE lawpnSwrws s LA mPe R @e T Ty & s {
perror("Erreur socket"); PR b ETy
exit(1); W'
} %
if ((sockServ2 = socket(AF_INET, SOCK STREAM, 0)) == -1) { i% e Rl dE o ek ST, WD B e Un. wy -,
perror("Erreur socket"); P PP S SR DN ’
exit(1); ey 0y
} @ CRYPTO
o 7 H H H
Embed a “mark” within a If mark is removed, then
program program is destroyed

Two main algorithms:
 Mark(wsk,C) — C': Takes a circuit C and outputs a marked circuit C'
« Verify(wsk, C") — {0,1}: Tests whether a circuit C’ is marked or not



Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports) r2ew Ve W A%y Y

{
int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

AT RN ST S B ZWOE R S S8 T
B RN VP e TS R R SRS 1o SR SR 3
sl g et

4"

if ((sockServl = socket(AF_INET, SOCK STREAM, 8)) == -1) { Ve fawni eres = LA, PE.N. S TS s QR
perror("Erreur socket'); g el Gt J

exit(1); e

} :

if ((sockServ2 = socket(AF_INET, SOCK_STREAM, 0)) == -1) { St G oE o ke I LT, M B . B ey -1 4
perror("Erreur socket"); ool s BRE AR e 3

exit(1); PHTRTS

} ‘

Embe Both marking and If mark is removed, then
verification require a secret program is destroyed

watermarking key wsk

Two malirarge e
 Mark(wsk,C) — C': Takes a circuit C and outputs a marked circuit C'

« Verify(wsk, C") — {0,1}: Tests whether a circuit C’ is marked or not




Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports) r2ew Ve W A%y Y

{
int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

AT RN ST S B ZWOE R S S8 T
B RN VP e TS R R SRS 1o SR SR 3
sl g et

4"

if ((sockServl = socket(AF_INET, SOCK STREAM, 8)) == -1) { Ve fawni eres = LA, PE.N. S TS s QR
perror("Erreur socket'); g el Gt J

exit(1); e

} :

if ((sockServ2 = socket(AF_INET, SOCK_STREAM, 0)) == -1) { St G oE o ke I LT, M B . B ey -1 4
perror("Erreur socket"); ool s BRE AR e 3

exit(1); PHTRTS

} ‘

4]  Extends to setting where If mark is removed, then
watermark can be an program is destroyed
(a rbitra ry) string [See paper]
Two malirarge e
 Mark(wsk,C) — C': Takes a circuit C and outputs a marked circuit C'
« Verify(wsk, C") — {0,1}: Tests whether a circuit C’ is marked or not




Watermarking Programs

void serveurl(portServ ports)

{
int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

if ((sockServl = socket(AF_INET, SOCK STREAM, 8)) == -1) {
perror("Erreur socket");

exit(1);

}

if ((sockServ2 = socket(AF_INET, SOCK STREAM, 0)) == -1) {
perror("Erreur socket");

exit(1);

}

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

Mark

)

void serveurl(portServ ports)

{
int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

if ((sockServl = socket(AF_INET, SOCK_STREAN, 0)) == -1) {
perror("Erreur socket");

exit(1);

}

if ((sockServ2 = socket(AF_INET, SOCK STREAM, 0)) == -1) {
perror("Erreur socket");

exit(1);

} @ CRYPTO

Functionality-preserving: On input a program (modeled as a
circuit C), the Mark algorithm outputs a circuit C’ where:

C(x) =C'(x)

on all but a negligible fraction of inputs x




Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports)

{

void serveurl(portServ ports)

int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

M Perfect functionality-preserving [ i
impossible assuming

exit(1);

}

if ((sockServ2 = socket(AF_INET, SOCK_STREAM, 0)) == -1) {
perror("Erreur socket");
exit(1);

}

@ cryPTO

obfuscation [scirsvy12]

Functionality-preserving: On input a program (modeled as a

circuit C), the Mark algorithm outputs a circuit C’ where:
C(x) =C'(x)

on all but a negligible fraction of inputs x



Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports) ¥ L
{
int sockServl, sockServ2, sockClient; AR AT W 8 L ZWRVE SRR N S8 T
struct sockaddr_in monAddr, addrClient, addrServ2; TIEE TR SR T OU S S Y ST T L R (SR 1 75 SL
socklen_t lenAddrClient; . PEN' R PR AR '
if ((sockServl = socket(AF_INET, SOCK_STREAM, 0)) == -1) { UE lawpn Swrws s LA M A @e T Tuok Bl el SRR
perror("Erreur socket"); TRt g T e - g G0 ¥
exit(1); iy L v
} %
if ((sockServ2 = socket(AF_INET, SOCK STREAM, 0)) == -1) { g5 21w RO R o ek BT AT W Uy gy -, @
perror("Erreur socket"); L sgod e ad R 3 '
exit(1); RS %
! @ CRYPTO

Unremovability: Given a marked program C, no efficient
adversary can construct a circuit C' where

* C'(x) = C(x) on all but a negligible fraction of inputs x
« Verify(wsk,C') =1



Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports)

{
int sockServl, sockServ2, sockClient;
struct sockaddr_in monAddr, addrClient, addrServ2;
socklen_t lenAddrClient;

if ((sockServl = socket(AF_INET, SOCK STREAM, 8)) == -1) {

Adversary has complete AR
flexibility in crafting C’

Adversary given access

to marking oracle

Unremovability: Given a marked program C, no efficient
adversary can construct a circuit C' where
* C'(x) = C(x) on all but a negligible fraction of inputs x
» Verify(wsk,C') =1

[Also require unforgeability; see paper for details]




Watermarking Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

void serveurl(portServ ports) 0 A% Ly
{
int sockServl, sockServ2, sockClient; 80 A Rbs gY oy €
struct sockaddr_in monAddr, addrClient, addrServ2; B TR T T SRS Ty SO U -y [ R 1
socklen_t lenAddrClient; -~ B T
if ((sockServl = socket(AF_INET, SOCK STREAM, 8)) == -1) { TE lawpl$wrEs s LA mbey A @0 T Thok B {
perror("Erreur socket"); FOR b &0 bz
exit(1); iy
: A
if ((sockServ2 = socket(AF_INET, SOCK STREAM, 0)) == -1) { sF tiendk i W v BB i .y
perrvor("Erreur socket"); BE o 3
exit(1); N 242
; @ CRYPTO i

* Notion only achievable for functions that are not learnable
* Focus has been on cryptographic functions



Watermarking Cryptographic Programs

[NSS99, BGIRSVY01, HMWO7, YF11, Nis13, CHNVW16, BL\W17]

, PRF(k,") ) PRF(k,-)
P Mark A
° ] pseudorz?ndom _ ° ] pseudorz?ndom
function function
@ CRYPTO

* Focus of this work: watermarking PRFs [cHnvwis, Buwi7)
* Enables watermarking of symmetric primitives built from
PRFs (e.g., encryption, MACs, etc.)



Main Result
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This work: Under standard lattice assumptions, there exists a
(secretly)-verifiable watermarkable family of PRFs.




Blueprint for Watermarking PRFS icinvwis, suwa

domain range

Step 1: Evaluate PRF on test points x4, x5, x5 (part of the watermarking
secret key)



Blueprint for Watermarking PRFS icinvwis, suwa

domain range

Step 2: Derive a pair (x™,y™) from y4, y,, y3



Blueprint for Watermarking PRFS icinvwis, suwa

Need different x* for different

programs — otherwise easy to
. remove if adversary sees
domain watermarked keys of its choosing

Step 2: Derive a pair (x™,y™) from y4, y,, y3



Blueprint for Watermarking PRFS icinvwis, suwa

PRF(k, x*)

domain range

Step 3: “Marked key” is a circuit that implements the PRF at all points,
except at x*, the output is changed to y”*



Blueprint for Watermarking PRFS icinvwis, suwa

marked key

PRF(k, x*)

domain range

Step 3: “Marked key” is a circuit that implements the PRF at all points,
except at x*, the output is changed to y”*



Blueprint for Watermarking PRFS icinvwis, suwa
ra Defer

NN

marked key implementation
details for now...

PRF(k, x*)

domain range

Step 3: “Marked key” is a circuit that implements the PRF at all points,
except at x*, the output is changed to y”*




Blueprint for Watermarking PRFS icinvwis, suwa

Defer
marked key implementation
details for now...

PRF(k, x*)

domain range

Verification: Evaluate function at x4, x,, x3, derive (x*, y*) and check if
the value at x™ matches y”*



Blueprint for Watermarking PRFS icinvwis, suwa

Defer
marked key implementation
details for now...

MFUnctionality-preserving: function differs at a single point



Blueprint for Watermarking PRFS icinvwis, suwa
ra Defer

O\

marked key implementation
details for now...

MFUnctionality-preserving: function differs at a single point

|Z[Unremovab|e: as long as adversary cannot tell that (x*, y*) is “special”



Blueprint for Watermarking PRFS icinvwis, suwa,

Prior solutions: use obfuscation
to hide (x*, y*)

How to implement this functionality?



Blueprint fOr Watermarking PRFs [CHNVW16, BLW17]

Obfuscated program: Prior solutions: use obfuscation
to hide (x*, y”*
(P(x*,y*) (x): ) (x*, y™)
¢ ify = x* fout v* Obfuscated program has PRF key
ITx = x, output y embedded inside and outputs
* else, output PRF(k, x) PRF(k, x) on all inputs x # x*
\_ ~/ andy* whenx = x~

How to implement this functionality?



Blueprint for Watermarking PRFS iciwwis, sz

Obfuscated program: Prior solutions: use obfuscation
to hide (x*, y*
/P(x*,y*) (x): ) (x*,¥%)
S o = fout v* Obfuscated program has PRF key
ITx = x, outputy embedded inside and outputs
° else, output PRF(k, x) PRF(k, x) on all inputs x # x*
\_ and y* when x = x~

Essentially relies on

secretly re-programming
the value at x™ functionality?




Blueprint fOr Watermarking PRFs [CHNVW16, BLW17]

Obfuscated program: Prior solutions: use obfuscation
(- \ tohide (x*,y*)
P (x* ) (X):
Obfuscated program has PRF key
embedded inside and outputs
° eIse, output PRF(k, x) PRF(k, x) on all inputs x # x*
\_ ~/ andy* whenx = x~

Key technical challenge: How to hide (x™, y*) within the
watermarked key (without obfuscation)?



Blueprint for Watermarking PRFS iciwwis, sz

Obfuscated program: Prior solutions: use obfuscation
é to hide (x*, y*)
P (xxy) (X): ‘
: % *
cifx = x ’ OUtpUt y Has an obfuscation flavor: need &

o eIse, output PRF(k, bd to embed a secret inside a piece B
\_ of code that cannot be removed

Key technical challenge: How to hide (x*, y*) within the
watermarked key (without obfuscation)?



Blueprint fOr Watermarking PRFs [CHNVW16, BLW17]

Obfuscated program: Prior solutions: use obfuscation
(- \ tohide (x*,y*)
P (x* ) (X):
Obfuscated program has PRF key
embedded inside and outputs
° eIse, output PRF(k, x) PRF(k, x) on all inputs x # x*
\_ ~/ andy* whenx = x~

This work: Under standard lattice assumptions, there exists a
(secretly)-verifiable watermarkable family of PRFs.



Starting Point: Private Puncturable PRFs @iz, smaz, cei

 Watermarked PRF implements
PRF at all but a single point

e Structurally very similar to a
puncturable PRF [Bw13, BGI13, kPTz13]

__ JPuncture, i

punctured key

Puncturable PRF:




Starting Point: Private Puncturable PRFs @iz, smaz, cei

 Watermarked PRF implements
PRF at all but a single point

Can be used to evaluate the
PRF on all points x # x~

__ JPuncture, i

punctured key

Puncturable PRF:




Starting Point: Private Puncturable PRFs @iz, smaz, cei

punctured key

Recall general approach for watermarking:
1. Derive (x*, y*) from input/output behavior of PRF

2. Give out a key that agrees with PRF everywhere, except has value

However, punctured key does not
necessarily hide x*, which allows
adversary to remove watermark

y atx =x PRF key

punctured at x~




Starting Point: Private Puncturable PRFS w17, sz, cen

punctured key

Punctured keys typically do not provide
flexibility in programming value at
punctured point: difficult to test if a

or of PRF

'ywhere, except has value
However, punctured key does not
necessarily hide x*, which allows
adversary to remove watermark

punctured at x~



Starting Point: Private Puncturable PRFS a7, skmz, cea

= X

PRF key punctured key

Problem 1: Punctured keys do not hide the punctured point x*
* Use private puncturable PRFs
Problem 2: Difficult to test whether a value is the result of using a
punctured key to evaluate at the punctured point



Starting Point: Private Puncturable PRFS a7, skmz, cea

a0 K8 ;
A ' o
o
@

Q!

\§e A\

punctured ke

In existing lattice-based private puncturable PRF

constructions [skm17, cc17], value of punctured key

RS at punctured point is a deterministic function of
« Usepr the PRF key

Problem 2: Difficult to test whether a value is the result of using a
punctured key to evaluate at the punctured point



Starting Point: Private Puncturable PRFS a7, skmz, cea

punctured key

Problem 1: Punctured keys do not hide the punctured point x*
* Use privately puncturable PRFs
Problem 2: Difficult to test whether a value is the result of using a
punctured key to evaluate at the punctured point
* Relax programmability requirement



Private Translucent PRFs

PRF(k, x*)

Private puncturable PRF family with the property that output of any
punctured key on a punctured point lies in a sparse, hidden subspace



Private Translucent PRFs

punctured key

Private puncturable PRF family with the property that output of any
punctured key on a punctured point lies in a sparse, hidden subspace



Private Translucent PRFs

punctured key

Secret testing key associated with
the PRF family can be used to test for
membership in the hidden subspace

Private puncturable PRF family
punctured key on a punctured point lies in a sparse, hidden subspace



Private Translucent PRFs

punctured key

* Values in special set looks indistinguishable from a
random value (without secret testing key)

* Indistinguishable even though it is easy to sample
translucent [cpoNo97] values from the set

Sets satisfying such
properties are called



Watermarking from Private Translucent PRFs

PRF(k, x*)

Watermarking secret key (wsk): test points x4, ..., x4
and testing key for private translucent PRF



Watermarking from Private Translucent PRFs

marked key

To mark a PRF key k, derive special point x* and puncture
k at x*; watermarked key is a program that evaluates using
the punctured key



Watermarking from Private Translucent PRFs

marked key

To test whether a program C’ is watermarked, derive test point x*
and check whether C'(x™) is in the translucent set (using the testing
key for the private translucent PRF)



Constructing Private Translucent PRFs



Learning with Errors (LWE) (egos::

(4,sTA+eT) ~ (A,u")

R nxXm R n R m R m
ALy s Ly, ey, U1y



Homomorphic Matrix Encodings eeernswaaj

A way to encode x € {0,1}* as a collection of LWE samples
take LWE matrices 44, ..., A, € ngm and a secret s € Zg:



Homomorphic Matrix Encodings sscrnswaa

LWE matrix
associated with each
input bit

tion of LWE samples
M and a secret s € Z’C}:

S G denotes a special
d  “gadget” matrix

ST(A]_ + x1 * G) + 61
encoding of x; with respect to A,



Homomorphic Matrix Encodings sscrnswaa

LWE matrix
associated with each
input bit

tion of LWE samples
M and a secret s € Z’C}:

S G denotes a special
d  “gadget” matrix

ST(A]_ + x1 * G) + 61
encoding of x; with respect to A,

ST(Ag + Xp - G) + ey



Homomorphic Matrix Encodings sscrnswaa

LWE matrix
associated with each
input bit

tion of LWE samples
™ and a secret s € Z":

S G denotes a special
d  “gadget” matrix

Function of f and

ST(A]_ + X1 G) + €1 A4, ...,Ag

» sT(As + f(x) - G) + noise

Encodings support homomorphic
operations

ST(Ag + Xp - G) + ey



Puncturable PRFs from LWE s

» ST(Af + f(x) - G) + noise

ST(A]_ + x1 * G) + el

ST(Ag + Xp - G) + ey

For any function f, two ways to (approximately) compute STAf
* Directly given the LWE secret s and public matrices 44, ..., A,
« Homomorphically given encodings s (4; + x; - G)
 Worksaslongas f(x) =0



Puncturable PRFs from LWE s

» ST(Af + f(x) - G) + noise

ST(A]_ + x1 * G) + 81

ST(Ag + Xp - G) + ey

For puncturing at x*, let f,,(x*) = eq(x, x™*) be the equality function
* PRF evaluation at x with secret key s: PRF(s, x) = [STAfxwp



Puncturable PRFs from LWE s

» ST(Af + f(x) - G) + noise

To evaluate at x,

ST(A]_ + x1 * G) + 81

ST(Ag + Xp G) + ey

homomorphically compute A¢_

For puncturing at x™, let f,.(x*) = eq(
* PRF evaluation at x with secret key s: PRF(s, x) = [STAfxwp



Puncturable PRFs from LWE s

» ST(Af + f(x) - G) + noise

ST(A]_ + x1 * G) + el

ST(Ag + Xp - G) + ey

For puncturing at x*, let f,,(x*) = eq(x, x™*) be the equality function
* PRF evaluation at x with secret key s: PRF(s, x) = [STAfxwp

* Punctured key consists of encodings of bits of x*
 Allows computing ST(Afx + eq(x, x™) - G) + noise for all x



Puncturable PRFs from LWE s

» ST(Af + f(x) - G) + noise

ST(A]_ + x1 * G) + 81

ST(Ag + Xp G) + ey

For puncturing at x*, let f,.(x*) = asfam

+  PRF evaluation at x with sed kit UL
except when X =x"

 Punctured key consists of e
 Allows computing ST(Af + eq(x x*) G) + noise for all x



Privately Puncturable PRFs @i

PRF(s, x) = [sTAfx]p

Key idea in [BKM17]: encrypt the

T A x G e
s (A; + x1 )+ e punctured point using an FHE

scheme and homomorphically
evaluate the equality function

ST(Ag + x}‘ y G) + ey

Evaluating PRF using punctured
key requires knowledge of x*

Evaluating using punctured key outputs

sTA; +s" (% ceq(x, x*) + e) .G +¢é



Privately Puncturable PRFs @i

PRF(s, x) = [sTAfx]p

Key idea in [BKM17]: encrypt the

T *
S'(A; +x7-G)+e
(44 1 ) 1 punctured point using an FHE

scheme and homomorphically
evaluate the equality function

ST(Ag + x}‘ y G) + ey

Evaluating PRF using punctured
key requi Value after FHE

evaluation and
Evaluating usin§ decryption

sTA; +s" (% ceq(x, x*) + e) .G +¢é



Privately Puncturable PRFs @i

PRF(s, x) = [sTAfx]p

Key idea in [BKM17]: encrypt the
punctured point using an FHE

ST(A]_ + x; * G) + 61

scheme and homomorphically

r -
s (A +x;-G) + ey evaluate the equality function

Evaluating PRF using punctured
key requires knowledge of x*

Evaluating using punctured key outputs Rounding away the FHE

) G error: small if s is short

and we restrict to low-
norm columns of G

2

sTA; +|s" (z ceq(x,x*) +e




Private Translucent PRFs
Change real PRF evaluation: PRF(s,x) := lSTAfo_l(D)]p

Evaluating using a punctured key yields

ST(Afx + (w-eq(x,x*) +e) - G)G‘l(D) + noise

Use a different scaling

factor in FHE scheme
(instead of q/2)




Private Translucent PRFs
Change real PRF evaluation: PRF(s,x) := lSTAfo_l(D)]p

Evaluating using a punctured key yields

ST(Afo‘l(D) + (w - eq(x,x*) +e) - D) + noise

When x = x*, this becomes [ST(Afo_l(D) + WD)]p

Can choose w (part of the

punctured key) to tweak the
value at punctured point




Private Translucent PRFs
If x = x*, evaluating using the punctured key yields |s” (4, G™*(D) + WD)]p

Key idea: sum up multiple evaluations with different multiples w; and D; yields

Z sT(Ar, 6 (D) + w;D;)| = [sTw]p

i

Output at punctured point is an LWE
sample with respect to W (fixed public

matrix) — critical for implementing a
translucent set




Private Translucent PRFs
If x = x*, evaluating using the punctured key yields [ST(Afo_l(D) + WD)]p

Key idea: sum up multiple evaluations with different multiples w; and D; yields

2 sT(Ar, 6 (D) + w;D;)| = [sTw]p

i

p

Testing key is a short vector Zz where Wz = 0:
(|s"W] ,2) ~ |s"wz] =0
p p

[See paper for details]



Conclusions

private puncturable PRFs watermarking
[BKM17, CC17] [CHNVW16, BLW17]

O O
lattice-based indistinguishability

assumptions obfuscation



Conclusions

private puncturable PRFs watermarking (via private
[BKM17, CC17] translucent PRFs)
O O
Qis WOV
lattice-based indistinguishability

assumptions obfuscation



Open Problems

Publicly-verifiable watermarking without obfuscation?
 Current best construction relies on iO [cHnvwie)

Additional applications of private translucent PRFs?

Thank you!
http://eprint.iacr.org/2017/380



