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How (Not) to Remove a Watermark

Removing the watermark destroys the image



Watermarking (Cryptographic) Programs
[NSS99, BGIRSVY01, HMW07, YF11, Nis13, CHNVW16, BLW17]
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Watermarking (Cryptographic) Programs

Eurocrypt 2017

Embed a string within the program

If mark is removed, then program is 
destroyed

• Notion only achievable for 
functions that are not learnable

• Focus has been on cryptographic 
functions

[NSS99, BGIRSVY01, HMW07, YF11, Nis13, CHNVW16, BLW17]
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Watermarking (Cryptographic) Programs

Existing constructions (that is robust against arbitrary removal 
strategies) all rely on indistinguishability obfuscation

[CHNVW16, BLW17]

Conceptually seems like an obfuscation-like primitive (embed a string 
within a program that an adversary cannot remove)
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Thank you!

http://eprint.iacr.org/2017/380


