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Most of the data I'll present comes from the Symantec Internet
Security Report Edition XIll — covering Jul-Dec 2007
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Some Key Trends

» Underground economy and supply chain lowers
bar for who can participate in cybercrime

» Lack of trust among underground economy
participants may force additional organization

» Malicious software levels consistently rising

— More malicious software in ‘08 than all
previous years combined

— By all accounts, '09 will be same
— Good vs. bad software inflection point

» Web will continue as an attack vector because of
its popularity and content richness

» Targeted attacks will likely be an issue and will
necessitate defense-in-depth protection

> Attackers starting at the supply chain (infected
digital picture frames)

A -

Fraud Economy Menu & Ads

Previous | Goods and Services Current % | Previous % | Prices
1 2 Bank Accounts 22% 21% $10-$1000
2 1 Credit Cards 13% 22% $0.40-$20
3 7 Full Identity 9% 6% $1-$15
4 N/R Online Auction Site 7% N/A $1-$8

Accounts
5 8 Scams 7% 6% $2.50/wk - $50/wk
(hosting); $25 (design)

6 4 Mailers 6% 8% $1-$10
7 5 Email Addresses 5% 6% $0.83/MB-$10/MB
8 3 Email Passwords 5% 8% $4-$30
9 N/R Drop (request or offer) | 5% N/A 10-50% of drop amount
10 6 Proxies 5% 6% $1.50-$30




The Fraud Food Chain 6
/Website
(+ Trojan se

)
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Designed for data theft &

unauthorized access

Exposure by type For the 2nd half Of '07,

» 68% of the top 50
malicious code posed
threat to confidential info

:Eiﬁigiiii{iﬁ;:;m - 3% A from H1 '07;

Keylogger - 15% A from H2 ’06;

M Allows remote access

> Keystroke loggers
represent 76% of the
reported threats to

confidential information

Period

The decline in all five categories could be attributable to a specific piece of malware being
more targeted and having fewer capabilities (e.g., versus having all five capabilities);
malware authors may be employing such techniques to make detection more difficult.
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Trojan.Silentbanker

Standard banking transaction
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Trojan.Silentbanker

Remote
Man in the Middle

Standard banking transaction

All banking
transactions are routed
through the remote system

Attacker-controlled
remote system
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Trojan.Silentbanker

Reocabte
Man in the Middle

Transactions are routed through the proxy

>

Locally installed
All banking malicious proxy
transactions are routed

through the remote system

Attacker-controlled

remote system

Zulfikar Ramzan - Threat Landscape 2008 ‘



Trojan.Silentbanker

Local
Méor matherVisiiekhdng

Standard banking transaction >
Transactions are routed through the proxy

R >

Locally installed
malicious proxy

Account information
is logged on the computer
and then sent to the attacker

The attacker then
uses this information to log
into the account at a later date
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Trojan.Silentbanker

Advanced _
Information Stealing

User requests login page

< <

in pageThe attacker then
tadeg this information to log
into the account at a later date

Account iInfg[aiioN hroMwjntercepts the request

is logged on the PIINURR NN ditional fields to it
and then sent to the attacker

When the user
submits the information,
it is also sent to the attacker

with fields nee

The attacker can then use
this information to log into the
user’s bank account at a later date
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Trojan.Silentbanker

AdvalRactbr
WboheraticatiStealing

The bank sends a password by cell
phone to complete the transaction

The user enters the password

Whastioteicgpiad tty  aofineraticry,
e initiad attzmker
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Man-in-the-Middle Trojans in Action

He o Wen Mgy Dodmads Tods b j+]
|| Astérother Onine B....

Welcome to

Just Another Onlme Bank

L
Please login to your account:
User Name:
Passwore: [
Fingerpant: [
[toge |

TR kit ]
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Staged Downloaders:

When it rains, it pours

For the 15t half of '07: Fiua e rora Instances 8%
Rl.lrh:-_:_ﬁ

» 35% of computers

reporting potential
malicious code infections Tmete=T®
reported more than once
» Many of these likely the —
result of staged
downloaders na Mstancs 655
T Instences 175
| —

Only 10% of malware samples Symantec sees actually exploit a technical
vulnerability; the rest either piggyback or rely on social engineering...
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| B L.tf - WordPad

Using IRS Fears to Install Malware:
Backdoor.Robofo

File Edit Wiew Insert Format Help

Dfin! @il sl i ] * 0.16% of spam blocked by
- Symantec contained
oz malicious code
(¥ from 0.43%)

* 32% of malicious code that
propagated did so over email

Diear Mr e

You have received & complamt m regards to your busness sendices The

(T from 30%)

Imstractans on bow to rerchee s complaint ms well 55 8 copy of the ornginal compls are amached to ths emal

Complaant | Complaint Case Numiber = ot

Complaint | Complant Mace by Constmssr Mr Mask Willams

Diate: 030 | Complaint Registered Agmnst Compan 3
Dater £21/3007

‘ta| Disputes imohving consummer prochucts andor services may be arbirated. Uless they divecthy selate to the contract that i the basis of this Sspute, the
Dolcming i g rering cluirs will be considered for abination anly if all pariics agroe in witing tha the arbitrsior may comider thenr

- Clams based on product labiley,

Claams Bor p | Clams for persomal imjunies.

Cliermiz 5t 1| Clams that have bees resobved by & previcns comt acson. arbaration. of Wiifles saresment between the partes

The decision 23 W whether yow dispute or any part of it can be arbitraied rests solchy with the BBB

The BEB offers s members a bnding arbitration service for dspates imvobing marketplace Transactons. Asbitration & a comvemsent, chilined way 1o
The IRS offi | sctie dsputes quckd and faxly. whout the costs assoaated with other kegal optons

€ 2007 Councd of Bemer Busmsess Bareaus. lac All Pights Reserved
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Using Fear to “Copy Protect” Malware

2. The Client:

1. Does not have the right to distribute the product in any
business or commercial purposes not connected with this sale.
2. May not disassemble / study the binary code of the bot
builder.

3. Has no right to use the control panel as a means to control
other bot nets or use it for any other purpose. ‘
4. Does not have the right to deliberately send any portion of the |
product to anti-virus companies and other such institutions.

5. Commits to give the seller a fee for any update to the product
that is not connected with errors in the work, as well as for
adding additional functionality.

In cases of violations of the agreement and being detected, the
client loses any technical support. Moreover, the binary code of
your bot will be immediately sent to antivirus companies.
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Web Attacks:

The New
Epicenter




Web browsers: many holes

Web browser vulnerabilities

Jul - Dec 2007

m Mozilla

O Safari

@ Internet Explorer|
0 Opera

Period

Jan - Jun 2007

0 10 20 30 40 50 60 70 80 90 100
Documented vulnerabilities

> In H2 2007, 88 vulnerabilities (19 medium, 69 low) affected Mozilla browsers (T from 34)
» Safari (1 high, 12 medium, 9 low); IE (13 medium, 5 low); Opera (8 medium, 4 low)

» 239 Browser plug-in vulns (190 affected ActiveX, 19 QuickTime, 13 Sun Java, 11 Adobe
Flash, 4 Windows Media Player, 1 Adobe Acrobat, 1 Mozilla browser extension)
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MPack: Malware Commoditized

* MPack: web attack toolkit that
appeared late '06; res—
MPack cri hits 500,000 victims

* Toolkit is hosted on a web server | o b un rechions, o/oi/or
and infects pages on that server

» Page visitors get infected

; Start & digcussion @ Prnt article

Poor detection of the MPack data-theft toolkit by antivirus software
has allowed it to run riot on the Internet, a new analysis from Finjan
has clasmed.

The campany says that the 7 Othar stories om this topic
malware system has been used to |
successfully infect 500,000 DATA BREACHES

argest bresch

» Customized: Toolkit determines
exploit method on the fly based e i g e
on user’s configuration (operating | - nfecuen cares of sov froman

+ Saftmare wab-borne attempes.

system, browser, etc) e

+ Semal Busness. Case study in what to do wrong
Metworking TIX apology: We give it a %
 Easy to use: management S mm——"
. M t Wi T £
console provides stats on mcaeen 35, oy o tha bast oiowes | o o o e
infection rates T Zacunty programe SO COUINE | onris e to wake e
: o sonscnarrin | ot o roe o o backns | 1, f1ORE DATA BREACH NEwS
+ Customer care: toolkit can be Qo 2006, Hames o the ot
purchased with one-year support nciudad Sophos, AYG, Mierosoft,
Kaspersky, and McaAfes. Of the top
contract! = security brands, only Symantec

noticed MPack infection,

. Camneunmy

it genarically = |
“Downloader. Trojan.” RE: Windows Server 2000: The
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Web Attacker: Automated

Tools Make it Eas

rhow much you are ready to pay for eksployt?
100-300% (90)
3947%
300-500% (21)
— 9.21%
500-1000 (14) .
[ | 6.14%
and rmore than 1000% (300
I 13.16%
ou write their themselves,,, (28)
1z.28%
ou atternpt to catch them free of charge (45) ed
19.74% P
u
ue,
o=
In all it is vocal: 228 ant
PP —— T ————y —
# 1tis further necessary to harvest button OK. The process of the ganeration of components muki, will Socur dUring rchive  beip: /s nyscure oraf , Jan Tnlaree the amose
510 secerds, A3 soon a3 all components they wil be genersted, conhgurator automatecally mil be shul, and i1 e wth Windows 2000, wih fat not
it dienctory, indicathd Far BASRSRING ha COMDANANEE MU -TLERIOIEA, Hub Follawing RIAE FUFE AOEAAF: 5.03810.5 e hder). EITTER
E Eeret Wi 4} Wulnerabdty®,
rodaft « Me05- 054, Purpose: mschne Hacker reads the fary
't Virtusl Mactene, (ether & micresel tale grandsen;
!F- .. b begen ts call
gm dat 1059 AT b
eG4 coi M GA2 e riemieri B < grandfatiier, ased why
eG4 him 5540 g wrnn:‘sﬂxn :Tg..m:« friand,
| misaz00ssn dat 210 & Microst Vil which them yatnot
malizl ar 14637 TR TS TICE.
matum ehm 12047 oo, Aes B4 2005, Ascondng th
matrnz ant nz 7B brawsar Mazia Firatar
Pt 1 him 1623 -
Hug pr Crvarflos rabilty”,
A 2 bm 40 by et At -
a0 dal 37 et s =
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Making $$$ By Exploiting Browsers: .

Rogue Affiliate Programs

o PR (oo ]

@ . Rogue distribution networks
.. m make money by using browser

% exploits to install downloader
..‘ A‘% Trojan horse programs

ool s T b  The downloaders are then used
to install adware & spyware

LAST NEWS

Laiame
roRay

* Reportedly pay for 0-day
vulnerabilities such as WMF

* WMF vulnerability said to be
purchased for ~$4K USD

» Discovered in active exploit via
iframecash.biz & others

SIGNUP TODAY!

B 7 & (. T
CODALATION W 0L

AT TIPS UP | 8807 UL | T
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The Not-So-Tough Life of a .

Roqgue Affiliate

"Most days, | just sit at home and chat online
while | make money," 0x80 says. "l get one
check like every 15 days in the mail for a few
hundred bucks, and a buncha others | get from
banks in Canada every 30 days." He says his
work earns him an average of $6,800 per
month, although he's made as much as
$10,000. Not bad money for a high school

dropout. ,,

Invasion of the Computer Snatchers,
The Washington Post, Feb. 19t 2006
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Drive-by Pharming Overview

« Attack concept developed by Sid Stamm, Markus
Jakobsson, and me that strongly leverages prior
work on JavaScript host scanning presented by
Grossman at BlackHat.

 Local broadband routers (both wired and wireless)

2_5=b
offer a web management interface for device
configuration
— Consequently, these devices contain a web
server that runs a web app

* The web app is often susceptible to cross-site
request forgeries (made easier since there is
usually a default password that users often fail to
change)

» Broadband routers govern DNS settings...

« Can change these settings from a remote location;
victim only has to view web page containing
malicious JavaScript to become infected
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Drive-by Pharming Flow

Good DNS
Server

Home
broadband / )
wireless router

Web Browser

Rogue DNS
Server ‘ J7eD site with

JavaScript

Malware
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Drive-by Pharming In the Wild

Attacks always get better; they never get worse
Old US National Security Agency Saying

* Used an HTML IMG Tag
(NO JavaScript!) Tu Amigo(a) escogic una tarjeta de nuestro stio, especiaimente para t.

* Took advantage of virtual T ¥ i selachd

ety

hostnames (no need to
guess router’s IP)

(54 ol enlace na fundana, puedes copara y pegara en la barra de direcciones de tu navegador).

) Fara recogerlc & mano desde ka pégna, scude a: hetp:) 15p
* Exploited router used by e e e e SR Ee St T
large Mexican ISP to ) ) o
. ROTA: 2  olrow comienidion.
pharm Mexican bank
IAdvertencia!

+ Added DNS entries
directly (no separate a2 i s S s por o ot 5 e ol s i
DNS server needed |) Todo los correos auténticos de gusanito te enviardn directamanta a la tarjeta que has recibido.

Fara ver informacidn detallada, entra a nuestra pdgina espedal de Advertenda,

* Router was particularly

susceptible to Drive-by Te que tu tarjeta eetard disponitle 2 semanas a parti d la fecha en qua fus emiada.
. . . Por favor, no womoamcmm Esta cuenta no es monitoreada y por ello no recibinas respuesta.
Pharmlng since admin Para conéctate a ito com @ ingresa en 1a liga “Ayuda” ubicada en la esquina supenior
durischar del st

password not required to
change router settings.

COMm: ge RL ge C. 0003 |05 Qerechos resenados.
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Symantec
Global
Intelligence

Network

Symantec™ Global Intelligence Network 6

ﬁ ﬁ
80 Symantec Monitored _
[ —| |

> 7,000 Managed Security Devices + 120 Million Systems Worldwide + 2Million Probe Network + Advanced Honeypot Network

San Francisco, CA
Mountain View, CA

Culver City, CA

Austin, TX

Sydney, Australia
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What Information does the GIN

Contain?

The Global Intelligence Network contains several key types
of information about Internet-based threats:

— Attack Intelligence

— Malicious Code and Security Risk Intelligence
— Fraud Intelligence

— Vulnerability Intelligence

— Exposure Intelligence

The various types of intelligence both come from and
power many of Symantec’s products
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GIN Production Information Sources

Where does the intelligence come from?

The Global Intelligence Network is comprised of information collected from a number of sources, both internal and
external. The internal sources are a combination of customer-facing and Symantec-internal products and services:

—Norton AntiVirus (NAV)

~Norton Internet Security (NIS) i “"'i "%"‘"

_Norton 360 (N360) P o o
: 1 1 i

—Symantec Endpoint Protection : _
DecpSit |

—Symantec Honeypots (AQS) i

—Brightmail Anti-Spam —
—Phish Report Network (PRN) it i i
—Internal Research Projects

—Managed Threat Analysis (MTA)

—Managed Security Services.
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The Road
Ahead

Future Watch

* Web will grow as an attack vector
* Online games — interesting to watch out for
¢ Election-related attacks!

 Leveraging social networking sites and other
staged attacks

» Continued commoditization and “business
process” innovation

» Targeted Attacks
* Pre-shipped Malware

Good news: Closely monitoring the threat landscape and
studying its evolution allows us to counteract these threats

Search terms for more information: Symantec Internet Security Threat
Report, Symantec Security Response Blog, Crimeware Book
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Thanks!

Zulfikar Ramzan

More info: Search for ‘Symantec Internet Security Threat
Report’ or ‘Symantec Security Response Blog’ or
‘Crimeware Book’




