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Vulnerability Stats: web is “winning”
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Maijority of vulnerabilities now found in web software
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Web security: two sides

N

J<> Web browser: (client side)
= Attacks target browser security weaknesses
= Result in:
» Malware installation (keyloggers, bot-nets)
* Document theft from corporate network
+» Loss of private data

@® Web application code:  (server side)
= Runs at web site: banks, e-merchants, blogs
= Written in PHP, ASP, JSP, Ruby, ...
= Many potential bugs: XSS, XSRF, SQL injection
s Attacks lead to stolen CC#, defaced sites.
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Stanford Web Security Research

People

Adam Barth
Dan Boneh
Andrew Bortz
Collin Jackson
John C. Mitchell

Overview

The Web Security Group is a part of the Stanford Security Laboratory. Research projects
focus on various aspects of browser and web application security.
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Securing the Web Platform

ForceHTTPS Cookies: A Defense Against Eavesdropping and Pharmin
Collin Jackson and Adam Barth
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Anti-Phishing Browser Extensions
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Helen J. Wang, Xiaofeng Fan, Jon Howell, and Collin Jackson
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Outline
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® Web Refresher:

@ Security User Interface
= Goals of a browser
= When is it safe to type my password?

@ Same-Origin Policy
= How sites are isolated
= Opting out of isolation
= Frame hijacking
= Navigation policy

@ Cookie security
@ Browser security design
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HTTP protocol
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@® HTTP is
= widely used
= Simple
= Stateless

= Unencrypted

facebook  Home Profile Fri

""‘ What's on your mind?

5 Grad school

A statws Updates DEVENEZ - Stephane Messika cherche des associes sur
RODUCTEUR

[@ Photos wsowmae  http// /www.devenezproducteurs.com
DEPUBTBOK  ahout an hour ago - Comment - Like

¢1 Links

v More # Create Alix Lourme Multiples virages a partir du lundi 18 ?

about an hour ago - Comment - Like

Mani Virapin
Ma Famille d'abord - EuroTraining
Source: www.youtube.com

Extrait de Ma famille d'abord x Saison-S, Episode-19 (Gym
nazel) myspace.com/dr_smax ***ssssssssssassaraaae

B about an hour ago - Comment - Like - Share
Myriem Benzadi likes this.
Write a comment.
Christine Laurendeau is running out of favourite characters after

the Lost season finale...
2 hours ago - Comment - Like

R sérémy schwartz

s G LA E s B

Requests
25, 2 friend requests
T 1 event invitation

%8 1 anniversaire request

Suggestions

valrhona
Uriel Chemouni is a fan.
Become a Fan

Highlights

EETYTTE Thrif
Eif is a fan.
Become a Fan

NohO & MadaMe
JOrdonNe

RSVP to this event

TapDefense
Collin Jackson is a fan.
Become a Fan

And this was only the
beginning...
| Matt Jones is tagged.

LivingSocial
6 friends use this.
4 Chat (13)

—— e urszen Sectogs Logoue |

See All

See All

x

ExPosltioN de DeSsiNs - [3]

Martin Levent is attending.
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URLS
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¢ Example:

~

Ihttq :[fstanford.edL

:81

/class

"name=cs15$#homeworl<.

Protocol

Hostname

@ Special characters are encoded as hex:

Port

= %0A = newline
s %20 or + = space, %2B = + (special exception)

Path

@ Global identifiers of network-retrievable documents

N\

Fragment

Query




HT TP Request

N
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Method File HTTP version Headers
| | | A
GET /index.html HTTP/1.1 /

Accept: image/gif, image/x-bitmap, image/jpeg, */*
Accept-Language: en

Connection: Keep-Alive

User-Agent: Mozilla/1.22 (compatible; MSIE 2.0; Windows 95)
Host: www.example.com

Referer: http://www.google.com?qg=dingbats

——

\ ™ Blank line

Data — none for GET

GET: no side effect. POST: possible side effect.




HT TP Response

Connection: keep-alive
Content-Type: text/html
Last-Modified: Thu, 18 Apr 1996 17:39:05 GMT

<HTML> Some data... blah, blah, blah </HTML>

Set-Cookie: ..
Content-Length: 2543

Cookies

g
¢V
HTTP version Status code Reason phrase Headers
////i;/////////// //////
HTTP/1.0 200 OK /
Date: Sun, 21 Apr 1996 02:20:42 GMT
Server: Microsoft-Internet-Information-Server/5.0

Data
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Security User Interface

When is it safe to type my password?

/N
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Safe to type your password?

N
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@& Bank of the West | - Mozilla Firefox
File Edit View History Bookmarks Tools Help

> —
@ - C GRS 05D ttp 4/ www.bankofthewest.com)OW/home
e

BANK#:WEST Z£3. ome | Search ol

Sign in v : Have a question? Contact Us.

See all our Personal banking products »

PERSONAL SMALL BUSINESS COMMERCIAL
Products & Services  Achieve Your Goals  Bank Online elTimeBanker
C =D
Checking Buy a home Apply for an account online
Savings & CDs Buy a new car Learn about online banking e G T
Credit Cards Save for college Enroll in eTimeBanker e
Loans Maximize home equity
Wealth Management & Trust Consolidate debt
Insurance Try our financial calculators

Done

12




Outline
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® Web Refresher:

€ Security User Interface
= Goals of a browser
= When is it safe to type my password?

@ Same-Origin Policy
= How sites are isolated
= Opting out of isolation
= Frame hijacking
= Navigation policy

@ Cookie security
@ Browser security design




Safe to type your password?

N
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Bank of the West

Gives me you paS5w0rds!

User name:

Password:

@ Bank of the West Phishing Page - Mozilla Firefox E@M
File Edit View History Bookmarks Tools Help
P —
@ sy C X ( ]htt ://attacker.com)ogin 2> 'I l']Googfe ,0]
v

14




Safe to type your password?

File Edit View Histo

Tools Hel
T C @ ://www.bankofthevvest.com

thewes.t com,’

thewest.com/

15



Safe to type your password?

N

L/
@& Welcome - Mozilla Firefox ; s s (= E [

BANK OF THE WEST P
Portfolio Online

m

Welcome to Portfolio Online!

Please enter your access ID and click "Continue."
Terms and Conditions

lease read our Terms & Conditions.
Access ID: P




Safe to type your password?

-

& Mozilla Firefox

File Edit View History Bookmarks Tools Help

cl-

Google

—
@ B C X< http://attacker.com/)

@ Bank of the West | - Mozilla

File Edit View History BookmarkS pols Help

BANK/WEST £

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services

See all our Personal banking produ

Checking Buy a home
Savings & CDs Buy a new car
Credit Cards Save for college
Loans Maximize home g
Wealth Management & Trust Consolidate g
Insurance Try our fig

Achieve Your Goals

@ 7 A4 e U a Bankoft. “=st(US) s://www.bankofthewest.com/

/home

Search

Have a question? Co

Online

Learn about ¢
Enroll in eTimeB3

ount online

banking

Find us

Done

ZIP code or city & stat

elimeBanker
I -
Where do | enter my password?
Alternate Login

www.bankofthewest.com |
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Same-Origin Policy

How does the browser isolate different sites?

/N
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Outline
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® Web Refresher:

@ Security User Interface
= Goals of a browser
= When is it safe to type my password?

€ Same-Origin Policy
= How sites are isolated
= Opting out of isolation
= Frame hijacking
= Navigation policy

@ Cookie security
@ Browser security design




Policy Goals

N

VA

@ Safe to visit an evil web site

€ http://a.com

=@

A.com

@ Safe to VISIt two pages at the same t|me

= Address bar
distinguishes them

@ Allow safe delegation

€A http://a.com ] Q x) ()

A.com

http://b.com

€A http://a.com

=@

A.com

lQ@




Components of browser security
policy

N

" @ Frame to Frame relationships
= canScript(A,B)

+ (Can Frame A execute a script that reads or writes DOM
elements of Frame B?

= canNavigate(A,B)
+ Can Frame A change the origin of content for Frame B?

€ Frame to cookie relationships

= readCookie(A,S), writeCookie(A,S)
» Can Frame A read/write cookies from origin S?

@ SecurityIndicator (W) [ssl lock icon]
= Is the security indicator displayed for window W?




Popup windows

N

@ With hyperlinks
<a href="http://www.b.com” target="foo">click here</a>
@ With JavaScript

mywin = window.open(“http://www.b.com”, “foo”,
“‘width=10,height=10")

= Navigating named window re-uses existing one
= Can access properties of remote window:
mywin.document.body

mywin.location = “http://www.c.com?;




Windows Interact

N

7

Google | = | B | 3%
/M Collin says... X \@
< C  v¢ https;//mail.google.com/a/adambarth.com/#inbox 8 » 0O+ F~
Contacts Amit Klein :w3c:webapps =
Collin, Collin (2) » Browser se/? Nov 4 :webappsec (13)
» Google Calendar Jennifer, Adam (7) » movie,asp Oct24 -webkit-committers
v Chat Diane Crawford ,_CACM Res awebkit d‘z‘; 1
invi llin Jackson - chat - Google Che EI_@JLJE
Search, add, or invite & Collin Jackson - chat - Google Chrome il ”
® Adam Barth https://mail.google.com/a/adambarth.com/7ui=28&ik=028c435017 &view=¢ ﬁ
Set status here [ |
® Collin Jackson oops O
@ DannyAtUCB & misspell T 8 -
@ H9565 & take 2 |
.
@ hashfxn A Collin: shot [}
@ jeremyhoffman03 & X what do you want = 0
@ ptcrpsnt A me: ok, one more message lert 0
swingvine.com um... that was your queue to send me another chat message ~ t 0
@ kstrats03 A Collin: um L3
@ MuseFanDO &  select - [ |
| am away from my c... - [ | |
@ mwdalton Archive | -
@ ultima1234 A [ |

Video & more »

1

Pop-in v 'S}I'” I'f




Are all interactions good?

-
N - Conglclh‘:‘@| 22 F
/ [7) Bank of the West Phishin... "'«..\c{,s
& C & hitp://attacker.com/ Dyin » O~ F~
Bank of the West B
Gives me you pa55w0rds! il
p Google I o | B R r
/ < Bank of the West | X \ <
€ C & https//www.bankofthewest.com/EC3¥/home B BankoftheWest[US] P [Q~ K~

-~

BANKREWEST S£3. O CrT— ||

Sign in v : Have a question? Contact Us. Find us |

m

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services = Achieve Your Goals  Bank Online elTimeBanker a8
Checking Buy a home Apply for an account online _l i ’
Savings & CDs Buy a new car Learn about online banking e e G T
Credit Cards Save for college Enroll in eTimeBanker AlternaleiSa g
Loans Maximize home equity 'T_" : )
Wealth Management & Trust Consolidate debt " ,q ; “
Insurance Try our financial calculators :

See all our Personal banking products »




Frames

{ ‘ ish (US) Y| Help Center
Modularity Google =

Earn money from relevant ads on your website

| B ri n g S tog eth e r CO nte nt Sﬁgglei:tisoir:;esir;;ar;cgﬁska::::eysur site’s content. and you eamn money Sign up now »
fro m m u Iti p I e SO u rces Existing AdSense users:
X

Sign in to Google AdSense with your

Roses, Daisies. and more
Local flarists. Same day delivery
Freshest flowers from $10.99

wwvy.seedsandsaplings .com

Google Account
Email

= Client-side aggregation

Password

n& 1 Place ads on your site

Web |mages Maps News Shopping Gmail more ¥ Classic Home | Sign in

Delegation iCoogle e

= Frame can draw only on its

n n S‘T°°"Pes us. ‘ World | Entertainment | ScifTech |+ You[fT) | Recently Featured
OW re C a e Tornadoes Kill at Least 47 People Across ——
; US South - Voice of America | 5

- 8

(Don't have an iGoogle page? Get started )

By VOA News Tornadoes tore across parts

o ...all 1,843 news articles )
83Couga. ofthe southem Uni Get weather forecasts for your hometown and favorite

Clinton camp: Obama will outspend us - places around the globe. r Dannys ting
Houston Chronicle : ¢
By JIM KUHNHENN AP Writer A® 2008 AP Enteryour ZP code| |
Giobeand. WASHINGTON - Hill.. 21l 8,078 news articles
roner: Heath's Death Accidental 0D - Google Calendar
£ Online

By Gina Serpe The results are in: The New
N1 York Medical Examine... all 585 news articles

Bush approved CIA disclosure on
waterboarding - Reuters
By Matt Spetalnick WASHINGTON (Reuters)
US President Georg 7

Im Asking
0:30

Date & Time




Frames and iFrames

/-~ Welcome to AdSense - Windows Internet Explorer
@E\ v https:}fwww.google.comjadsense/login/en_US)

’.Welcome 0 Ad

N
\J

vl 5 l 2 || X lﬁiw:m:l-;le ‘ Pl
[—‘ @2 8 g v |:bPage v {CJ Tools ~ =

GO O le ’ English (US) v‘ Help Center
AdSense g

<iframe name=awglogin [ Sign up now »

A\ )
Src_ https-//WWW-gOogle. Com/ Existing AdSense users:
accounts/ServiceLoginBox” Sign nto Google AdSense ith your
style="width:19em; height:16.4em” Google Account

Email

\> / Password

I& Place ads on your site

oy | cannot access my account

~

Sign in

Address bar says nothing about origin of embedded content
« frames (ads), scripts, flash objects, CSS

@ ... but says nothing about where embedded content is from



Masups: lots of frames (gadgets

N

L
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Web Images Yideo News Maps more »

Advanced Search
Preferences

Google !

Welcome to your Google homepage. Make it your own.

[ Google Search ][ I'm Feeling Lucky ]

Language Tools

Dow closes above 13,000 for
first time

Google Calendar =1 JWeather [~l[=Ix | Date & Time
« April 2007 » Get weather forecasts
Su M Tu W Th F Sa far your hometown and
25 26 27 28 29 30 31 | Ii‘;“"};bg'aces around
1 2 3 4 5 6 7 globe.
8 9 10 11 12 13 14 Enter your ZIP code:
15 16 17 18 19 20 21 l H OK ]
22 23 24 [ 26 27 28
29 30 1 2 3 4 5
6& 7 8 9 10 11 12 Top Stories &=
Add Event Officially In, McCain Seeks Fresh
Start
— San Francisco Chronicle -
CNN.com (> [=] X

all 424 related »

Bush Announces New Malaria
Initiatives
==




Need for isolation - mashups

File Edit View History Bookmarks Tools Help
<f] - - @ /IJ‘_T ‘http://'A"A"N.google.comﬁg v '_

Web |mages Maps News Shopping Gmail more v Samtes@gmail.com | Classic Home | Web History | My Account | Sign out l.“J

@ ;
N Advsnoced Sesrch
U Search Preferences

= - 1guage Tools

[ Google Search ][ I'm Feeling Lucky ] Lenqusas Too

| Home I technology || Recommendations | Add a tab new! Select theme | Add stuff »
Evil Gadget Radio Paradise My Google Groups

111

oogle-dnswall (1)

Perry Farrell - Song Yet To Be Sung
Jethro Tull - Nothing Is Easy
Talvin Singh - Butterfly
Beth Orton - Central Reservation
...more

Search YouTube

Bejeweled You"

CustomRSS

@} Iraq veterans say that war crimes are

Malicious gadget should not affect other gadgets



Window Policy Anomaly

N
File Edit View History Bookmarks Tools Help
<€1 h$ = @ /lj} ‘http://www.google.com/ig - ‘v Gy
Web |Images Maps News Shopping Gmail more v Samtes@gmail.com | Classic Home | Web History | My Account | Sign out |£]

iGoogle | Py -

[ Google Search ][ I'm Feeling Lucky ] e

",
n/...";
J Home [~ H technology H Recommendations ‘ Add a tab new! Select theme | Add stuff »
Evil Gadget ¥ =) Radio Paradise ] (=X My Google Groups ¥ (=) X

AL

@,

Search YouTube v | [=] X

Bejeweled ~ =X

CustomRSS v =X f a

v




A Guninski Attack

N
\J

/= Welcome to AdSense - Windows Internet Explorer

@W\t} v l https:/fwww.google.comjadsensefloginfen_US/ V‘ % l 2| X l‘;m;\e ‘ R\~
[ y — - »

w o ’Welcome to AdSense [ l @ S E@A ~ &}Eage v {CF Taols ~
A

Help Center

GO Ogle [English (US) v

AdSense

Earn money from relevant ads on your website

Google AdSense matches ads to your site’s content. and you earn money
whenever your visitors click on them.

Roses, Daisies. and more
Local florists. Same day delivery
Freshest flowers from $10.99
wyyyy.seedsan dsaplingsiom

e ]

Existing AdSense useys:

30




What should the policy be?

N
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/ [ Untitled

X \_i

COOS[C o | @

& C ¢ http://example.com/

» O~

Sibling

Descendant

,!v

31




Legacy Browser Behavior

Browser Policy
E 6 (default) Permissive
E 6 (option) Child
E7 (no Flash) Descendant
E7 (with Flash) Permissive
-irefox 2 Window
@ Safari 3 Permissive
) Opera9 Window
(?) HTML5 Child




Adoption of Descendant Policy

Browser Policy
[e: E7 (no Flash) Descendant
@ |E7 (with Flash) Descendant
@ Firefox 3 Descendant
@ Safari 3 Descendant
&) Opera?9 (many policies)
(?) HTMLS5 Descendant




Library import

N

L

<script src=https://seal.verisign.com/getseal?

host name=a.com></script>

€3 http://a.com

 Script has privileges of imported page, NOT source server.
» Can script other pages in this origin, load more scripts

* Other forms of importing

%

3

Java

Siverlight @




Pages can embed content from many
sources (example)

N

L/
® Frames: <iframe src="//site.com/frame.html” > </iframe>

® Scripts: <script src="//site.com/script.js” > </script>

® Css:

<link rel="stylesheet" type="text /css” href="//site/com/theme.css" />

Objects (flash): [using swfobject.js script ]
<script>
var so = new SWFODbject(‘//site.com/flash.swf’, ...);
so.addParam(‘allowscriptaccess', ‘always');

so.write('flashdiv');
</script>

35




Cross-origin Interaction

p
%
Sites often need to communicate:
s Google AdSense:
<script src="http://googlesyndication.com/show_ads.js">

= Mashups
s Gadget aggregators (e.g. iGoogle or live.com)

@ Primary method: script inclusion;  site A does:
@ <script src=//siteB.com/script.js>

* Script from B runs in A's origin: full control over A's DOM
* Note: to communicate with B, site A gives B full control !!



Hyhric

craigslist chicago™ e ren
post to classifieds col.n.lfuuuty (3670) housing a:.m'
activities lost+found  apts / housing

my account artists musicians  rooms / share:

help, fag, abuse, legal childcare local news  sublets / temp
general  paolitics housing wante

search craigslist groups  rideshare housing swap
housing | pets volunteers  vacation rental

events classes arking / stora
for sale ~ -> p g

office / comme
personals @s77) real estate for

event calendar e45) strictly platonic
SMTWTTF S women seek women for sale @ss3
22 23 24 25 26 27 R women seeking men  barter  arts

29301 2 3 4 5 men seeking women  bikes autc
! 6 7 & 9 10 11 12 men seeking men boats bab
bicsTprice [ bd T description ___—T—ciy T date books _foare

ers business cds

Redwood Ci 11/28

. .
. $1830 2bd Cozy And Charming 2 Spacious

Bedroom Duplex
House For Rent (Upstairs Unit .
$1800 3bd on! Daly City 11/28

$1525 2bd 2 Bedroom in Awesome Locatien! San Mateo 11/28

Great 2B2B Apartment With
34543 b Cathedral Ceilings! Great Location!

2 Bth, 2 Story fixer-upper .
$2000 4bd . qiiable Novs Daly City

2ba Apartment, Gated Complex,

$1650 2bd w/ Covered Parking, Pool. and Palo Alto  11/28
Laundry

Woo HooWeo Hoo! "Luxury Living
a S Star Community * Woo Hoo!
Great 2818 Apartment Home With
S 2 Cathedral Ceilings! )
1lii || Lll

San Mateo 11/28

11/28

$1586 1bd Daly City  11/28

San Mateo 11/28

OO0 6@ 6000

~
[y




Need for isolation: embedded
content

@& The New York Times - Breaking News, World News & Multlmedla Mozilla Firefox @M
A File Edit View History Bookmarks Tools Help
N @ > C X N k e ‘ http://www.nytimes.com/ By - v pl
HOME PAGE | MY TIMES | TODAY'S PAPER ‘ VIDEC | MOST POPULAR | TIMES TOPICS | E
e Che New ﬁm‘k Cimes
'l ING % DIRECT
| Monday, July 14, 2008 Last Update: 1:42 PM ET
| Amenprlse 9 NYT Archive Since 1981 v | Search
b | soms
g TRAVEL »
REAL ESTATE Sudan Leader [f] THE 2008 CAMPAIGN Lisbon Cor
AUTOS Is Accused of . '
ALL CLASSIFIEDS : Western
Genocide Europe’s
WORLD By MARLISE SIMONS an newest
e, JEFFREY GETTLEMAN 12:35 PM P PR |

3rd party ad should not read/write enclosing DOM

38




Recent Developments

N

a

Cross -origin network requests

~ Access- Control -Allow- Orlgln <list of domains>
Access- Control -Allow- Orlgln ‘

Cross-origin client side communication '

Client- srde messaging V|a nawgatron (older
browsers) | |

postMessage (newer browsers)




window.postMessage

\V

® New API for inter-frame communication
= Supported in latest betas of many browsers

adambarth@hotmail.com

|Add a Contac>!ﬂfgjgj [

AEA
€hare contactd (I -FY- &=




postMessage syntax

N

.

frames[0].postMessage("Attack at dawn!",
"http://b.com/");

window.addEventListener("message", function (e) {
if (e.origin == "http://a.com") {
... e.data ...}
}, false);

€3 http://a.com X | A http://b.com IQQ
Attack at dawn!

A.com




Why include “targetOrigin™?

N

L

€ What goes wrong?

frames[0].postMessage("Attack at dawn!");

@ Messages sent to frames, not principals

= When would this happen?

€ http: / /integrator.com/ i =] @] ]

€ http: / /integrator.com/ i =] @] ]

Integrator
Attacker

I Gadget top-posﬂbss-ce(-ss)l

Integrator source.postMessage(secret)

Attacker j
| Attacker

42




Data export

N
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€ Many ways to send information to other origins

<form action="http://www.bank.com/">
<input name="data" type="hidden" value="hello">
</form>

<img src="http://www.b.com/?data=hello"/>

€ No user involvement required

@ Cannot read back response

@ Read response only from your origin
€ Some port are restricted (SMTP)




Same Origin Requests with
XMLHttpRequest

N

L

<script>
var xhr = new XMLHttpRequest():

prepare reques
xhr.open("POST", "http://www.example.com:81/foo/

example.cgi”, true); // asynchronous

tJ

xhr.send("Hello world!);
xhr.onload = function() {
if (xhr.status == 200

alert(xhr.responseText);

read response

;

</script>




Sending a Cross-Domain GET

N

J € Data must be URL encoded

<img src="http://othersite.com/file.cgi?foo=1&bar=x y">

@ Browser sends:
GET file.cgi?foo=1&bar=x%20y HTTP/1.1
Host: othersite.com

= Any web page can send info to any site

@ Denial of Service (DoS) using GET:
= a popular site can DoS another site [Puppetnets '06]




Sending a Cross-Domain POST

N

L/
<form method="POST" action="http://othersite.com/file.cgi" encoding="text/

plain">
<input type="hidden" name="Hello world" value=“4">
</form>
[<script>document.forms[0].submit()</script> ] SUb:nit
pOS

@ Hidden iframe can do this in background

=> user visits a malicious page, browser submits
form on behalf of user

=> e.g. page re-programs user’'s home router (XSRF)

@ Can't send to some restricted ports, like 25 (SMTP)
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Cookie Security

How to make HTTP statefull securely ?
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Outline
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® Web Refresher:

@ Security User Interface
= Goals of a browser
= When is it safe to type my password?

@ Same-Origin Policy
= How sites are isolated
= Opting out of isolation
= Frame hijacking
= Navigation policy

€ Cookie security
@ Browser security design




Same origin policy: “high level”
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Review: Same Origin Policy (SOP) for DOM:

= Origin A can access origin B's DOM if match on
(scheme, domain, port)

Today: Same Original Policy (SOP) for cookies:

= Generally speaking, based on:
([scheme], domain, path)

y

optional

scheme://domain:port/path?params




Setting/deleting cookies by server
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if expires=NULL:
this session only

Set-cookie: NAME=VALUE ;

GET ... >®
< Server
HTTP Header:

~

domain = (when to send) ; scope
path = (when to send)

secure = (only send over SSL);
expires = (when expires) ;
HttpOnly  (later)

* Delete cookie by setting “expires” to date in past

» Default scope is domain and path of setting URL




Scope setting rules  (write sop)
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domain: any domain-suffix of URL-hostname, except TLD
example:  host = “login.site.com”

allowed domains disallowed domains
login.site.com user.site.com
.Site.com othersite.com
.com

= login.site.com can set cookies for all of .site.com
but not for another site or TLD

Problematic for sites like .stanford.edu

path: can be set to anything




Cookies are identified by (name,domain,path)

cookie 1 cookie 2

name = userid name = userid
value = test value = test123
domain = login.site.com domain = .site.com
path = / path = /

secure secure

\——distinct cookiesJ

@ Both cookies stored in browser’s cookie jar;
both are in scope of login.site.com



Reading cookies on server (wead sor)
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Toner
GET //URL-domain/URL-path Server

Cookie: NAME = VALUE
| -~

Browser sends all cookies in URL scope:
* cookie-domain is domain-suffix of URL-domain, and

 cookie-path is prefix of URL-path, and
* [protocol=HTTPS if cookie is “secure”]

Goal: server only sees cookies in its scope




Examples

both set by login.site.com

cookie 1 cookie 2

name = userid name = userid

value = ul value = u2

domain = login.site.com domain = .site.com

path=/ path = /

secure non-secure
nttp://checkout.site.com/ cookie: userid=u2
nttp://login.site.com/ cookie: userid=u2
nttps://login.site.com/ cookie: userid=ul; userid=u2

(arbitrary order)



Client side read/write:  document.cookie

@ Setting a cookie in Javascript:
document.cookie = "name=value; expires=...; "
@ Reading a cookie: alert(document.cookie)

prints string containing all cookies available for
document (based on [protocol], domain, path)

@ Deleting a cookie:
document.cookie = “name=; expires= Thu, 01-Jan-70"

document.cookie often used to customize page in Javascript




Javascript URL

N

javascript: alert(document.cookie)

The page at http://news.cnet.com says:

l\i - XCLGFbrowser=Cg8ILkjleDzBAAAAMW); MADCAPP=084N4X=4;
s utma=54444343.3092455788315855000.1225608358.1225608358.1232644288.2;

|| _ utmz=544443431225608358.1.1.utmcsr=(direct)|utmccn=(direct)|jJutmcmd=(none);
u_srv_0_0=%281312%29

OK

Displays all cookies for current document



Viewing/deleting cookies in Browser Ul
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@& Cookies . ENISE

Search: ’ Clear ‘

The following cookies are stored on your computer:

Site Cookie Name
| google.com NID -
|| google.com SNID A
__| google.com _utmz =

| google.com _utmz -

Name: __utma
Content: 173272373.28855581
Domain: .google.com
Path: /adsense/

Send For: Any type i
Expires: Sunda)< January 17, 2038 D)O:OO PM
v
l Remove Cookie Remove All Cookies Close I




Cookie protocol problems
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Server is blind:
= Does not see cookie attributes (e.g. secure)
= Does not see which domain set the cookie




Interaction with the DOM SOP
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Cookie SOP: path separation
x.com/A does not see cookies of x.com/B

Not a security measure:
DOM SOP: x.com/A has access to DOM of x.com/B

£<iframe src=“x.com/B"></iframe> }

alert(frames[0].document.cookie);

Path separation is done for efficiency not security:
x.com/A is only sent the cookies it needs




HttpOnly Cookies  1esspi, Fr2.0.0.5

(not Safari)
CJ /\
GET ... N
|
. Server

HTTP Header:

Set-cookie: NAME=VALUE : ——
HttpOnly

e Cookie sent over HTTP(s), but not accessible to scripts
e cannot be read via document.cookie
e Also blocks access from XMLHttpRequest headers
e Helps prevent cookie theft via XSS

. but does not stop most other risks of XSS bugs.
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Browser security design

How to build a secure browser ?
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Outline
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® Web Refresher:

@ Security User Interface
= Goals of a browser
= When is it safe to type my password?

@ Same-Origin Policy
= How sites are isolated
= Opting out of isolation
= Frame hijacking
= Navigation policy

@ Cookie security
€ Browser security design




Approach

@ Fact Browsers will always have bugs
® GoaI Reduce the harm

Damagé if

F_requen_cy of Percentage of
Interactions time vulnerability attack works

with attacker is unpatched
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Percentage of Damage if

time vulnerability attack works
” is unpatched ”

PREVENTING THE
INTRODUCTION




Drive-by downloads

® Silently installs software when
web page is loaded

@ Increase exposure by
compromising other sites and
insert code into them

@ Sites owners unaware they are
participating in an attack

{5) Automatically instal

Landing Site

sda1s UONDeI PR

and run the Matware (V,.

=%
Malware Distribution Site

Provos et al. "All your
IFRAMES Point to Us"




World of Warcraft keylogger

@ Flash Player exploit used to install keylogger
® Links to malicious SWF posted on forums

World of Warcraft - English (NA) Forums -> Security Alert - Flash Vulnerability (an)

i * htep://forums.worldofwarcraft.com/thread. htmi?topicld=6864486401&sid=1 e v 1= L[C( | Q)

URAT T LI R ARG f
e : - W |, Account:
R77An  BLIZZARD ARCHIVE S > R4

Password:
Forum Nav: | Blizzard Archive >

Login

Quick Search |\ (Advanced Search

Search Forum Index

WORLD OF WARCRAFTEMINIS
AVAILABLE NOW!

Toplc Security Alert — Flash Vulnerabllity | 03/09/2009 02:11:43 AM PDT

0. Security Alert - Flash Vulnerabllity 05/28/2008 05:06:14 PM PDT > Reply

Arecent vuinerabillty has been discovered In popular web-content delivery program Adobe Flash, and it could
potentially be used to target World of Warcraft players and accounts. The newest available version of Adobe
Fiash, n 9.0.124.0, does not contain inerability, and w mend that everyone upgrade their
Flash player as soon as possible by visiting the Adobe.com download page at the link below.

hitp://www.adobe.com/shockwave/download/downioad.cgi?P1_Prod_Version=ShockwaveFlash
In addition, to avoid exploitation of this vulnerability, we have temporarily disabled the ability to post hyperfinks in

our forums. Any links will need to be d and pasted into a browser. We'll continue to evaluate any potential
security threats and take any steps necessary to ensure a safe and fun environment

For more Information on this issue, you can read the announcements from the Adobe security team concemning
the threat at the links below.

http://blogs.adobe.com/psirt/2008/05/potential_flash_player_
http://blogs.adobe.com/psirt/2008/05/potential_flash_|

"Solution": Disable hyperlinks on forum



Scaling it up to the entire web
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@ 1.3% of the incoming
search queries to Google Google e

returned at a least one — St o St

malwa re Slte m yrnative for news, arts, culture and ...
@ Visit sites with an army of SRESREERRES e s

b FOWS e rS | n VM S, Ch e C k Calendar of Events : Style Weekly : Richmond's alternative for ...

This sitem m r ter.
Style Weekly welcomes submissions of arts and entertainment events to its weekly

for changes to local e i
[ More results from www.styleweekly.com ]
system
@ Indicate potentially

harmful sites in search
results




Now do it in the browser

—67— ® 00 Reported Attack Site! =%

@ @ (B http://azerbaijan.usaid.gov/ o V) - (' "Google Q)

Reported Attack Site!

This web site at azerbaijan.usaid.gov has been reported as an attack
site and has been blocked based on your security preferences.

Attack sites try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack sites intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Why was this site blocked?

Ignore this warning




Helping the webmaster out

_6 0>0 e | - - Coogle Safe Qrowéing diagnbstic pagé for ézerbaijan;usaid.gov » - | - (:)

QD“ @ 9 o ( *3 ([ hutp://safebrowsing.clients.google.com/s .y ¥ )= [[G]*( Google Q )

Safe Browsing
Diagnostic page for
azerbaijan.usaid.gov

Advisory provided by GO()SIG

What is the current listing status for azerbaijan.usaid.gov?

Site is listed as suspicious - visiting this web site may harm
your computer.

Part of this site was listed for suspicious activity 1 time(s) over
the past 90 days.

What happened when Google visited this site?
Of the 73 pages we tested on the site over the past 90 days,
17 page(s) resulted in malicious software being downloaded
and installed without user consent. The last time Google
visited this site was on 2008-03-08, and the last time
suspicious content was found on this site was on 2009-01-30.

Malicious software includes 22 adware(s), 7 scripting
exploit(s), 1 trojan(s). Successful infection resulted in an
average of 0 new processes on the target machine.

S S B T R R EER I R BB

R N >




Introductlons are easy

@ Impressmns are
cheap ($1 = 2000)

@Ad that is harmless
today may be
maI|C|ous tomorrow

@ POSSIble mltlgatlons:

<|frame |
securlty restrlcted>

<iframe sandb'ox>
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Closing the vulnerability window

N
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. Coordmate with securlty researchers |
u Offer prizes for responsibly disclosed securlty bugs
@ Make patch avallable faster |

@ Deploy patch faster




Obstacles to patch deployment

@ Interrupts work flow
@ Requires adminstrator privileges
@ Risk of breaking things

# Separate update 2

J'Software Update

m eC h a n i S m S Update Available

A new version of Firefox is available:

Firefox 1.5.0.1

@ Si I e nt a p p roa C h : 1t is strongly recommended that yvou upgrade Firefox as soon
as possible.
GoogleUpdate.exe

' This update will cause some of your extensions
/3% \) andjor themes to stop working until they are

updated.

View more information about this update

| Download & Install Now » |




Getting better, but not fast enough
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Latest major version within browser type
§ E
—
=
o OP9S
c
2
@
5 B
>
w
)
= FF2
5 I -
2
©
=
o
o
& IE7
o4 SF3

2007-01-01 2007-04-01 2007-07-01 2007-10-01 2008-D1-01 2008-04-01
date

Frei et al. Examination of vulnerable online Web browser populations and the "insecurity iceberg”



N

L

Frequency of
interactions
with attacker

FAILURE CONTAINMENT

Percentage of
time vulnerability
IS unpatched




Arbitrary Code
Execution

i
i
!
|

]
i
!
|




Protected Mode IE

f

@ IE7 in Vista is a "low rights" process
@ Can prompt user to get more privileges

v

Internet Explorer Security I.s-:_bj

@ A website wants to open web content using this
2/ program on your computer

This program will open outside of Protected mode. Internet Explorer's

Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

’. " Name: Windows Explorer
"4 | publisher:  Microsoft Windows Publisher

| Do not show me the warning for this program again

Allow ] Don't allow




I[E7 Containment Goals

@ Arbitrary code execution won't let attacker:
= Install software
= Copy files to startup folder

= Change homepage or search provider setting

€ Can we do more?







Chromium Security Architecture

Sandbox

“® Browser ("kernel)
= Full privileges (file
system, networking)

= Coarse-grained security
policies protect local
system

@ Rendering engine j]
= Sandboxed B
= Fine-grained same origin

policy enforcement Barth et al. "The Security

@ One Process per plugin Architecture of the Chromium

= Sandboxing optional Browser”

Browser Kernel




Preventing File Theft
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Pictures

“ile Downloads. oo
B

——

eeeeeee
J Public

» Renderer can only write files to
My Documents\Downloads ..

——

-ile Uploads.

+ Renderer is granted ability to upload file using
browser kernel's file picker.

= Network Requests.
» Can only request web-safe schemes (http, https,

ftp)
+ Dedicated renderers for file://




Task Allocation
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Rendering Engine

Browser Kernel

HTML parsing
CSS parsing
Image decoding
JavaScript interpreter
Regular expressions
Layout
Document Object Model
Rendering
SVG
XML parsing
XSLT

Cookie database
History database
Password database
Window management
Location bar
Safe Browsing blacklist
Network stack
SSL/TLS
Disk cache
Download manager
Clipboard

Both

URL parsing
Unicode parsing




Is the "kernel"” too complex?

o

N4

Total CVEs:
Browser | Renderer | Unclassified
Internet Explorer 4 10 5)
Firefox 17 40 3
Safari 12 37 1
-Arbitrary codeexecution vuinerabilities:
Browser | Renderer | Unclassified
Internet Explorer 1 9 5)
Firefox 5) 19 0
Safari 5 10 0




Another approach: Cookie Blocking

@ Block the "Cookie" header
for cross-domain resource sos B
@ Third-party cookie | e D
blocking already does th|s -
for privacy ==
@ Third-party frames are ok °

@ Cross-subdomain might
be ok

Open question: How many sites does
this break compared to content type
filtering?
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