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Why are you finding bugs?
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Bertha the Black Hat of Ill Repute

e Goal
e Dependable Exploitation
e Stealthy

e Thoroughness
e Usually only need one bug

e No need to document
coverage

e Access
e Often no source



Marvin the Megalomaniacal Researcher

e Goal

e Columninches from press, props
from friends

e Preferably in a trendy platform

e Make money from ZDI/Pwn20wn "’ N
e Thoroughness T =
e Don't need to be perfect, don’t want b
to be embarrassed i
b “\
o Access A
e Casual access to engineers : -

e Source == Lawyers



Sally the Stressed Security Engineer

e Goal
e Find as many flaws as possible
e Reduce incidence of exploitation*

e Thoroughness
e Must have coverage metrics
e Should at least find low-hanging fruit

e Access
e Source code, debug symbols, engineers
e Money for tools and staff



The Difficulty of Defense

So, oft in theologic wars
The disputants, | ween,

Rail on in utter ignorance
Of what each other mean,
And prate about an Elephant

Not one of them has seen!




The Difficulty of Defense

e Asymmetric Warfare
e Defenders always have to be perfect
» Attackers can be good and lucky

e Knowing this, is bug finding an efficient defense
strategy?



Limitations of Today’s Lecture

e The mostimportant flaws we find are NOT
implementation flaws

e Common problems:
e Trusting untrusted components
e Poor use of cryptography
e Overreliance on DRM

» Forgotten or cut security features



Black Box Bug Finding

e Basic goal is to exercise all states of software while
watching for a response that indicates vulnerability

Exercise Watch for response Determine
* Manual manipulation * Process stalking epr0|tab|I|ty

e Fuzzing  Debugging * Disassembly
* Process hooking e Emulation e Debugging
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Fuzzing

ISEC



“Smarter Fuzzing”

e Record or implement path through gating functions
e Utilize knowledge of protocol or file format

e Use process hooking



Debugging

DllyDbg - ollydbg.exe

File Wiew Debug Options

wWindows Help

=101 x|

B{4 x| »|+/n| w3+ ¥4 Y| L E[M/T]c|B]

m Memory map
PU - main thread, module ollydbg
Addrez=s |Hex dump Cormand CommMents & | Reagisters (FPLU)
Bo4z0R24 || = ©lir 40@66ea|] A00 EDI, 640 EA |DBEBBREE
Bice ga420A20 || > SB35 A48F40@l pCHP ESI, [4D 1 ECH DREGEECE
e olst f aasnnge (| -~ PC E4 JL SHORT e@420R16 E0 FFFFFFFF
QE4A0800 | AABF) fA450022 || - ES ASEE@4EE |CALL <JMP.KERNELZZ. GetTickDy CKERMELEZ. Get T lokCount EEY BE40ECES ol ludba. BR4DECES
SIHAABAA | AABL) GaqonasE (| . 9943 B4 MOU [EEX+41, EAX ESP BB12094@ ASCII HJ"
SE420B6BE | ABO | ooqsn0zn (| > &R &1 FUSH 1 Tim 1 EEF BE1ZFTFC
TEBEDQBRA | Q2| fAqcnacc || - ES AIECE4PE |COLL <JMP.KERMELZZ.Sleeps KERMNELZZ. 8 leep ESI B12ECERC
%SESSSS gggi aR420041 ] - Egcgnaaaaa ﬁﬁﬁ Egﬁégggg EDI BA4A4S5C ASCIT "Elack on white™
TEOERGER » | 2Bs3 10 FIOU ED, CEB+1C1 EIF 88420R43 ol ludbg. A8420R43
FEECABRA - | SB15_R@Ac4pel CHP_EDX, [40BCAR] C B ES BE23 S2hit BIFFFFFFEF)
reEzooen | 74 ZE JE SHORT @842DAS1 F CS 681E 22bit ©LFFFFFFFF)
Trazaaag . - | FF72 1C 1JSH COWORD EEX+1C] SpEEl =) [4DOED4] = @ A @ 5 6923 32bit BiFFFFFFFF)
TPIZEREA | BBE: | frasnnce || - | FFR2 L8 PUSH COWORD EB+18] SlH> =: [4DBCO8] = @ 2 1 DS 8822 32hit BLFFFFFFFF)
CEIBERER | BB | fnasoncs || - | 62 23244908 |PUSH OFFSET ol lydbg. 98492433 Foemas = Event #o8LX from different pl |5 @ FS o838 Szhir cFFOEG@OIFFF]
TrO306E | ABE: | hsn0cE (| . | 60 BE FUSH @ Araz = @ T 0 G5 G806 MULL
FrELABRA | A Ga470055 || - | 6A G@ FUSH @ Aral = @ 0@
;;Eggggg gggf 20420862 | - SECEB?EFEFF EEELESEct?Eﬁa ol lydba. BB4EE4E 0 8 LastErr BPEEOEEE ERROR_INUAL ID_HANDI
ramoaeas | 600 | ooatnoen || - | B8 e1eee18e | FUSH SoRieoei Cont Inuestaty= = DBA EXCEPTION NOT_HANT 3Pl EREEREED (GGG R0l S0 ks G S L)
FESFABRA | QA< | Gagonper || - | FEPS 28 PIUSH [DWORD EEX+263] Theeadld =» [4DBCD2] = B STE empty —UMORM £191 BEOSFEEC EEBOBDEE
TEZDB6EA | Q80 | fodsno7e (| . | FFPS LG PUSH [OWORD EES+1C] Frocessld =¥ [4Dac:|:|4:| =B 5T1 empty +UHDRr1 3E21 aaasFesa FFFFFEFF
TCAEQBRA | AABE - |E2 E4BAR4BE | CALL <JMP.&KERMELZZ.Cont inuel LKERNELZZ, Cont inueDebuaEuent STZ enmpty —LUMOR SEZFE EEBEREE
FLEZa8ea ea420A7A || - | 22ce WOR EAX, EAX STS empty +UNDRP1 aam ??DSCDBF BEETS2FE
Ga42007C || | E3 15130068 | JAF BE42E099 5T4 emptu 3. 1474364331401499740e-4552
ea4z0R21 || > [ 8336 e@ CHP COWORD EEX1,B ETS enpty 536, DOOOBROOEEEEGEEEEE
Ea420R24 || -] 75 22 JME SHORT @E42DARG 5T6 empty 511. BOCEEAECEEEEGREEEE
G Ga420036 || - | 68 Gl244968 |PUSH OFFSET ol lwdbg. 8492461 |rFormat = "0l lyDba received debua event, |5T7 enptu 554, CODBEGOOEEEEHGEEE
MalElebilEiege., @E420R2E || - | E2 EC3BFDFF | CALL GR4@167C ol lydbg. BE481E670 221@ ESPUDZ
2e420Re2| oLy | aa420m9a (| - | 59 POF ECH FST BEEE Cond @ B @ A Err GO0 8 @@
BE420ATE BE420A21 || - | 62 Gileaeise |PUSH 26616661 Cont inueStatus = DBE‘._EXCEPTIDILNDT HAML | FCW 1372 Prec HEAR, &4  Hazk 5}
aa4z0A%6 || - | FFPE 28 FUSH COWORD EEX+26] Threadld =: [4DBCOS] = B Last cwnd BBGG: HOARGAA0
ea420R22 || - [ FFP3 1C PUSH COWORD EBH+1CT ProcessId = [4 acn4:| =B
a4z0A2C || « | ES SDBAB4ES | CALL <.JMP. SKERNELZZ.Cont inue| LKERNELSZ. Cont inusDebugEvent
aa4z0A01 || - | 3308 HOR EAX, EAX
em420A0% || -| E3 Flizesse |JHP @@42E099
ga420A0% || » | EZ 9FiTesss |CALL endzFzds Col lydbg. BE42F 244
Ga4z0A00 || - | SBEE i3 HOU E0M, [EER+18]
Go420086 || - | 83FA B3 C”PnEE'ﬁrE _ Switch (cases 1..9, 18, exits) -
Dest=@E4ZEDTS
s
Address |Hex dump ASCII wfl 651 20346] BH4A42EC] ~HJ. |ASCII "EBlack on whit|g
BO4THOEE| 08 28 9 Loldt oo o B0 00 92 02 . -YE.. FIF.. e prpr o b .
BA4TAGLE| 46 B6 GE 28 n4 ] 46 Eua BE IC 55147 @ B 2R .. RAF.LLERE. ] e S |
BI04 7AGEE 20 Bg 93 4€ AR B0 G 8iF.. 4rF...54F, ey SnaeE lonaonmar | sl
g B_E!_EE_%_&EL A o PR r o e e ST 45T 90120954 | pE40C3EE| L 1L i
aa4ma4aM@ 4[58 FE 45 aa A Q25147 OB 66 G0|F. . eF F.,.. 56, .. el e i
AR4TARSAIEL 20 47 AR) 65 ﬂﬂﬂ—mm 2847 BA G0 BAER 52 a7 ool o, .. (05, a26 bl TR a.-- b
EEdAlEEy [Entey point of main module

ESEARGEE
TEIZABER

TEECEEER
Bi420M4 1
@E420041

<

Modu e
Madu Le
Modu le
Modu e
Madu Le

Co~WINNT~swstem32~PSAPT.OLL

Cr~WINNT sy sten3z2~ IMAGEHLP. OLL
Ci~0leg-~0dbg2~0OBGHELF. DLL

C: \NINNT\systENSE\INDICDLL dll
CzsWIMMT~systen32~IMM32.d

User code reached

User code reached

i

l_ | Pauzed
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Reverse Engineering

e Decompilation

e Often used for semi-compiled code
.Net CLR

Java
Flash

e Can work with C++ w/ symbols

e Disassembly
e 1:1 matching with machine code

e Modern disassemblers allow for highly automated analysis
process

e Protocol Reverse Engineering



Disassembly - IDA Pro

EIDA - nimda.ex
File Edit Jump Search Yiew Options ‘Windows Help

|= @]« =~ “ﬂ;ﬁ &8 V[ S[peeries ]| £ “‘ o .|.“
D& View-AI N Namesl L Stringsl Hex\u"\ewl T Typesl -\’ Librariesl ﬂ Segmentationl & Structures Notepad |L‘fn Callers and Ealleesl Pmblemsl

Borvers = REE

m-#-wSHK--/7: s xz|eenfE|eee||uses x|e

-Lext:373768E3 ) d HMarne |addess [P 4]
:ex:g;g;g:ig loc_373768E3: L [ oo N; EDDEF:RiF:WSI:TEEI???681C+BST] Chathddiess 7372D4E _|
Jtext: ea eax, [esp+ +Number eshiritten .
Ltext:373768E7 push ehx P H lpl]uerﬁapped ::: Enih:nzz[g’x'“] j;g;si;;
.text:373768E8 push eax ; 1pHumber0fBytesWritten F o .
Ltext:373768E9 push offset adimeVersion1_B ; “HIHE-Uersion: 1.@vrinContent-Tup P
.text:373768EE call  strlen F stlen 37377
.text:373768F3 pop eck F memepy I
.text:373768F4 push  eax ; nHunberOfBytesToWrite F stoat 3737450
text:373768F5 push offset alimeVersion1_8 ; lpBuffer B F stiemp = Jlie :
.text:373768FA push [esp+43Bh+hObject] ; hFile === = ||L _CRTINITfxx)
.text:373768FE call ds:WriteFile DidC| dC| L stant File Yiew Zoom Move Help
_text: 37376904 ush esp+42@h+h0bject] ; hObject F _intterm = =
Jtext: 37376968 Eall Es:gluseﬂandlg : ! I FegDelatekeps @ Q|Q|,¢|1U}|¢| m@l@lz
.text:3737698E lea eax, [esp+u: [REEIETIET - [ol %] 1 RegOuenvale AT :
-Lext=37376912 push esi Famous himda code. Be careful and use the information for good! d I RegSetiaueEu
Stext:37376913 push eax ) } 1 FegErumaluza
_text:37376914 call sub_3737527( | efapmz300dfonp" requires more attentionll j 1 RegClosekey
Stext:37376919 pop ecx || T FegCreatekeyE st
_text:3737691n lea eax, [esp+i: [ Pop up the natepad when the database iz opened Close 1 RegEnumKesExt
| aE rumk ey
text:3737601E pop ecy e oo e e
Jtext:3737691F push eax ; 1pFileHame |Line: 17 of 352
Ltext: 37376920 call ds:DeleteFilen
-text:-37376926 push ebx ; hTemplatefile
-text: 37376927 push ebp ; dwFlagsaAndAttributes Address Caller
_text: 37376928 push 4 ; duCreationDisposition lext 37ITEAF DIMains,» I
Ltext: 37376920 push ehx ; lpSecurityAttributes
Jtext: 37376928 push ebx ; dwSharelode
text:3737692C push LAaeaaeash ; duwbesiredAccess ﬂ
.text:37376931 push  esi ; 1pFileNane B3.33% (-267,400) 35 nodes, 104 edge s
_text: 37376932 call edi ; CreateFilen ’
.text:37376934 nou edi, eax i
Jtext:37376936 cnp edi, OFFFFFFFFh
-text:-37376939 jnz short loc_37376946 T T Caled fanct
.text:37376938 push  esi ; 1pFileMane 1255 lzalluiziay
_text-3737693C call ds-DeleteFilef ewt: 37376838 call  duGetTempFilet amed
text-37376042 .lexlf3?378849 call dsi Eopy_F\IeA_
. tewt: 37376854 call  dxSetFiledttributesd
:Ex::g;g;:zig loc_37376942: 3 CODE XREF: SUD_3?3?681G+B5T] text: 37376066 cal  dsBeginlpdateResourced
-text: Xor eax, eax lext: 3737ER8C cal  dsUpdateResourced
text: 37376944 jmp short loc_3737697A text: 3776897 call ds:Er?dUpdateHesourceA
Jtext: 37376946 ; et 3FATERAE cal  dsGetTempFileM amed
|| | text:373756CE call edi; CreateFiled
ﬂ_' ﬂ text: 37376808 call esi; DeleteFilsd

Command "JumpEnter' failed
searching down CASE-SEMSITIVELY for binary string ...
search failed.

[} Command " JumpBinaryText" failed
searching down CASE-INSENSITIVELY for binary string nimda...
search failed.
Command "AskEinaryText" failed
ching dawn CASE-INSENSITIV "'nimda". ..

[au: idie Down |Disk: S4B [0DODB93C  |3737693C: sub_3737661C+20



Reversing Patches - BinDiff

Project Help

ééﬂ ) Search [jp

Flowgraph | Assembler |

[ | Regular Expression | _| Case sensitive

secondary |

[ primary
=Address= Basic Block
0041edoe |push ehx
on4ledor push e51
004ledos push edi
o04ledos  |mow edi, [espt+arg_4]
oo4ledod push edi
004ledoe push 4
o0o4ledio push [esp+a+arg_0]
004ledld call ds: 00401 0ESASNLIPERDECUZZ2 VAT
oo4ledla |test BaN, BAX
0n4ledlc iz short 0041ED54Toc_41EDS4
o041edle |[inc dword ptrledi]
oo4ledzo  |mow eax, [edi]
O04ledzz cmp eax, OEh
oo041edzs ja short 0O041EDS41oc_41EDS4
oo41edz7 [<or ehx, ebx
O04ledzs test eax, Bax
ood4ledzb  |jbe short 0O041ED4E10C_41ED4E
o041edzd |1ea &5, [edi+d]
0041ed20 |push &5
oo4ledzl push 4
004ledzz push [esp+E+arg_no]
oo4ledz7 call ds:004010B0ASHLIPERDECULEYA]
on4ledsd test Bax, Eax
oo4ledzf jz short 0041EDS4710C_41EDS4
o041ed41 |inc ward ptrlesi]
004led44 inc ehx
o04led4s ine esi
004led4s inc esi
o041ed4r cp ehx, [edi]
004led4s jb short 0041ED30ToCc_41EDZ0
o041led4b |push 1
004led4d pop A
o04l1edd4e |pop edi
oog4led4f |pop esi
004ledsno pop ehx
0o4ledsl  |rEthn -
nnat1 edca fulal P o)

Address
push ehx 0042b98e
push e5i oo4zhast
push edi 004z2b550
ygu}¥s edi, [espt+arg_d4] oo4zhs91
push edi 0o042hboatg
push 4 o04z2hs9a
push [esp+e+arg_o] 0042bo9s
call ds 1 004010ESASNLIPERDECUZ 2 VA o04z2hs5c
Test EaN, BAX oo4zhsaz
jz short 004zB904Toc_42EB504 o04zbhsa4
inc dword ptrledi] 0042b9as6
push o 0o4zbsas
pop ehx o04zb9aa
jz short 0042B9CElOC_42B9CE 0o04zbsahk
lea g5, [edi+d] 0042b9ad
push e51 0042b9ob0
push 4 oo42bobl
push [esp+E+arg_n] oo4zhsbz
call ds:004010B0ASHLIPERDECULEYA] oo4zbshb7
test eax, eax oo4z2bsbd
iz short 0042EB90410C_42E904 oo4zbsbT
ine ward ptrlesi] 0042b9oca
inc ehx 004zb3c4
ine esi 004zhbscs
inc esi 0d4zb3ce
cp ehx, [edi] on4zhscy
b short 0042E9B0T0C_42EB3E0 o04zbscs
push 1 0042bach
pop Eax oo4zhscd
pop edi 0042b9ce
pop esi 0o4zboct
pop ehx 004z2bsda
retn g 004zbedl

fulal o) nnazhada
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Defeating Black Box Bug Analysis

e Many programs include anti-debug functionality
e Check PDB
e System calls, monitor process space
* Throw INTs, test for catch
e Timing tests

e Anti-Reversing
e Dynamic Unpacking
e Pointer Arithmetic
e Encrypted and obfuscated function calls



Anti-Anti-Debug - Snitch

@ Windows Media Player @@@

Wl File view Play Tools Help

|| Now
Playing * | See You on the Other Side [D Title Artist  Album Rating
1 Twisted Transistor  Korn  See You on the Other Side [Deluxe E. ..

Media
Guide

|| Copy from
cD

Media
Library

Radio
Tuner

Copy to CD
or Device

avarites
Premium tured Stations
Services ently Played

& Services
Skin =

Chooser

u
I E jre-6ul8-wi... ProcessExp...

S9KB
1,435KB
9KB
1KB
3KB
1KB

26 KB
1KB

6 KB

Appli
PDE |
CPPF
H File
CPPF
H File
CPPF
CPPF
H File



Snitch Output on WMP

Potential break-point
Exception handler 1
Exception handler 2

Potential break-point
Exception handler 1
Exception handler 2

Potential break-point
Exception handler 1
Exception handler 2

Potential break-point
Exception handler 1
Exception handler 2

Potential break-point
Exception handler 1

Exception handler 2

debugger check at 0x4bf9f889 (blackbox.

is at O0x4bf9fe71 (blackbox.dll)
is at 0x7c¢c83%ac0 (kernel32.dll)

debugger check at 0x4bf9f9fc (blackbox.

is at 0x4bf9fe71 (blackbox.dll)
is at 0x7c¢839%ac0 (kernel32.dll)

debugger check at 0x4bf9f889 (blackbox.

is at 0x4bf9fe71 (blackbox.dll)
is at 0x7c839%ac0 (kernel32.dll)

debugger check at 0x4bf9f889 (blackbox.

is at 0x4bf9fe71 (blackbox.dll)
is at 0x7c¢c83%ac0 (kernel32.dll)

debugger check at 0x4bf9f889 (blackbox.

is at Ox4bf9fe71 (blackbox.dll)
is at 0x7c839%ac0 (kernel32.dll)

Potential OutputDebugString debugger check at 0x7c812aeb
Module: \Devicel\HarddiskVolumel \WINDOWS\system32\kernel32.d1l1l

Potential break-point
Exception handler 1

Exception handler 2

debugger check at 0x4df75f£36 (drmv2clt.

is at 0x4dfdac8e (drmv2clt.dll)
is at 0x7c¢c839%ac0 (kernel32.dll)

dll)

dll)

dll)

dll)

dll)

dll)



White Box Bug Finding

e Black Box techniques always work better with more context
e More quickly triage flaws
e Patch flaws much faster

e Analysis can start with source code
e Look at sensitive areas

e Use lexical analysis to give pointers

Flawfinder
RATS

e Use semantic analysis
Coverity
Fortify

e Most White Box techniques also increase false positive count



Hard to Find Bugs

e MS10-002 — Remote Code Executionin IE 5-8

function window :: onload ()

{

var SourceElement = document.createElement ("div");

document .body.appendChild (SourceElement);

var SavedEvent = null;
SourceElement.onclick = function () {
SavedEvent = document.createEventObject (event);

document .body.removeChild (event.srcElement);

}

SourcekElement.fireEvent ("onclick");

SourceElement = SavedEvent.srcElement;



Hard to Find Bugs

e How does this become a reliable exploit?
e Heap spraying allows for predictable control of memory space
e |E Small Block Manager Reuses Pages

e Asynchronous Garbage Collection can be synchronized by
attacker: CollectGarbage ()

e How about on more modern OSes?
e ASLR and DEP defeated with Flash JIT

e Return Oriented Programming
http://cseweb.ucsd.edu/~hovav/talks/blackhato8.html

e Good analyses of Aurora Exploit:

http://www.geoffchappell.com/viewer.htm?doc=notes/security/aurora/index.htm

http://www.hbgary.com/wp-content/themes/blackhat/images/hbgthreatreport aurora.pdf



http://cseweb.ucsd.edu/~hovav/talks/blackhat08.html
http://cseweb.ucsd.edu/~hovav/talks/blackhat08.html
http://www.geoffchappell.com/viewer.htm?doc=notes/security/aurora/index.htm
http://www.geoffchappell.com/viewer.htm?doc=notes/security/aurora/index.htm
http://www.hbgary.com/wp-content/themes/blackhat/images/hbgthreatreport_aurora.pdf
http://www.hbgary.com/wp-content/themes/blackhat/images/hbgthreatreport_aurora.pdf
http://www.hbgary.com/wp-content/themes/blackhat/images/hbgthreatreport_aurora.pdf
http://www.hbgary.com/wp-content/themes/blackhat/images/hbgthreatreport_aurora.pdf

Future of Bug Finding

e How could you find this bug?
* Requires understanding of IE code
 Difficult to triage

e | ow-Hanging Fruitis Gone
e This bug has existed since IEg

e |nitial flaw can be found by smart fuzzing. How
would you do that?

e Exploitation should require 2-3 flaws for reliability



More Reading

http://www.openrce.org/articles/

Shellcoder’s Handbook

http://www.Rootkits.com

http://peachfuzzer.com/



http://www.openrce.org/articles/
http://www.openrce.org/articles/
http://www.rootkits.com/
http://peachfuzzer.com/

Thank you for coming!

alex@isecpartners.com
newsham@lava.net
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