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Recaps : Differential Privacy
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Q : Does publishing model violate use privacy
?

↳ what does this Q even mean formally ?

Differential Privacy gives one answer

A : Publishing model is Okay as long as training only
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① To be e . DP
,

Train I . I must be randomized
, if  its' non-trivial

.

② Intuition : E - DP ensues
"

not much additional harm
"

. If publishing model
w/o

your data caused harm up . p. including you
data

increases harm to prob e
'

.

p .



Real - World Cryptanalysis
-

So far in this course

Factoring Ecc .
f HE

A. o
. Zk Npc PIN D

ploy Lattices

÷foundations
&

privacy { Cryptanalysis m÷ge%
Protocols

We are

here .

TODAY
,

we'll talk about two recent developments in

real - world cryptanalysis .

↳ Theme :

Cryptosystems often break b/c of misuse

* Poor API design
* Cross - stack confusion
to Bugs in  implementation

?Unsafe optimizations
i

Neither attack will see today comes from a

"

direct
"

attack on the cryptosystem Ie.g . factoring)

↳ Both one from iinndireutmisuse ) failure



GCD Attack

=
As far as I can tell

,
discovered independently by

Lenstra et at
. ( 2012 )

Heninger at  al . ( 2012 ) ←
Zakir D

. ( now Stanford CS prof)( One of main authors oh this

paper .

Background

*

RSD
used all over

the place for encryption & signatures
SSH

,
TLS

,
IPsec

,
PGP

,
.  - - .

C VPNs

→ If you connect to  an SSH or TLS host
,

it will
Send you  its public key

pk= ( N
,

a )
✓

encryption exponent . I often e =3!
[

N :
pg

far large random primes pg

Idea : Scan entire IPA  address space ,

collect all pks

aaa
.

bbb
. cc .

.

ddd - 32 - bit add -
232=4 billion

\
With fast net connection

,
takes S mins I

i 10 gig E Useful life fact
210=1 thousand

is:*EneatEma;
" ( z::i÷i:)

found many Vulnerabilities
0.50% of TLS private keys recovered ( 64k )
0.03% of SSH

'  '  '  '  '  ' ( 2. Sk )



Godthaab
what happened

? found many RSA moduli sharing
Exactly one common factor

-

N -

- pg N' =p.gl#n:istpi.T.tgi )
Both N and N

'

are hard to factor on their
own

,
but

given both
,

can compute length of  modulus

N in bits
-

god ( N
,

N
'

) →
p in time poly ( log N )

↳ in fact
, ly2N time

1%7*94%11:sgt:b . .

"

.dk:
( 300 B. c. E)

Given p ,
can factor N and N

'

using division ?

Probyn: Researchers downloaded a 2¥ keys . Computing
pairwise god among

k keys

Ilk
' ) god computations ⇒ 2

"

gods Do

[ This is a feasible - but very large - amount of work
.

Entire Bitcoin network does = 265 hashes pen
Second . But this takes as much every as

a small country f- Ireland ) uses in a year .

[ Not in reads for an academic group . . .



Bea: GCD Tree l Bernstein )

Compute all pairwise gets at  once

N
,

Nz Ns N t

"
an ? "

n
,
!

is !
N

, NaN , N ! ← Product  of all
Moduli

Runs in time 8 ( k by N )
[

k input keys

2

Compute r = IT mod N
,

then

god ( RIN , ,
N

, ) yields common factor  of W
,

with some other modulus

Ti = N
,

Nz Nz Nt
r = pigg'Nmod N

,

'

r = paqg
'

( junk) mod N
,

'

4N ,
=

pg
'

gunk) mod NY

god ( poignant
, pg ) =p

Need to compute IT mad N
,

'

ing;Dif;:} Use another tree
.



Then compute remainders

N
,

N
- Ns Na

2 £
↳

z
2

( mod N
,

Na ) ( mod Ng Nt )

a.
( mod N ?) (mod WE)@odtNs7YmodNg7tgcdltrh.N

, ) -
-

- -

→ found lots of factors ?



HRSAmoduliodpypfats ?

( Chance of two people picking Same prime is tiny)

I
. Very bad implementation (e.g . IBM mgmt interface's)

Key Gent ) {

A Had coded valves - 9 primerP = Ep, , .  
- - -

-

, Pa }
chose pi , p ; from P

output N ←

pig
. as modulus

}

⇒ Only (9) 2100 possible public keys .



II. Unfortunate confluence of unlucky events
.

* Many embedded Juices leg . net routers) speak
It

* Linux gathers
"

random
"

valuer from I/O devices

↳
keyboard ,

mouse
,

HD
,

. . .

* But
,

embedded devices here no keyboard ,
no

mouse
, no HD

,
etc

.

* On first boot
,

two devices of the same model

here the same state

* On first boot
,

these devices gen RSA

keys I e.g . for SSH server )

↳ Two devices can end up w/ sane key !

Key Genl )

p ← Get Print )
x ← Hash Cstate

,
find))

q
← Get Primed € return smallest prime 7 x

output N=p .

g
as pub buy

fine Device O Device I

O

p
← Get Print)

p
c- Get Print)

I g ← Get Print )g. ← Getting

✓



Infighter ( 2017 )

- One of the most shocking cryptographic attacks
in recent memory .

↳ tens of millions of smart- cards recalled
- Paper is amazing . Really impressive piece of work

→ linked online

Background
* Rss is surprisingly fragile f stfu !

* Many merry
variants of RSA are insecure

* Optimizations can easily break security .

Standard RSA key Gen

p , g
t ft - bit

primes ) for 111024

output Ns-

p
.

g

Infineon smartcard 's used an

"

optimized
"

key gen
:

p
← k . Mt ( 65537

"

mod M )
9

← k
'

M - 16537
a

'

mad my }
for random 4k

'

,
a

,
a

'

to mke p , g prime
output N ←

p
-

g

M is public constant  x 970 bits

↳
Each pine is sampled from a funny distribution (not hiniform)

flwgaedlogic
:

3,2L?! g.hates§rgP } ? 2
"

choices for N

↳ ok ! Right
? Wrong !

→ Infineon pins are easy
to factor .



Don't have time for the full attack
. . . will gin a

simplified version .

Coppersmith :  

.
%.ph?oIhenkcaIsaetYnbitsinofpdjPtim.J

Using primes w/
many random bits

Core Cryptanalytic Tool ( %ff.gr?ithe.gr.ham) :

is n¥ sufficient !

Thy let N -

-

pg
be an RSA modulus of unknown factorization .

Let f e EG ] have degree S

Then can find all sdns Xo of

Sfx ) = O mod p s .t
.

IX. Is NY4S

in time poly ( login ,
8)

This version of them comes from nice survey by
Alexander May . Proof uses lattices

,

Lu
.

Attack Strategy

D Guess a

2) Use Thin to factor N
.

Assume for now that we can guess a .
How done factor ?

Know that p
= KM t ( 65537

"

mod M )
- -

known Known

p = C
,

X t Co

\
We want x'?



We know that forthe special value k we seek
. .  -

( , ) fck ) =p ⇒ 5-44=0 ( modp )

(2) Leg = 1 - f is linear

(3) 1kt L N' 14

↳
m is is N

's
in Infineon 's case

p= Kmt ( mod M ) s N' 12

⇒ ( Kt Dms N
" h

⇒ K e N
"

s N' 14
.

So
,

if me guess
"

a

"

correctly ,

we can apply the

theorem to recover K
.  ⇒ factor .

↳ Gives all solutions in poly time ⇒ Can only be pdynnny .

↳
Try all possible K 's to factor N .



Back to attack step 1 : How do we

guess
"

a

" ?

If MEN
" 3

then there could be IN
" '

possible
values of a

! Too
many to guess

.
.  . faster to

just factor N directly .

Recall that

p
= Kmt ( 65537

"

Mod m )

Itg
: Look at subgroup of It generated by 65537

.

{ 655370
,

65537 's 655373
.

. .
. . .

. . 3 I all mod M )
↳ How many distinct elements are there ?

It depends 'I

If M is prime⇒
Could be am

If M is product
of any smell primes

⇒ Could be very small

Goes , which M Infineon used
.

. . .

If 65537 generates order - A subgroup in Emt
,

then
there are A values of

'  '

a

" to try .

↳ Extra trick in paper . . .
switch

"

a

"

and M to

equivalent a
' and M

' w/o Lanning Gators' cation
↳

Even faster attack I

Be wary of optimizations . If you can'tprove that

opt .
is safe , maybe it's not

.
. .


