
Lecture 15 : signatures and public - key

encryption from Lattices



Record : SIS → CR HF

today : Moore from lattices

SIS
→ trapdoor owe → signatures

LWE : newassu~pt.TL
↳ Regev 's encryption scheme

↳ Post - quantum key - exchange ( Hw 5)

↳ Google has implemented this I
↳ Ongoing NIST competition to

develop standards for post - quantum
cryptography



integer parameters
← t t t

SISCn.m.ae#
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Adversary wins if : 1) Ax = o mod 9
2) 11×11

a
E B

Hash - function from SIS 8

Hs ! A ,
x ) = A x mod q

←
previous
lecture

Fact : If SIS is hard
,

Hass is collisional
HW 4 Problem 5b

-Fact : For appropriate parameters ( mm , a ,
B )

,
if SIS is hard

then we can get a o lection to



✓
" There are only two hard things in CS :

IukomogeuousSISCI.SI#
cache invalidation :# tonguing things

"

Challenger Adversary
#

#

*

XE Z
m

Adversary wins it : d) Ax = y mod 9
2) 11×11

a
E B

Fact ISIS ( n
,
on

, q ,
B ) is as hard as SIS ( u

, ma ,
B )

↳ " there's nothing special about homogenous systems of equations "

solving Ax = o Tu solving Ax - y = O

E SIS ) ( ISIS )



trapdoors

To construct public - key primitives
,

we need certain tasks ( e.g .

Iida )
to be easy given some private information ,

and hard otherwise
.

Moreover
,

some tasks ( es . Figueira in ) should be easy for everyone .

→ gives PRFS
,
PRGS,

block ciphers
For symmetric - crypto ,

the " simplest
"

primitive is the ¥tu
For asymmetric - crypto ,

the " simplest "

primitive is a trapdoors
.

↳ gives PKE
, digital signatures

Trapdooroue-wayfuuct.io# ( Dillie - Hellman 1976 )

A collection of functions { f-
k
: X → Y } Kek is a trapdoor one - way function if :

• There is an efficient Trap Gen Ci ) algorithm that outputs a
"

public
"

kex KEK and a trapdoor tdk
• Given k

,

f- K Cx ) can be efficiently computed for any x. EX }
" keyed

• Given k and y=fk Cx) for x EX
,
it is hard to find x' EX s

.
t fk ( x ' )=y OWE

"

• There is an efficiently computable function f-
' ( HK

,
x ) that outputs

x E X s . t f-
⇐
Cx) = y

Eixample :

K = e

④ f- Cx ) = xe mod N
,
Hr

.

-
- d sit e. 8=1 mod BCN)

-

Remarki OWES are necessary and sufficient for symmetric crypto

i. e
,

OW Fs
→ PRGS →

PRE → PRPS
← ← e-

Trapdoor outs are sufficient for public - key crypto but not

necessary : → PKETrapdoor OWE
← [ Gertner , Malkin, Reingold]



Lattice trapdoors
#

this is just the SIS hash function

( et ta
.
( x ) = A x

'

.
We will show that we can use f

,
as

a trapdoor function .

←

" public
" key

←
trapdoor

• Trap Gen Cu
,

m
. a) → ( A , HA )

UX M

Produces a matix A C- 2kg and a trapdoor HA

←
C- 21g

"

• ft ' ( tdf ,
y ) → x : outputs x E Zg

"

s .
t Ax = x and 11×11

.
e. B

Intuition .
Given the trapdoor HA ,

solving the ISIS challenge for A is easy

There are many ways to construct a trapdoor HA
.

We will
( informally) describe one way : G - trapdoors

we start with a matrix G E ZG
" "

such that the function
f- G ( x ) = G x is easy to invert

.
That is given G and

* = G x anyone can find x' E { o
,
I } "

such that G x
'

= x

G is called a gadgetmafrix .

We'll talk about them more on Wednesday when

discussing Fully Homeomorphic Encryption .

For now
,
all we need to know is that G

is easy to construct ( think about how you would do this ! )

so fa ( for AE Zai
" " ) is hard to invert but has no trapdoor

,
and f- G

is always easy to invert ( so not one - wax ) .

We somehow need to mix the

two o



The high - level construction is :

e ISIS ( n
,
-2M

, a , B) is hard ,
for Bri

M4

Trap Gen ( u
,
Zon

, q ) :
-

-

- sample A- E' Zan
"

- Sample R E { o , B
" "

- Let GE Zg
" " be a public gadget matrix

- output A = [ A f AR t G ] E Zama
tf A = R (

matrix concatenation

ft ( HA
,
y ) : Goal : output x E Zg

"
s -
t Ax=y and Killa E B

-

-

- Find ME { o , B
"

such that Gx -
= y

- set Xo = - Rx *

,
X
,

= x* ( this step uses the trapdoor )
← output

-1¥)• Correctness : A = Exo t ( Art G) x ,
-

= - FARE .

* FARE . t EE .
= y

x

11×11 = 1
,

kxolla = Il Rx * Ha aMa
← 4

random
↳
binary vector

binary matrix independent of R

• Security : This construction isn't quite secure ( thing FIEF )

we can show that it m sakes , : fears : EEF: mm } as "
-

fan : }
So A is indistinguishable from random

.

G this requires a powerful
and useless result known

If ISIS is hard
,

we can prove that f- A is hard to invert Ff as the Leftover Hash lemma

Problem % a pre - image x= [ ¥¥*] leaks information about the trapdoor R
↳ e.g . if A and R are public lsecret keys for a signature scheme ( see below)

,
then

each signature contains such a pre - image x and leaks information about the signing key



Digitalsiguatuoesf.co#ISIS

Pretty much identical to signatures constructed from the
RSA trapdoor function ( " Fall to main hash construction

" )

key Gen ( it ) : CA
,
HA) ← Trap Gen ( n

, ma )

set pk = A
,

sk= HA

c- H :{ o ,
13

*
→ Zoe

" modeled as a R
.

O
.

Sign Csk , m ) : * = Hcm )

x = fat ( HA
,

x )

output T = X

Verify Cpk
,

m
,
T ) : y = Hcm )

,
x= r

check that Ax = y and 11×11
.
EB

Security .
ISIS adversary A gets a challenge

( A. x ) and sends pre = A to the adversary B of the signature scheme
.

→ guess the 12.0 . query that corresponds to the forged message m*
,
and return

HCm* ) = y

→ on a
"

sign
"

query for m
, pick a random X

,
set Hcm) = A- x

,
return F- x

→ if B outputs a forged signature 5 for m*
,

T is a solution
to the ISIS challenge



Learuiugwoithcrrors
A powerful and easy to use Lattice assumption :

( WE ( n
,
M

, 9 , XB ) :
-

positive integers. Tz - bounded distribution over 21g :

e
!I×,[ Hellas B) = 1

Same as in SIS

Z

{ us . . . I sofa .
⇒ I

E 21am
" "

←

Alternative view ( transpose ) : ( AI
,
Ats te ) I ( At

,
u )

This is the " decision "
version of LWE

.

The search version might be more intuitive : given ( A , t's te )
,

recovers

↳ The search and decision versions of LWE acre ( roughly) equally hard I

↳ Solving noisy systems of equations is hard to

Comparison with ISIS :

ISIS LWE
-

-

solve A x = -1 Solve Ats I y ( s -
t

. HAI - Ha EB )
• n equations . M equations
• M unknowns • u unknowns

o M 77 U a M 77 U

⇒ a solution exists for any y ⇒ if y is random
,

no solution if y = ATS te
,

no other
with high probability exists with high probability /

"

solution s
' exists with high probability



Regeveuciryptio ( Regev 2005 )

key Gen Cl ' ) : AI zq
" -

-

s Ik zig
n )

choose parameters

e ← × ,j
Such that 914 > mB

BE STA t et
e Thi

"

⇒

set sk=s
, pk= ( A ,

bt )

← this scheme encrypts a single bit at a time

EtpkxE e

r LI { o
,
Bm

,
L. ) rounds down to nearest integer

co = Ar
,

C
,

= btr + LE ) . ×

output Ct = ( co
, a ) E Zg

"

x 21g

=
( co .cc)

Decrypt Csk ,
at ) :

- I = c
,

- STG

if III c 914 output x = o

else output x = I



Correctness
I = c

,
- Cots

==
btr + LE ) . x - star

( STATE ) r t LE ) . x - STA r

= STAR t et r t LE ) . x - star
= et r t LE ) . X

we have e ← Xp
"

and r E Eo, B
"

so let r I f m B e 9/4

So it x -

- o
,
El e I

, .
If × = I

,
let > LEI - E Z E

,

Security ( sequence of hybrids over the view of the adversary )

Hybo : pk = CA
,
bT= STATE )

,
co = A r

,

c
,

= btr t LEI . x"

÷÷÷÷÷÷÷÷:{fun .

:

: : : : : ¥:÷;÷¥ .
" : " " "

indistinguishable

kinds deft:T Hybz : co ⇐ Zg
"

,
9¥29

In Hybz
,
the cipher text is random and independent of the message X

.


