
Lecture 16 :

Fully Homo morphia Encryption

Cs 355 - Spring 2019

May 22
, 2019

Henry Corrigan
- Gibbs



Logistics
* Hw 4 Due Frid*May24at_pm
* Vote far topics of bonus lectures

* HWS out now
.

* Events : - Grubbs talk ( 5/24
, 4:15pm in Gates 463A )

- Alon : Cohen ( 5/29
, 12pm  iv Gates 463A ) A

- Defense ( 5/31
, 1pm  in Packard 101)

- David Lazar ( 614
, 4:15pm in Gates 463A )

- Michael Dust Hs
, 12pm in Gates 463A ) *

*  = Lunch !

Play
* Reminder of LWE

* Desai of FHE

* Leveled HE ( Gsu )
↳ Construction

* Bootstrapping to FHE



Decay: Learning w/Errors

NEW ASSUMPTION
LWE In ,m,q ,

Xp ) . . .
see diagram on next

page

{ la
.

state 'll !÷¥÷}%{ulu←zi:" " }

Solving noisy overwind system of egns is heard
.

Reyer

Encryption .

t

- RKE w/ seem .

see under WE assumption
- Same  ideas used to construct FAE scheme Itoday) .
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Fully Homeomorphic Encryption ( FHE )
-

Idea : Outsource computation without revealing
inputs .

qz@§fBBBd
Data

o

↳ tX

•
Eno C × )

s Map I
1- Enc Cf Cx ) ) Enck ) ⇒ Enclflx ))
A a

¥

Examples : Encli )
>

* Private lookup Eno I ith row of DB )
C PIR ) c

* Private spam filtering Ende mail msg )
,

<

Enactpay

* Private ML
Enccaata set )

,

* And so on . . . .

C
⇐ a tht model trained on dataset)

NB
.

FAE alone isn't powerful enough to do everything
we'd like to do (e.g .

Secure comp on joint
inputs )

,
but it's still veiny powerful .

N .
D

.
These schemes aren'tused in practice yet . . .



Some history . . .

1978 - Rivest
,

Axeman
,

Detours ( 1978) introduce notion
of FHE ( under other name )

↳ We're had partially hour
. enc . far a long

time ( RSA
,

Pa
.

. Hier
,

El Gamal
,

.  - - )

↳ No unbroken candidates

2009 -

Craig Gentry

Stand
PhD student in Dan 'sgroup )

gives first candidate EHE scheme

I think it's fair to all this a major breakthrough
↳ From new assumption ( non - standard )
↳ Introduced crucial

"

bootstrapping
" idea

2011 - Schemes based on WE (Brakes ki
,

Vaikuntanathan)
+

"

circular - security assumption
"

2013 -

"

Third -

gene scheme
"

that we'll see today
(Gentry ,

Sahai
,

Waters )



Syntax I Based on  notes from Sam Kim
. )

key Gent I
"

) → sk

Enc ( sk, y ) → at

Eval ( C
, cti

,
. . . .

,
ate ) → It

Dec ( ask
,

at ) → Tnote :Can define  a PRE notion The computation( of FITE as well
. . .

) is represented by a boolean
chat

.
This is the Source

of some of the inesf .

in practice ,
but is

vlog wrt polynomial -
time

comps .



Properties

① Correctness
.

Let C :{ 0,13
-

→ 10,13

Fsk
output by key Gen

.

VC
,

HM
,

. . .

,

Me
Dec Gk ,

Eval (C
,

Encfsk
, an) ,

-
- - .

,
Enc (

sk.me/))--Cfu,..-,Me

) .

② Semantic Security.

Askoutput by keyGen
,kno,

Mi

{Enclsk, no ) } To fendskim) }

③ Compactness .

De
-

time is indep of Icl
.

Tsh

✓ C
,

Cti
,

. . . .

,
Cte output by

Encfsk
,

. )

if at ← Eval ( C
,

at
,

,
. . . .

,
Cte)

then ITH -

- poly (1) A independent  of Id
,

I

Claim ! w/o compactness , any seem . see .
one scheme

- is also an FHE .



Idea behind THE
-

All THE schemes we have use a two - step approach

⑦ Construct
"

leveled
"

HE

↳ Eval handles dats of bounded depth .

↳ Intuition : There's some noise terror  in Cts

that grows
with each * gate in ckt

Eventually ,
error gets too large and

breaks correctness
.

② Use bootstrapping to comet leveled HE → THE

↳ This is the mind-blowing idea from Gentry ( 2009 )
. . . so simple ,

So  nice µhiffgf§
,

. public - hey

↳ Idea : Publish

ctse-Enclpt.sk

)
an .is ,

"

as part of public info .

encryption

Compute at
,

← Enclpk ,
ctfu)

of
m

✓ It ← Eval I Dec
, ctsn

,
etat )

" Clean "

encryption -

of Ctu \ Homo  morph
. ally

Ct = Enc (pk ,
Decfsk

,
at )) tempt the

noisy ctm
= Endsk

, m )
-

-

" clean encryption of ,

"

D÷I÷:¥:÷h=yE÷÷÷÷÷

buckets:* .

F- HE uses both
. . .

st excellent
.

. . .



Two comments about
"

bootstrapping
"

o
. Publishing

Encfsk
,

Sk ) might be risky .

↳ Semantic security of Enc alone doesn't
imply that this is safe .

( Ex . Construct a seem .
Sec

. ene scheme
for which publishing

Encfsk
,

Sk ) leads
to  a total break of the scheme

.
)

when using bootstrapping he make a
"

circular Security
"

assumption . .  - just assume

that this is Safe .

2
.

We need to run Eval (Det,
. . .

.
)

↳ Our SUITE scheme must support dats
of depth 3 depth (

Deed
.

↳
Want a SUITE scheme with a

"shallow
"

decryption circuit .



Preliminaries

We'll use the
"

Gadget matrix
"

Ge zaniness 't

a =L
' ' " " " "

' . t -
' "

÷

, act . .

!
Bit decomposition

Er amntrix Ee Zq"
" hi? define the bit

decamp operation

C - Bitbecompk ) c- Egm
'm

that splits each Zg element x in I into a

Vector
X C- Eg →

Then :

" " i' " '

sighs
"

m
-

. nlocga m

n I ⇒
914 .

4 ,

m : C

key Idea : Is Go Bite
comp ( I )

-



Now
,

we construct leveled HE scheme
. . ,

GSWfH_E (secret ky)
←

Shares ideas w/ Ryer encryption

Key Gen I I
" ) : § I Zayn

"sk=I5- I ) c- If

E 10,17

Encrypt Isun) :
Act #

" knees 's
"

e IX
q

m

I ? ( g,
.
e.) +

µ
. G E zqhxnhg.in

-

pseudorandom by LWE

mxm

output C ← Bit Decompose I E) E Iq



Decrypt ( s
,

C ) :

Write I ←

StG
a zqnhs

'

Ix  m

f gmxm

Then (5) TC = STC
,

. C

=52=54,.

e.) t

Ma
G)
1=15- "

a+e. ) .no G

=

51
- (

STA
 + et ) '-

just
C

,=p,

STG
- et

-

Small noise
÷:÷i:÷

: "⇒
a C s

%)



Now to
compute horn

. operations .  -

It's enough to show how to go from

Cu
,

,

Cm
↳

Cinnamon

,
since NAND is a

universal gate .

Homomorphisms:

Cm
. ,

Cm
.

' →

Im
- (

Cm.cn
. )

Then

HTC
Im -G,

.

Cm)= 5C,
- (54cm.

) .cm.

i

= STC
,

- (Sta.

Gt e
, )CnnT

= 5C
,

-mostGcu.

+eic.T

= EG - m (m5Gt es ) +eicm.

= sic
,

-

y

,µ5G-meIµ
.

- ( I -

mph ) 5C , th noise ) \
Small noise since

In
, 1st

Large if u , Nanbu I llcm.H.SI
Small if y ,

NAND Ma = O



The catch
.

. . .

With each homeomorphic NAND we perform ,

the noise grows .

↳
If we perform many hands

,
noise will

overwhelm the
"

signal .

"

After computing ackt of depth L
,

noise will

be bounded by

( m + 1)
depth

. By original noise bond

We need (and ) depth
. B a

q

( mil )V
"

a 9lb

depth.ly/mxDalog(%)

T
depth

" h(%)/lzfmD
✓

If we take 9=2

?
can handle ckts

of by depth .

↳
Regev - style encryption hes a decryption chit of

Ollsyn ) depth .

. . it's just a matrix - mentor product
plus rounding .

↳ we can support bootstrapping
,

and
we're done !

.



When vill this be practical ?


