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• Garbled circuits protocol
1
. Alice sends "

garbled
" circuit to Bob

2
. Alice sends keys for her inputs to Bob

3
.
Bob uses 0T to get keys for his
inputs

4. Bob incrementally decrypts circuit to the
ouput

Secure 2PC Definition :
Atx) Bly)correctness: ⇒
t - t

Pr [ (Atx) ,Bly)) = flxiy)] = I flay) flay)
semi -honest correctness :

Viewall ACH , Bly))) trsimalx , flx ,y))

View ,z(CAW , Bly))) 2 Simply , flx ,y))

Today : Towards multi - party computation . . .
( n > 3)

Primitive : secret sharing .



Secretsharing
User holds a secret a. c-✗
wants to split into n shares :

(s
, , Sz ,

. . .

,
Sn) c- J

"

ten
such that

E

• ✗ is reconstructible from any t
shares

•

any t -1 shares reveal nothing
about x

.

Defn
.
A secret sharing scheme is a

pair of algorithms :
• G- (Generate) is randomized : .

Gla
,
t

,
n)→ (s , , . . .

,
Sn)

• C l reconstruct) is deterministic :

Clsi
, ,

. . .

,
sit) → ✗



Properties :
• Correctness : V-xc-X.V-nelN.tt ± n ,

V-distinct i ,
,
. . .

,
it C- In]

{ 1
,

. .
.

,
n} I

-

pr / Sis . . . .sn←Glx , n , t)/=LC (Si
, ,

. . .

, sit) = X
L J

• Security : ta.ae/2.V-nc-1N.V-tenV-S--{ i.
,
. . .

,
it} c EM

{Views (a)}={ views(a)}
where

{Views(a)}={ Csi, , . . . .Sit) Is , , . . . .sn←Glx , n.tl}



Example : Additive sharing
• A scheme for t = n .
• ✗ = Iq
•

Glx
,
n

,
n) :

S2 , - . . ,sn←$ Iq
""

S
,
← a- É, si

d-2

output Is , , . . . ,sn)

• C (s , , . . . , Sn) :

output É si
i= I



Example : combinatorial sharing
• Let CE

,
D) be a symmetric cipher

with X as the message space

•Gla ,
n
,
t) :

• Ki
, .

. .

,
kn←$ K

• for S -- { i.
,

. . . .it} c [n] :

cts ← Elki
, , Elkie , . . . , El kit , X) . . . ))

• Ct ← { cts ,
for all s}

- output si ← lot, ki) for it [n]
• Clsi

, ,
. . . ,s%) : decrypt S .

• Note : computationally secure

( because of the cipher )



Comparison :

Scheme : Additive combinatorial

supported
t - values t=n I c- ten

Security Information Computational
Theoretic ( cipher)

share size 1×1 (1) ICI -11kt
t exponential
in t

can we support all ten
without exponential share size?

YES !

Do we need to give up info -

theoretic security ?

NO !



Shamir Secret Sharing
Idea n

aÉ
←
random

deg at
poly P

,
0

with pco )=✗
¥.

n

Generation : a → polynomial → evaluations

Reconstruction : tevals → polynomial → ✗
→ take Iq to be a field ( i.e.

, q is prime)

G (x
,
n

,
t) : a.

,
. . .

, at - ,
# Iq

define pl :X:) = ✗ + a.¥-1 . . - + at, It
"

for ie Ent : Si ← ( i , pci) )

output ( s , , . . .

,
Sn)



( ( Si
,
,

. . .

,
sit) :

- we have

( X
, , y , ) , .

. .

,
(Xt

, Yt)
with

✗ it X; for all i=j

- we want to recover

p (E) c- IF
't

[⇒
such that

plxi) = Yi for it [t]

( then
,
✗ = plo) )

.

This problem ( finding a degree-

at polynomial which agrees with

t evaluations) is called

Interpolation



Interpolation.la/Te1-: Linear Algebra
Let

pl#f-✗ + a.I 't . . . eat,#
"

,

then we want :
-

plx ,) = ✗ + a. × , + - - - + at,Xtt=y ,
t a

eqns . :|p(
✗ e) = ✗ + a. ✗et . . - + aµXÉ"=Yt
-

Matrix form : t unknowns
.

-

1 X , X? ✗it
-

&./ ix. xi-i://.fi?:|. ? •

o
.

:

I ✗* É, ✗ft -1 at-1 YE
f"
Vanderwoude Matrix"

,
V( ✗ *

, Xz , . . . ,xt)
- invertible for distinct Xi
- 0cm) time ←

not useful here (tent
but good to

- Ocn log n) time if xi are a know

multiplicative subgroup ( use FFT)



Inte.iq?nation.atakese+:tiiEanseinp?+asYS--
{× . , . . .

✗
+ }

the ith lagrange basis polynomial
is

• zero at all Xj =/ Xi c
• one at ✗ i

5-defined as :

lol:X:) = IT (¥)]j c-Ekiti}

←
je -141 {I} (X ;-Xj)

•

t
← Polynomial sum !

We compute

pl#-) = I, yilil#-)
i= ,



Security of Shamir secret sharing
Let ✗ c-Iq , let seen] , lskt -1

{Views(x)} is { ly , , ya , . . .

, yt.it}

Claim :{Views IN} = uniform / Eqt
-')

corollary : { ViewsIN} = { views (a)}
←

want to show

T
over a, , . . .

, at -1
= Pr [ ( X

, y , , . . . ,y←,) -145 . , . . -, It - it]

"""

= :;÷:::::::÷÷
.

"

←
invertible

g.

-
- PREY:*] -- v1 > [÷*))
-

a fixed it c- IF
"

= at
"

i. uniform ! ☒



Application : Threshold Decryption for Private Polls.

Reminder ( lecture 10) :

Enclpic, b.)
P,→ vote

i. : Tally
:

center

→ Ibi

→Ph Enclpk.bz)
homomorphic
encryption

Idea : sum votes ? then decrypt .
→ Also ,

Pi troves bi c-£0,1}

Assumption : VTC is honest

→ Doesn't decrypt single votes !

I can we relax this ?

Idea : t -of - n threshold encryption .

→ secret key hasnpa

→ split among n parties

→ encryption is normal

→ tu parties interact
to decrypt.

(similar : threshold signatures )



Recapi.EI-Gamal-Genll-cpk.sk:
5k¥ Iq

pk← gsk
output Csk, pkt

Ehc ( pk , me#g) → C ? can get OTP from,
with sk

.⇒ Iq
output kg ;§ÉgÉTP

Dec (sk , c) → m :

lgr , pkrgm )
← c

output logos / Ygfk)
[
easy
if m

is small .



t.hn:1#::::::::.:-::...::-..
( § ski = Sk )

• Decryption Protocol

All servers have (g
"

, pkrgm )

each publicizes :

(g)
ski

then we compute :

(grjsks-H-cgyskim-iogglY-j.IS:)



_E4
1. Secret - share

sk into (✗i. yi)

(using Shamir sharing)

2. Decryption :( gr , pkrgm)
:

Each server publicizes :

Hi
, (g)%)

One server determines

Ñ ,
such that

✗= < Ñ
, -j)

&
1st row of V

- '

( x , , . . . , ✗e)
a function of X

, ,
.
. .

, Xt

computes :

lT¢gy%)Ri
( can show

= gr.sk )
we

i

output me-logglst.LI )


