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We've seen :

1. Secure Multi (2) - Party computation
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Security :
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2. Curator (D) Analyst (q)

Security :
"
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Rest of the course :

special cases of MPC .

Suppose . . . DATA

Alice Google at
J

query a
→

T¥
wants flq , D) [cost?

WI MPC : ~ /Cf / > 1171
ideal : ~ / qt + llflq . D) 1

Simplest case large, public array

A"É""-Goosk
act c- → not i

Is this 0T ?
No - a is public

Is this important ?
i is URL

Yes= .
Most web browsing : a is websites



Is i sensitive ?

Yet . Consider
WebMD : i leaks health information

stock prices : i leaks financial info

weather : i leaks location

0 6 s

Doesn't encryption solve this ?

→
sell

No !

Encryption ☒ :-# §ÉTI,
save

guards give to
network

g^X gov.
trusts

database
J o ←

Core Q : can we use a database

without leaking queries to it. . .

Trivial Answer :
Yes ! Download DB !

I huge communication cost



In sublinear communication ?

Information theoretically? No
. . . .

Idea ! if you don't send aEj]
,

you
learn that j=i .

→and ECG don't solve this .. .

Two ways to circumvent
. . .

/ \.
Multiple non-colluding
servers

Computational assumptions
• [ KO '

97]
• [CGKS '957
• two non-colluding
servers

will see both today



2serverg.ru?Yt#-server2
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1. Security depends on non - collusion .

Simplifications ( wrote)
• Array values are bits

- Array keys are integers (not keywords)



Formally
2- server PIR is 3 algs :

• Query (n ,
i) → go ,

E ,

• Answer (x
, g) → a

• Construct Lao
,
a.)→ Xi

Properties:
-Correctness :

V-no-INV-ienv-xc-IIPr-qo.qc-Queryln.ie)

a. ← AnswerG.g.
=/Icons:÷÷÷÷÷

.

• Privacy : tne IN , Y i. i
'
c-En] ① baton]

€1b : 90,9 ,←Query ln.is}
I €1b : go.ai-Queryln.it)}



How did we capture non- collusion ?

By including only one query
( Cfb) in each distribution

.

→ (go , q , ) can land will ! )

leak i.



2serverPIRwitholy-nscomm.tv
iew ✗ as rn' ✗ ra matrix

.

2. Balance query size
& response size .

Reframing:
✗ c- Ii → ¥e¥Ei×rn

'

i c- [n] =3 ( i , ;) C- Inr] ✗[Vn
']

Let e. c- ¥2
" denote the vector that is

1 only at index i.

sharing
!

Query (n.li ,jD→(qo,9 ,
) : ¥ y

qo←$ -1T
"

%-109-1=9.

q , ← ej -109,0 ↳ .

Answer ( II.g)→a : t
a←¥q -4¥ + ¥91

;

construct ( ao
,
a.) → Xi;

* i. ;
← Laota .) ;



Correctness :

( ao + a.) i = ( ¥q☐+¥q .) ;
=L# (qotq .));
= e.) i
=

i,j

Privacy :
go is uniformly random

( independent of i. j)

q ,
= ejtqo is also

uniformly random ( without qo)

Coots :
upload : qo

, q , : Oct)

download : ao ,a , : ① (ra)

server time : ① ( n)

client time : ① ( roñ )

Moving to 1-server PIR . . . .

Replace secret -sharing ( go -19 . -_ ej)

with homomorphic encryption ( Elk , 1)



1-servert.IR/
Recall hphic encryption :

Elk
,
M , ) + Elk , Mz) = Elk, m , tmz)

→ various constructions (e.g. our favorite PRF
)

←
element -wise

q ← ECK , ej) = ( Elko)
,
. . .

,
Elk

,
1)
,

. . .

, Elko))
i index j .
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¥ a- IIa#
a- Iqoutput

☒ i
, ;
-
- DIK, a) i ( ae⇐É, #e. i.%)

correct ? i=o

= DLK , X - Elkie;D ; Private?

we just see= DCK ,
Elk

,
He;D :

ciphertext . . .=

ej)i
=

i. j
✓



R-educingcommuni.ca/-ionfurther(sketch)-
1. View ✗ as an rxc matrix

* = rf )
2. In 1-server PIR:

q:c ciphertext
-

¥ E
c-

Xq : r ciphertexts

But client only ]
looks atone .

Idea: view r cipher texts as a

new database to do PIR on .

( i. jie)e[Fn]
's

q-ci-EK-e-q.EC#jej) •0

it 1-1←
n'13 ✗ n'13

.
IDIK.a.li#-Iqa.-aoq,

3h
"}

communication. n%xn"B n'↳ ✗n''3in
"}
- tensor



Technical issue !

• Surface problem: Doing PIR on ao

is weird because ao has ciphertext,
not bits !

• Real problem : ciphertext may be bigger
than plaintexts ( EG w/ Mike

,
la -2-11)

• Solution : Find the right encryption system
⇒ e.g . Damgard - Jurik

(Peltier variant)
t
'

Homomorphic Encryption
with M=C= Ep



.FI?0tjetrYenArtPIRlcommunicati#
• Information - Theoretic : 01 n'Fini )
[ DG '

15]
• Computational : ol tog n) [Gl

'
14] [BGI's]

→ Only PRF evaluations
→ Very concretely efficient

• Single - server

• poly log( n) - from QR
,
DDH, LWE, . .

[CMS
'

99] [ Lip 057
,
. . .



C-omputationa-E-ficiencyoft.IR
( elephant in the room)
→The schemes above all take ①(n)

server time .

→ Impractical for the internet

→ This is unavoidable
,
in some sense

→ [BIM '
04) : NCD server work ,

even with multiple servers

→ How can we work around this ?

1. Preprocessing
(some server work is done

before the query )

2. Batches of Queries §
Stanford students have worked
on this

( Dima Kogan , Henry Corrigan-Cribbs
' 19

,

'
21 )



A closing note . . .

• Cryptography asks new questions . . .

- about important problems . . .
-

using beautiful mathematics
.

Introducing all of you to this has

been a pleasure and an honor .


