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• HW 5 is out • Due June (Oth tf

• ONE LATE DAY MAXIMUM ??

• As always
, anonymous feedback welcome

• Please respond to course feedback on Axes ?

↳ it's not differentially private :

Plain: lattice - based cryptography
* why lattices ?

* Learning with errors L Regev encryption

* worst-case Lattice problems ( time permitting )
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whxsfudxlaftice.ba#rypto ?

1) Gives schemes with plausible post - quantum security
↳ factoring , dLog are easy ( poly time) on a quantum computer
↳ no known efficient quantum algos for many lattice problems
↳ ongoing standardization effort by NIST

2) New functionalities e.g .

-

' HI !
↳ unknown how to build these from other assumptions

3) Nice theoretical consequences
↳ Cryptography based on worst-case hardness

↳ Holy grails crypto based on and problem
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3 X
,
t 4×2 t 1×3 = 0

UX
,
t 2×2 t 6×3 = I

1- X
, t 1×2 t Ix

,
= 1 ( mod 7)

Ifi : X. ⇐ I
, Xz= - I

, Xz I

tow : Gaussian elimination ? (works lorax lied)

Matriculation : ur equations
,

n unknowns
←

Ae • x = '



Learuiugwoitherrorse

what it the system is noisy ?

←
random noise

⇒ Given A and Axte
,
can you recover x

?

For some choices of parameters L noise
,
this is :

1) well - defined ( x is unique with high probability)

2) conjectured to be hard?

Sedation :
→ e.g. Zz = { - 3, -2. - 1,0, l, 2,3}

• We view Za as the integers in the range C-I
,
E)

• for e E Zam , Hello = m;ax teil
• XB E B- bounded distribution ⇒ EPI,,[Hello EB) =L

← et
-
I?!!

. .
3}



^ unknowns

f
#

otguk.IE?ationsLWECn,m#z) : ( search version)

Let At Igm
"

,
see Ig

"

,
e ← XBM

Given ( A
,
Aste ) finds' Sot HAS' - (Astell

.
EB

↳ s is one possible solution
(not necessarily unique )

That's a lot of parameters %
⑧

-

• n = Security parameter ( more unknowns = harder problem)
• M = poly(u) , M ⇒ n (overdetermined) ( more equations = easier problem)
• 9 = poly Ca) , say q= Obi)
• B G q ( smaller noise bound = easier problem)

↳ M
, B. q are chosen so that the search LWE
problem has a unique solution with high probability
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if the balls don't intersect 2am
the LWE problem has a unique
solution



Fromsea.ch#decisiou
In crypto

,
it's often easier to work with decision

problems than with seared problems .

e. g .
DDH us

.

CDH
↳ distinguish Cg,ga, gb, gab) ↳ given (g, ga, gb) compute gab

from Cg,ga, gb, g
' )

LWECXB) : ( decision version)

Has.t÷÷÷. faint I
e- -

DLWE brand

God , distinguish DLWE from brand

tweetin : DLWE To Brand

⇐ this seats
↳ Intuition : hard to distinguish vectors

" close
" to the image of A

from random vectors in Zam

↳ The search and decision versions of LWE
are equally hard to

↳ we believe this isn't the case for DDHKDH
e.g . in pairing groups



Regeveuciryptio ( Regev 2005)

A simple "

El- Gamal style
"

public - key cryptosystem from LWE

Key Gen Cl ') : A er zaman
-

s ⇐ ai fasho:IFFh9mBe ← XE
b = As te

e 21am
⇒

set sk=s
, pk= ( A , b )

← this scheme encrypts a single bit at atime
E.encrypt (pk , XE { o , I } ) g ( this is not very efficient but it gets the main ideas across)

⑧

r LI {o
,
Bm

,
L. ) rounds down to nearest integer

co = EA
,

C
,
= Fb + LE) . x

output Ct = ( co , a ) E Zg
"

x Ig

=
(co.cc)

Decrypt Csk , at ) :
- I = C

,
- cons

if III c 9/4 output x = o
else output x = I



Correctness
I = C

,
- Coos = rt b t LE) o X - rtAs

= rt ( Aste) t LES . x - rt As
= RIAS t Fe t LE) ox - FAI
= rte + LE) o X →

"

noisy
" plaintext

we have e← Xp
"

and r# Eo, B
"

so I rte I f m B E 9/4

So it x -- o
,
Etc I

, .
If × =L

,
let > LEI - E Z E,

Security (sequence of hybrids over the view of the adversary)

Hybo : pk = ( A, b = Aste ) , co = rtA , C, = Fb t LEI - x"

÷÷÷÷÷÷÷÷:p .. . . .. a

:*. . .
..

.
... ." .

indistinguishable
Is deft:T Hybz : vie Zai)

,
CoE Zg

"

,
9¥29

In Hybz
,
the ciphertext is random and independent of the message X .

°""⇒°°• Lef m z Zu log 9

• it At 2am"
,

x # Eo, Bm
,
y ⇐ Zai

,
then

( A
,
EA) Nn stat ( A, x)



Hardlatticeprobleens

why is LWE a " lattice " problem ?

What's ?

a set of points in Z
" that are linear combinations

of some basis vectors 13=85
.
. . .

,

but }

LC B) = { IE ai . E l ai EE}

in 2 dimensions %
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The hardness of LWE is related to the hardness of
certain problems on lattices
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1) Shortest vector problem (SVP)
↳ find shortest (e.g . in la norm) non - zero vector in KB)
↳ NP-hard to

2) Closest vector problem ( CVP )
↳ given FEZ

"

,
find EE UB) that minimizes HE - EH

↳ similarities to search LWE : given F=AEtE , find closest point of the dorm AE E Zam

3) J - SVP / J - CVP
peg

. if shortest vector has worn N,
it's sufficient to return a vector ofnorm g. N

↳ solve SVPICVP approximately Cup to a lactose- t)

* for y = Oct)
,

V- SVP is NP- hard
* for y = zoa , Y-SVP is easy spot time)

teven for quantum algos
* for y = poly fu) , 8 - SVP is conjectured to be hard

.

Moreover
,
if g-SVP is hard for some lattice in Z

"

,
this

implies that <WE ( u
, ma, B) is also hard ( for appropriate m.a, B)

⇒ We can base crypto on the ( conjectured) worst-case hardness

of a lattice problem .

⇒ Open question : base crypto on an NP- hard problem




