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Fully Homomorphic Encryption

Idea : outsource computation without revealing inputs !

¥E,Nyt✗ tns
inputX f given ft)
output flit Note that amount of compute Enclx)→ Enclflx))

communication is

independent of 1ft

Examples :
• PIR : input i

, output f- Ii)=DB[ i ]

• private ML : training , inference

- whatever
you want to outsource !



Briefhistory
Context: DittiesHellman

r 1978 - Rivest
,
Ad lemma

,
Dertouzous introduced Pk crypto

introduced a notion of f-HE in 1976

L no unbroken candidates for manyyears

• 2009 - Craig Gentry -1Stanford PhD student
^ CS 355 IA fall '

07

gives first construction !
- from new Iron-standard assumption
- introduces

"

bootstrapping
" idea (see next lecture)

- 2011 - Drakeski, Vailluntanathan

f-HE based on LWE

• 2013 - Gentry, Sahai, waters
"3rd goin

"

f-HE ← today 's topic



f- HE syntax

HeyGen Ll
') → su←

We will look at symmetric-Hey FHE There is

actually a generic transformation to get PK f-HEtoo

Enc Ask, MJ → et

Dec 1st
,
et) → µ

Eval I F
,
Ct

,,
. .
-

,
ct,I → Et←

GotPhon of circuit output

f w
function to evaluate

,
represented)as boolean circuit

encryptions of
inputs



FHE Properties
1) Correctness : FF:{0,131→ {0,13

,
M

, , -,M,
c- {0,1}

SH- HeyGently , then with probability 1 :

Declan
,
Evallf

, Enclsn.mil/...,EnclsH.M,H1--flM.,..-.MsI
* usual encryption correctness

2) semantic security

V-M.tk , c- {0,1} {Enclsn.nl}~~c{ EndsAMI}

3) compactness

V-F.sk cti-Enclsk.mil

if it ← Evallf
,

et
, .

. .

,
et
,
)

then let / = polyi)-it site is independent of 1ft, I

Note : without compactness, any encryption scheme is also

fully homomorphic !
Eva, (f

,
{ct;}) → ( f. {cti})

✗ Declsk
,
( F
,
{ct; }))→ f-(Dedsk.it,), . . . .lk/sn.cta))

Eval just writes down Found all the inputs,
Oec evaluates f- after decrypting!



constructing FHE

Today : construct lereledFHEGC.am
only evaluate low-depth circuits

Reason : ciphertext have noise that grows with each gate

in circuit. Eventually, the noise overwhelms the msg.

Next time : use bootstrapping to remove restriction on Circuit dept

↳ Idea: refresh ciphertext to clear accumulated noise
.



Attenpt1linsecwre.IS?
is eigenvector of C w/eigenvalueµ

Secret key is a vector 5

Ends
,
M ) → matrixcs.t.C-s-m.stecls.CI
→ compute C-E-MI and find µ

Homomorphism it C
, ,
C
, ate encryptions of At, , Mz

Addition : E- Gtcz 14+43--45+43=95+ME=/M.tmdstvdei-a.czq

by def
of Emc

multiplication : E-C, .cz
Evdl " :-,4,4

(G.G)5--4.1431=4 ME =Mill , -5) = them ,J=M
,
.ME

q q

by def ofEmc bidet of Eric

can eval t
,

• → fully homomorphic !

Problems : Given C, it's easy to find 5 using
Gaussian elimination

idea : We can make Gaussian elimination hard by adding noise!

c.I =µ . } te
p

small noise



At&t: Secret-Hey variant of Regev encryption

keyGentil : 5-£225 '
,

I ← off, ) E- Kai

Enis
,
m) : A d-II

"""
e-I ✗on

output C- (A, As +E) 1-M - In C- 22¥
"

w
pseudorandom by LWE

n- I z m n th n

n a ¥:'-(" ÷:%¥÷÷ :[":*
.
]=;÷zaimq
int.

LWE
there#

Deck
,
C) : compute C-8

, output {
0 if 11 coil/• Small

1 otherwise

c.5 = LA
,
As +E) (F) +Mins

= AT-# - e- +ME = Ms
>

+ noise →{
small : A- 0

large : M=1

F
5 is "approximate eigenvector

"

of C

with approx. eigenvalue µ .



Homomorphism :

Addition : E ← c.+4

(C. 1-Cats = 45+43 =Mite ,
+MITE -1M , this + letter)
+

Noise doesn't grow too much
,

so we noise still reasonably small
have additive homomorphism
( would need to adjust Dec for ME {0,13)

Multiplication : can we do I-eG.cz ?

1C
,

-G) 5=41ME+E) = MiGs + Cie,

=_MIM
,
Ste

, ) tciea
= M

,
-MistMié, * ciéz

+ it
still reasonably small can be large
for Mz C- {0,13

So we're still unable to multiply b/c noise grows
with. 11411

,

which can be large .

Need a way to make ciphertext matrices have small norm
.

Idea: represent number ✗ c-Iq as a smell- norm vector via

binary decomposition !



Binary Decomposition

For XEZq ,
loge-1

Define I = (Xo
,
X .

,
. . .

,
✗
↳g-
a) S.t. ✗ = §

,

* i
-É

7
inverse operation E.→✗
is linear!

let 6 be the vector that recovers ✗ from E : I.8- ✗

✗ . I = ✗

2°

2
"

1 (Xo
,
- -
, Xngq-1) . ( ÷ )g.gg, }/ogq = ✗

-
logq
Y

Nole : we call it É for "gadget
"



can extend F) operation to vectors

Ñ Ekg → É = (Xo
,
• ,
Xo
. , ,

- . -

,
✗
slogan , .

- -

,
✗
no,
✗
n
, ,

- - -Anise-D
C- {0,1}

" bgq

I = ix. 6 is a linear transformation

YT
Ixnlogq nlogqxn

where 6 is the matrix that recovers E from E : E.G- I

÷
logq- I

6 = 12 fznqt.ge
✗n

÷
logq- I⇒

"

-

,

,

2i.:



finally, can also extend (? ) to matrices

E.%
c- f) → ⇐ ( ÷ )"

n En
ww

Mxn mxnlogq

And C- ÉG is still a linear transformation

(with gadget matrix 6 same as above)

Note: some sources refer to 6 as G-
"

because it inverts bit decomposition

Now
,
let's get back to FHE!



3rdlandfinallattenpt.thebswschemekeybo.lt) : 5£25
'
5- (E) c-Ei

Enis
,m) : A-←EZ[

"""
for m= logq

e- & Xi
C. = ( A. At +E) +MG
-

M✗A

output E
w
Mxmm =# nlogq

Observe that ct=c has low norm since it is a {0,13-matrix !

Dealt
, E) : compute E. G.5=2-5

we
=/A.Aste) +M -G.5

= M -G - J - E

"

Ii# first element is small
, output µ=o. Else, outputM=l .

why first element ?
lm -6-5)g=M 11 o . .

-0) (¥
=M - Isil which is ②www.h.p.itfae-I



Let's see how this solves our multiplication problem :

Eval 1 "
.

"

,
&
,

Ia ) : output I = É , -I ← all mmxmm matrices

Need to check Dedi
,
E) Mima

Pink E-Egg -5=2 . -143)
= Eildlz -6-5 tell
= Ma -Egg -3 + tie,
= Malm

,
-6.3 té

. ) + I , -I

=M
,Matos +Mie, + I , - é←
7 A

small if small since

MzE{0,1} III. 11 ⇐Small

what about addition? Could that make noise bigger?

Turns out it's sufficient to support the universal NAND gate :

NANDCall = NOTCANDIa.b))

using NAND for other gates : NOT(a) = NANDla.at
ANDfall = Not AND la,bH
OR labs = NANDINOTCH

,
NOTCH)



So how to build NAND ?

Eval ( NANO
,
E.

,
Est : Iman - É , -22

+ 4
Ct has M added Mutt over {0,11

along its diagonal, is AND
so 1-µ is NOT

Pay ! We have constructed an encryption scheme that can
compute a universal gate over ciphertext!

But this is a leveled FHE
,
so we're not done yet.

Next time we'll see why this is not quite an FHE

yet (noise growth! as well as a technique called
Bootstrapping that will allow us to get a full FHE scheme.


