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perhaps themostimportantpe proof technique in modern crypto!
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PRGs → PRES

Bonusconto
A simple hybrid argument for a widely used scheme

Logistics : - HWI out
, please start early !
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Recap : OWFS → symmetric crypto

Tuesday Today !
Plum- Micah

. Felsted networks mac from prfGoldie.- oh - Levin
fgm Luby-Radloff at

MyTyI Enc thermalAuth
Owfs PRES PRE PRE- Ene
- - -

by definition coumteetms.de Switching
lemma

Def : A PRG G :{0,13"→{0,13
""

is a deterministic

poly -time algorithm .

It is secure it for all PPT
adversaries A :

HPrksEEo.is' :Al6esD=I] -Ptt -70,13
""
:ACH .is?/Enegllx)

AHA ! { s# {0,13
"
: 6613 =c { te Eal }

""
: 't}



Building Better Pks

Last time : Owf→ PRG with 1 bit stretch
(OWP) G : {0,15→ {0,13^+1

Today : PRG with 2 bit stretch → PRG with arbitrary (polynomial) stretch

G :{0,15→ {o
,
if"

The Num -Micah: PRG

Let G :{0,15→ Eo, 15
"

be a PRG
,

and let llnl be a polynomial .

We construct 6
'

:{0,15→ {0,13km'

Observation: we can chain PRG evals together, and each time we get
one extra pseudorandom bit left over !

s
.

- G

Fgs
.
- G

qq.se
- - -

→ seen,? G Tyson,
been,

Algorithm : on input Selo, 13?

- set so ←s

- for i -- 1,2
.
- - -H1n1 : (Si, bi ) ←Gl Sm)

- output bi.bz
,
. --

, being



Theorem : G is a secure PRG → G
'

is a secure PRG

I let tbh
,
t'll be true taken by 6,6

'
- G

'

is poly time .

zeng = feng .. tint toll led) ✓

p%uct of polynomials is always a polynomial

- G
'

is secure ?

Intuitively, all the Si
,
b; look random by security of G,

so the output b
. .
. ..

.
been, should look random too .

How to formalize?

Need to show { s £10,15 : Els)} =e{y 'd {0,13
'"

}

stirs.is:6#=yeeoisnt3g)
from definition of PRG

s
!
what really is this? I

{ Sd Eo
,
15 : IRS,} = serial 's

"

G' Iss

t:÷÷÷÷÷÷. .:
9

just the description of
the algorithm Gls)



issue : definition of PRG gives us that 661 looks random
when SEE0,13? But here we usually have that
SIEG i. , ), which is something different. how do we use
the definition to formally prove security ?

Solution : we will prove security by applying the definition to one

PRG use at a time !

s £6,13
"

s E- Eo
, 13h

i::÷÷:÷:c:÷.Hi÷:÷÷÷÷÷÷:÷÷÷: ÷,
ese:"

f "
:
"

intuitively,
using 5 : 6h13 =

. Eye {0,15
"
:y}

.

(will formalize soon)

S£ {D, I }¥t

each distribution can only be distinguished from §
, {less!.bg?g&dYj!!!:'m }the next with at most negligible probability (smaller

than
any polynomials . So adding polynomially Csg

, top) & {0,13Mt
'

many of them will still be negligible. q
Oa

( Now b
. .
. . .,b, d- Eo, 13

'

←
Security : D① =, Oz =, - - - za Oe → Do =cDe

this technique is called a hybrid argument and is used everywhere in crypto



Hybrids in pictures :

Dj. so- G

Fgs ,
→ G Tyson - - -

→ seen,? G Tyson,
~

b
, bz being

~c

0
,
: so s

,
,biEeoi5

"

→ G Tyson - - -

→ seen,? G Tyson,
=
.

k been,

Oz : so s
,
,biEeoi5

"

sa.bz -70,15
"

. . -

→ seen,? G gym,
"

: being

% :

so s
. . b. £-6,15

"

sa.bz -70,15
"

. . - seen, , 6,466,15
"



One last important piece : how to prove neighboring distributions are

computationally indistinguishable ?

Wait
,
didn't he prove that by putting Ic between them and using the

definition?
Kinda

,
but that's more for intuition and isn't really a proof. See how it can go

wrong in a different example

{ :!:c: : s.is#EssEe:::iim:s.s.3
These two distributions are clearly different b/c the seed S appears in

both
,
so a distinguishing adversary can just check it Gess -_ 5.

Proof that Di
,
Dia are indistinguishable :

Suppose for the same of contradiction that there exists an adversary A
who can distinguish between Oi and Die . We will use A to build

another adversary B who breaks the security of G .

Recall : D; : i random bits and then PRG output bits 42A distinguishes these
Din : it random bits and then PRG output bits

B is given 2- E {0,15
"

and needs to decide if
I ) Z d Eo

,
Isnt

2) s Elo, Isn ; 2-←Cold



B 's strategy:

1) parse 2- as Isin
,
bint where Sint Eo, ↳ C- EH}

2) choose random b
. .
. ..

.
bid {0,13

3) set Sin
,
time 615*1 .

. . . -

,
S
, .bg←Else - it

4) set y ← b. . -, be

5) run Aly) and output whatever A outputs .

Observe : if Ed Eo, 15
"

A is receiving a sample from Dita
if 2-←Gls) A is receiving a sample from Dii

↳ B determines if Z is random or pseudorandom with the

same (non-negligible) advantage that A distinguishes 0; doin !

This contradicts the PRG security of G , so such an
A cannot exist!

Dm

Note : see Section 3.4 of Boneh - Shoup textbook for more
mathematical details

.



PRFS

Definition : Pseudorandom function (PRF)
-

keyspace-y
domains ← range

A PRF f : # xX→ Y is secure if for an PPT Adversaries A :

PRFAdvCA.FI -- I Prew.] - Prew,] I - neglect
where for be Eo

,
13
, Wb is defined as A 's output being 2

in the following experiment

Adversary challenger
if b=o : Hd H

+ex
if 6--1 : f- E- fmcscx

,

←

'

II
.

÷,
→

it f -- o : y
-

-
FCK

,
x )①

g-
if 6=1 :

y
-

- fly

d
b
'

{0,13

Intuition : Adversary can't distinguish outputs of a PRF from

outputs of a truly random function
.

Related : Pseudorandom Permutation (PRP) : same as PRE bit FCK
,

. ) is
also a permutations (a bijective function )

Recall from CS255 that PRfs and PRPS are the abstractions we

usually use for block ciphers



PRG → PRE

we will show how to
go

from a length-doubling PRG to
a PRF
-

G :{0,13%10,13"

Notation : Gls) → Iso
,
s
.
) = 16.41

,
6. 1st)

observation : G can be viewed as a PRF with a 2-bit domain
key to n range

F:{0,13
"
x Eo

,

I} → {0,13
"

f-6,07=6. Is) f- Is
, 11=6,11

He} Inputbit
But a PRF with a L - bit domain isn't really that useful

for us . E.g, we often use block ciphers like AES with a 128-bit domain.

.nl 2How do we generalize to an arbitrary domain X,
⇐ EQB .

Recursion !

Goldreich - Goldwasser- Micah. 166M.) construction :

Fls
,
x. x. . . - Xin ) --6*16×1 - -

- 6×151--7 )
w

bit decomposition
of input



Picture (for n -

-2)
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-
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Soo '- tools.) so
,

-

-Gls.) S
..

-

- 6. (si) S 6.(s)

r p r r

f-(soo ) Flsa ) f- Is
,
lo) Ms

,
Il )

Tree continues for as many layers as there are bits in the domain
of the PRF f.

Is computing if poly- time? Yes ! only need to evaluate path to leaf
for chosen input XEX .

Thus only logllxl) PRG calls needed.

How do we prove this is a secure PRF ?
- Assume G is a secure PRG
- show that if an adversary has non -negligible advantage
against the PRE

,
then there exists an adversary with non-negligible

advantage against the PRG → contradiction !

↳ this step uses a hybrid argument. see Boneh-Shoup section 4.6
for the details if interested.



Bonus content !

How do we often use public key encryption ?

Given PH arc scheme ( PM
. Enc

,
Pk

.

Dec)
and symmetric arc scheme lsym.Enc.sym.DE#

Recall we do this b/c

Emclpk , m ) : Kd K PH crypto is more expensive
than symmetric crypto.

::÷÷÷¥÷÷.in/n.::.::::i:.u:::ci::Dec ( SK
,
Ct ) : Cu

, v) ← Ct
the long msg with symmetric

HE PH
.
DecCsk

,
u) crypto.

me Sym - Death
,

confusingly, this is sometimesreturn M | referred to as Hybrid encryption
-

How do we prove that this approach is secure ? A hybrid argument !

Recall : Security for Encryption ( one - time CPA security)

{Enclpk , m) } Kc { Enclpk,mi} J
# Same idea applies for

{ Pll . EnclpH, HI , Sym .
Enoch

,
m)} many-line security .

I
.
Need to invoke security of both PK and Sym encryption .

2. At first glance, can't use def of Sym arc b/c the key
appears in the distribution

,
and security relies on key being hidden.



{ Emc KPK
,nil}

= { PK.Enclpu.li , Sym .
End hint}

Ic { PH. Enclpk, O), Sym .

Endkind } by security of PK

Ic { PH. Enclpk, O), Sym .

Endkind } by security of Sym

Ine EPH
. Enclpk, K), Sym .

Endkind } by security of PK

= { EndPK.mil } /
Good exercise to formalize these

steps. feel free to bring this up

at office hours ?

Hey takeaway :

Often in crypto we want to use the security of multiple primitives
to prove some scheme secure (or use the security of the same

primitive multiple times) . Hybrid arguments allow us to break
the problem into small pieces and use the security of the

primitives used in a construction one at a time
.


