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Review : f-HE
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Last time : "

Leveled
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intuition: encryption based on noisy eigenvectors
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Trick : using bit decomposition vector E means that I -É noise term

in multiplication stays smh"
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See last time's notes for how we go from this to supporting any circuit.



what does 6 look like ?

6 converts bit decomposition to a single debt of Ka
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why
"

leveled
"

?
Each FHE operation increases noise.
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Eventually, the noise gets so big that you can't tell if the

message is o or 1 anymore .

More formally :
Deck

,
I. E.) = Iii . -6-3

( see steps in notes from last time

= Mimi 65 1-Mie , tcié,
q 9

at most noise at most mm times

from E
,

noise from £2

Note that inn previous attempt
,
a single multiplication

caused noise to grow
to 0191, but now we can

do
many multiplications before the noise gets

too big - but not ann unlimited number
.

How do we go
from this to a full f-HE ?



Bootstrapping
A technique to refresh a very noisy ciphertext into an

only slightly noisy ciphertext.

-Observation : FHE decryption is just some circuit

f- if . ) = Decl • , Ct)

Such that f- (5) =M

Hey insight : we can evaluate this circuit inside an FHE !

Eval If
,

Ends
,
5) ) → Ends

,
MI

9 -/
Oed;Ctl with potentially
[

fresh encryption encryption with whatever

noisy ciphertext with no noise
noise is generated by evaluating
Dec .

Out noise d.es#-
depend on noise in Ct

leveled f-HE → full FHE : Evaluate whatever
you want on the input

ciphertext
,

but whenever noise gets too high ,
pause and bootstrap to reduce noise

.



Caveat 1 : this doesn't work if Decl . ,ct ) itself is so deep that
evaluating it makes a fresh ciphertext too noisy.

Let max depth of leveled f-HE be L
Let depth of Decc ;ct1 be d

Then bootstrapping works if L >d

our leveled f-HE is good for this because decryption has

depth Ollogq) : multiplicative depth of each matrix molt is 2
,

and comparison operation has depth Ollogqf.

Caveat 2 : Emeli
,
5) is an encryption of a secret Hey under

itself
.
To prove this secure we need to make an

additional "circular security
"

assumption.

Caveats : why aren't we using FHE all over the place ?

Performance cost of FHE
, especially for bootstrapping ,

is quite high .

performance note : Although f-HE is slow
,
lattice crypto in general is not. In

fact
,
lattice crypto is sometimes faster than elliptic curve

crypto, at the cost of larger ciphertext/noisiness.



Course Review

Lec 1-3 : OWF → PRFS
, hybrid arguments, Ro model

, commitments

Lec 4-5 : cryptanalysis

Lec 6-7 : Elliptic Cave Crypto 31 Pairings
Lec 8-12 : Zero knowledge ( IP, 211, Schnorr, Sigma protocols , Pok,

NIZHS
,
f-d- -Shamir

,
SNARGS )

Lec 13 -17 : Privacy enhancing technologies 12K, secret sharing, MPC,
DP
, PER )

Lec 18-20 : Lattice - based crypto 31 FHE

You now have the tools to :

- reason about security in systems you design 31 build

- recognize crypto tools that can benefit your projects

- Understand technical aspects of policy debates around privacy$ encryption

- expand your knowledge of crypto by following the latest

developments and making your own research contributions
.



Some interesting topics we did not cover

some theoretical crypto topics : attribute based encryption

functional encryption
obfuscation

some applied crypto topics : Group Signatures

Anonymous credentials

CCA - secure PHE $ Signcryption

Other post -quantum crypto approaches

where to read about the latest 31 greatest inn crypto :

flagship IACR conferences : Top Security conferences :

CRYPTO IEEE security is Privacy (
"

oakland
")

Eurocrypt Usenix Security
Asia crypt AGM CCS

see also

Annual Real World crypto symposium 1RWWCJ

Cryptology epint Archive : eprint.iacr.org



More crypto at Stanford

crypto/security events at Stanford: teach one has a mailing list you can sign up for)

Security lunch : Wed 12 - 1 pm securitylunch. stanford.edu

Security Seminar : crypto. stanford.edu/sec1ab/sem.html

Day Area Crypto Day : twice a year, alternates b/w
Stanford and Berkeley
bacrypto.github.io

feel free to reach out to us if you have questions about

getting involved in research or doing a PhD in CS
.

Remmdekcourseevaluat.sn#-

Thank you
!!


