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Attacking deployed RSA.



Quick recap : Random Oracles .

The Random Oracle model

( Bell are & Rogaway , CCS
'

93)
is a pragmatic tool for

building cryptosystems.
↳ but : security is heuristic

.

when we instantiate !

¥:÷:÷:#miff:i÷÷÷÷:*.Can prog properties no adversary
can

of protocols that exploit the structure
call HAD .

of SHA3 .



today : Attacking
royalworld deployments .

MSB : the problem is usually
not " the crypto

"

④ Reminder : RSA

④ Mining your P's & Q's
→ randomness failure

⑤ Return of Coppersmith's Attack
→

"optimization
"
s ouch



ftp.niine/er:RSA-CRsA77J
Needless to say :

DoN_#¥n¥÷is:*::#A
Let N be an integer
with (secret ) factorization

.

N = pg .

rs coprime
to

PK ⇐ ( N
,
e) Cp-13cg-e)
⇒ usually 2141

5k¥ Cp ,g) teghinvaatiemtal.hr
d = E

'
mod Cp -t )(g- t)



• Recall : PK defines a

p permutation on E-mod N :

x→ ye mod N

without SK
,
this seeds

⑥ hard to inverts:{ 'go.FI
.(think :

• Given Sk , inverse is

y↳ yd mod N

⇒In
* has order 41N)--Cp-Dlg-D

so e) d x Mod N
.



RSA
"

trapdoor
"

permutation
'

gives :

→ Encryption (e.g.RS#oAEpt
due to Shoup '01 )

→ Signatures (e.g . RSA-PSS

due to Bellare & Rogaway
'

96)

Never use the RSA

µ permutation directly
for encryption or signing?
A o

( this is the most

important item in

today's lecture .



⑥ Mining your Ps K as
-

• Heninger, Durumeric ,Wustrow, Halderman
⇒ USENIX Security 2042

• Also : Lenstra
,

Hughes, Augier
Bos

,
Kleinjung , Wachter 2012

" Ron was wrong ,
Whit is right

"

⇒ eprint #2012/064 .

-

-1¥ : if two RSA moduli

Ny # Nr have nontrivial

GCD , we can factor both .

break!
Nas p -

q,
Nz : p - q,

} GCD(Ne ,Nz)=p
↳ now divide



Strategy :
l . Collect millions of RSA PRS

2 .
Check for, nontrivial GCDS

3. Profit ? @#
<Zaddresses

.

Step l : scan entire)-
Ipu4 address range't for
TLS certificates
Zakir 's software

, Smap , does
this in minutes ?

OIL , maybe : collect RSA
pub keys from GitHub ?
⇒ millions are available . . .



Step 2 : How do we check
a 223 keys for pairwise Gods ?
→ Naively , 246 pairs of

keys ⇒ 30 CPU - years
↳ already ok for NSA .

→ Better : Gcdtree
Daniel Bernstein .

"

How to

find smooth parts of integers .
"µ€ script . }oEeohgiFE→

GCD costs 8h) for n-bit inputs
° For k keys , naive cost is Jain){
. gas tree reduces cost to Jaen)↳ Concretely : years become days.



GCD tree idea : k

(1) Compute it = Nk

→ using a tree !

Ny Nz Nz Ny
b b b b

NyNz N3N4

y d

NyNzN3N4
⇒ total cost ⑦(

'kn)
(2.) Compute re -- it mod Ni

(and so forth)

(3.) GCD ( Tt
,
Ny) gives

a common factor between
Ny & some other Ni (etc .)



Why does (3) work ?-
IT = Ny Nz NzNy

Asg Ny - pqn , Nz = pqr , nooomotmhfrn
F- factors

⇒ IT = (page) (pg) x NsNy

⇒ re = it mod µz
tgarbagej

=

pig, ga (garbage) mod Ny
'

⇒ r

f
,

= pg. (garbage) mod Ni
=

pg(garbage)
⇒ GCD ( ring ,Ni
= GCD ( pqilgarbage) , page )
=p - got it ?



How do we compute ri ?
t

Naively , eagle IT mod Ni'

costs 8 (kn)
↳ IT is kn bits to

ting all ri costs (kn)
Better : a tree ! we already

computed
IT = Ny NzNz Ny this when

← y form,m÷¥ng
IT mod (Nih)

'

itmod (NTN,)'
d l, d

IT mod it mod IT mod bit mod
Ni Ni Ni Nya
= ry =rz =r, try

⇒ values shrink at each step
⇒ ⑦(kn) cost in total !



Profit ?
-

Heninger et al. factored >64000 keys
that they found in the wild !

⇒ WHY ARE keys so BAD ?
→ IBM made devices that

chose from a list of

9 possible prime factors

→ Embedded systems often
have trouble generating
"good

" randomness
↳ at boot

,
devices generate

keys before they have
gathered sufficient entropy

→ see also : Debian RN9 fiasco 2008 .



③ ReturnofCoppersmith'sAHa
Nemec

, Sys , Svenda , Kline,Matyas
ACM CCS 201.7

.

-_

idea : for RSA moduli
N -- pg where p & q have

special structure, we can
→ '

Il see whatfactor N .

this means soon
.

why special structure ?
Igenerate keys using fewer

random bits on embedded
Mimade by InfineonResist : millions of
devices were recalled.tl again!



The special structure :

p
= K . Mt(65537 a mod M)

q= l
. Mt (65537b mod M)

for a public constant M
,

a primorial - the product
of the first j primes .
Aside : why this choice of M ?
F-guarantees p

k
q are not

divisible by small princes
⇒ fewer primality tests, so
faster key generation

.

⇒ a tragic
'

optimization



Intuition leads us astray :
-

p
= K . M t (65537amod M)

for 1024 -bit p, M is

A
" "

Prn
' Ym 19¥ - 971

bits .

⇒ k has k 53 bits,
a has > doo bits

> 2128 choices for p-

⇒ what could go wrong ?
Coppersmith's algorithm (Eurocrypt '96)
lets us recover p , q from Nftp.wpowoggmiaf.net's:* either!



Theorem (coppersmith
'96) :

Let N=pq be an RSA modulus .

Let f c- InEx] be a

polynomial of degree d .
Then we can find all integers

x
,
sit . f Cx

.)
-

-O mod p
where I X. Is N 1/4d

in time polynomial in d
'

-

and log N .

Note : since we find all such
solutions

,
there can only

be poly Cd , bog N) of them .



RY p
= KMt(65537a mod M)

Attack : m guess a
(2) recover k w/ coppersmith .

Step (2) first : given a
,

p
= Cy ' k t Cz
( M

←
65537

"
mod M

fCX) I ax t Cz
⇒ fck) =p I 0 mod p
-

coppersmith ? deg(f)= I
• So we will get candidate K
Values up to NH! p is 1024 bits,
M is 971 bits⇒ real KKNHI

• For each candidate k, try factoring N.
(we know there won't be too many . .)



Step (e ) : Guessing a's value .

JTguest Cz= 65537
a

mod M

Ith constant term of Kx) .

How many values
of Cz are there ?

Equivalently : what is the size of
the of Zm* generated by 65537?
⇒ If M were prime, could be
as large as M- l . many

← small
⇒ But M is smooth factors

so the subg#sinall
( and its size is easy to compute) .

Sg : compute size of subgroup r,
then "

guess
"

Os as r

and run step (2) .



Optimizing the attack .

- - -
°

• M is
"

too big
"
:

coppersmith gives solutions
up to NH

,

but we only
this ensuresneed X 53-bit k -that we find

Ida : pick M ' dividing M t¥typerSmithSt
. 1024 - log.CM

') s N
"4

⇒ now
p
= k'M't 65537dmod M '

order of 65537 Is smaller in
"

Im,* than in IMEfewer guesses
Trade - off : bigger M ' makes coppersmith
faster but takes more guesses for Cz
⇒ optimize ?



Resists

key size

÷.si/:::t:::::::ws
.

32 days , $76
V

2048b.it#46yeaN$4OkV
3072 bits 1025 years , $you

X

4096 bits 4×108 years, 5/3×10
"

X

Note : attack is trivially
parallelized ?
-

(How ?)



toknifyi.gg badmoduli
Recall :

p
= k . M t (65537

"

mod M)
f= l . M t (65537

b
mod m)

so N = pg I 65537
atb

mod M

A ranching RSA modulus has

Mna:ismnginsmw.%aEkn.EE.
So : check if N mod M has
a discrete log to the base 65537.
⇒This is easy because M

⇒
Is smooth (Mfa"1£79

Nytlecture : discrete log &


