
Cryptanalysis : Discrete - Log



Last Thursday : RSA cryptanalysis
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Today :
Direct attacks on d-log
I
. Generic Group Attacks
a.

"

Baby -step giant -step
"

b .

"

Pollard 's rho
"

C. Shoup 's lower bound
2. Igt attack : index calculus

.



Generic Group D -log :
-

° A a group : order q , generator g .

•

given h←g× . x#Iq
,
find x.

° Warmup : Brute force search:

9h expel- ed time

0111 space
tgroup ops !

Visualisation !
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also cheap .

g× computable wleodlogzx
group ops

!



Baby step , Orient step [Shanks '71]

Ideeiusegiantotepstoprecomputev.gl- spaced sign -posts

go
→ grg

'

↳

Map M : got
gird→ irg

.

ie{ 0,1 , - . . r9B i
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i
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Offline phase (g) :
build U ← oaf log g)

time &

online phase ( ng .
space

find
je Eo , c, .. if} ←out log g) time

st . hgj EM.

.

return M[ hgi] -o



BS -GS in practice.

Say q⇐ 280 ( real
life :

time
9=22256 )
curve 25519Zzqr logoff g-ops -dalek:
t
a 45ms Hop

{ 240.40 g
-ops

⇒ 94 cpu years
I easily parallelized

space
of logging g -elements

240 . 40 . 32 bytes
⇒ 1.4 PB

in a single table . . .

can we reduce space?



Pollard's Rho algorithm [
'

75]
-

Idea: use a random walk !

→
.
.
. .

→ Ui --gaihbi

yuh
-
-ga. hbi Aequal !

X

Uo -
-gaohbo Ujjgaih big

←

⇒

gai.hbi-gaihbi.bi-tbjai-xbi-ajtxb.jo⇒ ×=aj
bi -bj

If transition
function is pseudo -random , Vg

'

steps
needed . .

.

Need :
1. a pseudo - random transition

function
rover (a, b) .

2. cycle -detection



Cycle- finding : Floyd's Tortoise tHare
Eknath

'

GE]

Finite
X
i j

X
L g

X
g g . . . .

which eventually cycles
→ two pointers , one at double
speed

ti = Xi

hi = Xzi
→ distance between them : i

→ if cycle has length L,
tj = hj for first j divisible

by e after to enters
the cycle.



Pseudo-random steps
-

• can't hash Hlgahb) → g '
(wouldn't know exponents for g 't

• simple alternative:

split G into SD USG Vst,
g2ah2b UESD

step( u=gahb={ ga" hb uesq

gahbt ' u ESH
effective when split is
unrelated to groan structure

Analysis ( Pollard rheo)
orgs time

OCD space
( two pointers

!)



Genericavoupd-lo.gl#erboan-d5LShoup'

97] shows any
group -generic d-log algorithm
requires Rang group operations .
→ BS -GS & Pollard's p
are time optimal

* * ios - factors.

→ Pollard 's p is space optimal
→ uses

'

Generic Group Model

-
→ great proof !

Thm 1 of " Lower bounds
for the Discrete Log Problem and
other problems

"

⇒Next : non-generic attacks.



Warm - Up : d-log in Ip (aka ftp.tD

Ip is { 0
,

I
,
2
,

. . .

, p
- B

under addition mod p .

d- log problem in Ttp .

given a generator (e.g . 2)

and a h = 2t2t . . . . e-2

w
x times,

find x.

solution : division
!

only poly log ( p) time

d-log in Htp , t) : totally broken



D-log in Ttp
'

: Index calculus
-

Ep
*

: { 1,2, 3, . . . ., p -B under

X mod p .

I Ttp'T =p-1 ,
← even .

for today , let PI be
a prime q ,

and

g be a generator of

an order q subgroup . . .

example :
#
y
''
= { I

,
2
,
3
,
4
, 5,63

10=7 , 9=3 C prime ! )

g
-

- 2 generates 92, 4, I}
size q .

T



Understanding our goal :
a sub -exponential (but not poly)
attack
• define Ink ,

D=

exp (c Ind N ( Ink N)
")

⇒ Lalo ,
d --exp (Chinn ) -- Cnn)

'

poly in In N

⇒ Ln ( 1,4 -

- exp ( c In N) -- N
'

exp in INN
⇒ tnlkid-explcrw.in/nN)

in between.

we'll build a Lg ( Ye , 3) attack . . .



High-Level , factorization basis

1 . Let B -

- { 2,3
,
5
,
. . . .pt}

be the primes ep
←
set later

⇒120 factors in {2,3 , 53
⇒140 does not

2. Compute loggpi for ieEli 's - it}

3. Compute loggh from Hogg Pil
- use

"random self -reducibility "
- sample r ← Ig until hgr
factors in B

.

→ hgr = T. piei
⇒ loggh-ir-T.ci/oggpiloggh--?yeiloggpi- r



Q : probability a random UEG

factors in B?

⇒ called being
"

B - smooth
"

foot : there are a Yuu
p- smooth nusmb.es Ep ,
where a = trip

In 13
⇒ PrEp -smooth] a Yuu

w/ f- Lp ( 'k ,
l)
,

one can show
u
"
re B .

⇒ Ocp) samples to find
a B - smooth # .

⇒ cost of a p - smooth check ?

Ep . poly log (B) = OTP)
1131 T t division time

⇒ step 3 takes 8113
') time

.



Step 2 ? How to get loggpi ?
Za. Sample r#Tta set

. g- factors
in B

.

c- 8439 time

⇒ gr = II pili
,
linear equation

⇒ r = eiloggpiinlloggpi's
2b

. repeat at times
,
for #

random linear relations
⇒ fact : e Ttp primes less than B

.

⇒ so t= 01ps
,
need Ocp) repetitions

2C . Solve eqns , via gaussian
elimination
→ 0434 time

total time : 0413')
,
which

is Lg ( 42,3)



d- log in Ipt in practice?
-

best algotiniths are

↳ ( 43,2) ( better than
Lp ( 42 , 3) !)

K 2
'"
for pre 22048

[ source of thousand -bit

security requirements for
-Kp* .

RSA is similar . . .



Recaps
1 . Pollard 's p alg . E' 75) breaks

generic d-log in org
')

time and Oci ) space

2
.
[Shoup '97) shows this is

optimal for generic
d-log attacks

*

3
. However Ip is vulnerable

to sub - exponential attacks

( RSA is too! - [Lenstra
'873)

[ Leastra
'93]

'→ need better groups

⇒ Next Leture : elliptic curve
groups !


