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cryptography.



lasttnI-a.cl/iptii curves .

µ
. Bigidea : elliptic curves
let us build prime

- order

groups that are faster
-

& have hiorenowpactrepresentations
than zp* , for equivalent
security .

F- : g-= ist Axt B
⇒ F-(Fp) is the set of solutions
(x
, y
) to F-

,
for ×

, y
C- Ep .

⇒ ☒ is the group operation ; ga is

g☒ g ☒ . . . ☒g
← computed in

'

-0(log a) time via
a times

"

square &multiply
"



Today : Pairings-8applications
What is a pairing ?

☒ Attacking discrete log [Mov
'

93]

☒ Tripartite DH [Joux
'
00]

☒ Signatures [BLS '01]
⇒ and : hashing to Elliptic curves!
⑤ Identity -based encryption

'

[B F 'o 1]

⇒ Pairings have many more
applications , too? e. g. ,
SNARKs - lectureH→



☒ What is a pairing ?

cyclic groups
of prime order g.

A symmetric pairing is a mapping
e : G ✗ IG→ 1Gt

with 3 properties :

⇒ Bilinearity : V-a.bc-Zlq.ge¢

"

gb) = e G.g)
ab

⇒N⇒egen⇒oy : if g
generates IG , e(g.g) generates 1Gt.
⇒ Efficiency : e is



Why these properties ?
5-Neet to beton -degenerate
because elg.g) ↳ I c- ¢7T
is bilinear the

"
identity

element in 1Gt '

⇒ Need e to be efficiently
computable because

ecg
"

,gb)↳ gabe¢
Is bilinear & non-degenerate
but is hard to compute
( we hope- this is the
computational D-It problem! )



The pairing e :

5-> •⇒←e(gig
's

)
I

gb ¢
, 1Gt
t

Question : Given a pairing
e : IG ✗ ¢→ IG, rE4q

how can we efficiently solve µ
DDH in IG ? Recall : want to
distinguish (gig?gab) from (gig ? 'g%).
⇒ Gt is sometimes called a gap

-#It

group : CDH is hard, DDH is e_asy .



☒ Attacking discrete log
[Menezes , Okamoto, Vanstone

'93]

For any elliptic curve E , for
some ✗ c- 21 there is a pairing
-

e : ECfp ) G-
*

→ F
p
✗

tI=[tp).-hisisÉfasymmetric pairing .

idea : Use pairing to
"convert

"

Ecd log to Fpa dlog , which
is easy if

✗ is small :

⇒ dlog over Etp) : 0 (F)
⇒ dlog over lfpx :281%3
→To avoid MOV

,
most curves have ✗>210?



In more detail :

Assg*enerates 4.*
Then

,

to solve dlsg :
4) 8← e (g ,g*)
→ 8 generates 4+61%1
(2) 5- e. (ga, g*)
→ 5 I ya (Bihnearity

(3) Compute logos in 1Gt
⇒ this is a 1



③ Tripartite Diffie-Hellman
⇒change [Joux '00T

3partG
Recall 2- partyDH :

AIT
-

-Bob_
a←$-2g a bigA
pga, gab
<BÉ ffb, gab

Both : k← KDF(gib)

ity comes from DDH :
r£Zq

(ga.gb.gabtylga.gbi.gr)
→ so : K is indistinguishable from random



3- par_tyDH:_

Alicia←$Zq
A- 5

Bob
%%

Card

Iq <
c- Iq

B.← gb I C-go
AÉe(B

,
G)
"

= ecg ,g)
ab'

Bob : e(A ,G)b= ecg ,g)
ab'

Card : e(A ,B)
'

= ecg ,g)
ab'



se-curityof-3.it :
Bilinear DDH assumption :

(g. go.gb.ej.elg.gl#)r-Zqy.=c(g,ga.gb,gSelg,gr)
⇒

Pairings give us one
multiplication

"

in the exponent
"

→But nyt z !

Topenproebkm : N-party
key exchange for N>3 .

Aldo : 3°DH from other assumptions



14J Signatures from pairings
[Boneh , Lynn , Strachan

'01]

☒ another signature scheme?

⇒ signature is 1 element of IG
↳ in practice , nod smaller than
other EC-based signatures
@ 128- bit security

⇒ signatures can be aggregated
↳ turn many signatures
on same message into

one
"multi - signature

"

⇒ Blockchains : many people sign
each block .



BLS signature definitions :

- TG.at#G.e:G-lG-G+
%

>

{oil }
*
→ IGcrater 8)

[ modeled as a random oracle
"hash to curve

"

• ke-yfe-nll-scpk.sk) :a←$Zq
return Lga , a) c- ¢-24

•8-
'

gnfsk,m)→ r
return Hlm)%q

•Vei-fy.pk, M , f)→ {True , False}
return elpk.HN/=?elg,r)



Correctness :

elpk.im/=e(gYH(mj)defhofpk--e(gsh,gYs-r:Hlmt-ef=e(
g.g)
"'t Bilineinty

=e(g,gskM) Bilineinty

=e(g. Him)sh)
defhof
M Cabove)

=e(g. r)
def'n of
Signa



Security : CDH in G1 in ROM
pk

BLS Adv . A¥i÷÷÷¥u
random oracle

Answer

p*
Fingers Jj

← Ñ_*
EA 's forgery Assume WLOGB 's procedure

•A queries RO on

1-⇒to A- as BLS pk message m*

2. guess i# the
'

Ro query index
/ • A does not repeat

on which A- will query eventual forgeryR°m¥
③ For it i*

,
let bi±Zq and set Hlsi)=gbi

For i=i*
,
send qb

④ For mj = si for9¥,
-* send (g)

bi

If Mj =si* abort CDH solution•
5 .
If B guessed i

* correctly , %
e(g;HCm*D=e(ga.gl/--e(g.gYb--e(g,gab)=e(g,t*)gPwins'--tguesEEy
Amat queries ⇒ CDH- ADV (B) 3 Blspjftydytt)



Aggregating BLS signatures
-
- - -
-

[BGL503 , BDN
'

18]

https://eprint.iacr.org 120181483¥

idea : compress 2 Cor more) signatures
into one !

Let Hg :{0,1 }
*
→ 21g be a random oracle

.

• Aggregate(PKA ,
TA
,
PKB

,%)→TAB:

1-← ltglpknllpkp)
return Tat • TB

{true ,
• Agg-Verify (pkp.ph, , M , TAB)→ False}:

1-← Hgcpkallpkps)
pkapfpkat.pkB
return Verify (PKAB

,

M
, TAB)

Question : Why does this work ?



Howdowebuild-EE.EE?
In 2 Steps :

(1) Hp :{0,1 }
*
→ Fp

(2) M : Fp→ E(Fp)
step(1) : hashing to Fp
idea : use a hash function

Hp' : { 0,1}
*
→ {on} - P

☒ D= ensures Hp 's

h ← Hp.cm,
%:

return tch, mÉ§tf
interpret h as an integer



Step 2 : mapping from Ifp to Etp)- -
-

-
- -

⇒ Goal : construct a point
IX. y) on Etp) from tefp

Attempt #1 ↳ E : y3x7AxtB
-

Mha. (t c- Fp) :
ySq←t3t At + B
if ysq is square c- Fp :
return (t

,Fg c-Fp)
else :
return Mhei 4-+1 c-Fp)

Problems:
Running time of Mhii depends on t .
⇒ side channels ? e.g. WPA} password leak RID



Number theory background : quadratic reciprocity

D¥ (Legendre symbol) :

(F) ⇐{
0 if ⇐ 0 modp
1 if a is square mod p
-l otherwise .

Fast (F) = (F) (F)
£ . ta

,
b C- Fp :

a sq , b nsq ⇒ ab nsg f. -1=-1
a sq , b sq ⇒ ab Sf / 1.1=1a nsq ,

b nsq ⇒ ab sq -1 . -1=1
7 9

" is non -square
"

"is square
"



Attempt 11--2 [s w
'

06
,

Ulas '07
, BCIMRTYO]

-Éy2= ft) ExistAxtB
idea : pick z sit . f-Cuz )=ñfz)
for u any non

-

square C- Fp
'

⇒By quadratic reciprocity ,
if fcz)

is non-#Éufz) is square .
⇒either z or uz MIST be an
x -coordinate on E. (Fp) !

sohetor-w-r.t.tl :
f-(uz) = u

> fcz)
isz

>
+ A uzt B.= u

>(Est AztB)
⇒ z= - 1¥ (it u¥)



2- = - tf-(y + u¥)
for u any
non-square -4g

But : we want to map from

Fp , not from non-squares?

Idea#2_ : fix a non - square P .
Then ft c- Fp , Pth is non - square

Ifby quadratic
.

Mswult c- Fp) :
- u← ptz

t
not too

µ
← -¥11T u⇒hard to

eliminate if f-(Z) is square c- Fp:
side - return (Z

,
E) C- Fp )channels else :

in Mswu ! return Cuz ,FÉEFp)



Putting it all together :
-
-

⇒We can build a hash

It :{0,1}*→ F. (Fp )
via Mswu (Hp (m) ) .
Issu this#uniformly

distributed ?

⇒No
,
but we can fix that EastV13]

HIM)± Mswu ( Hp(Ohm)) ☒
Mswu (Hp (111m) )

Hp is a R.0.⇒ Hplollm) & Hpd11m) are independent



⑤ Identity -based encryption
[Boneh & Franklin

'

'01]

Goat [Shamir
'

84] #Took 17
years to solve?

Instead of needing to know
someone 's public key?

e.9 .

2048 -bit

crypt to an Nforest

arbitrary string-e.g.
-

"rsw@jfet.org
"

IBE uses an identity provider
to generate & distribute keys.
⇒Need to trust the provider!
⇒ This can make sense, say, on
corporate networks .
⇒How does this compare to ked?



identity
parament [ provider's=_upYÉ¥)É%ppk,ipk)•Yty

generateskeyqenlipsk.io/)-skia rid

Encryptippk, id,m)→ctm encrypt
m told

Decrypt (skid ,ctm)→m

Identity
provider

µ
(ippk , ipsk)

µ¥sgAlice
ct-m-F-ncryptfippk.Bob.ru) ✗

Bots
u-Decrypt obictm)



TB-EFCLngs-FIXIG.lt,e, n. as before

•Setup f)→ (ippk, ipsk) c- 1G×Zq :
8k421g
return (gsk.sk/

•KeyGencipsk, id)→ skid c- § : a raft!
return Hlidipsk

meg, Fide
"

-

•Encrypt (ippk,id.ru#tmElGxlG+:r&Zq
return Cgr,m.efippk.lt/id))).Decrypt(skid.ctm)-smEG+ :
(R , c)← ctm ecgr, Hcidips

")

k←e(R
, skid) =eCg"

"",rH
return c. ka =e(ippkiltlid))

Security : Bilinear DDH, modeling Has a RO.


