
Interactive Proofs (IP)

and Zero knowledge CZKS



Last Time : Pairings
• e : IG ✗ IG → 1Gt
• Properties
1. Bilinear

2. Efficient

3. Non-trivial
• Applications

• signatures
• 3-party key exchange
• more ! (see lecture 11)

This time :

It Interactive Proofs

zero knowledge
③ 2k -proof for HAMCYCKE



wnatis-YFY.e.isSomeone

convinces someone else (
"verifiers

that something .

( " a statement
")

is true

formalizing statements
:

define languages : Le{0,1}*

statements have form ✗ c- L

Examples
"
15 is bi prime

"

15 c- {pq : prime> pig}



"

Pythagoras
' Theorem is true

"

PYTHAG c-{ true theorems}
"

to is a
satisfiable boolean
formula"

be { satisfiable formulas}

⑨ c- SAT ¢= anbn.ie

"

10 is an unsatisfiable boolean

formula
"

D= area

observation some statements

G-g. to c-SAT) are easy to prove

others leg . ④ c- cos.AT) seem hard
. . .
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t

{0.1}
1. IT may be

hard to find
.

2 . It must be easy to
check !

( poly - time ,
deterministic

verifier ; poly - length)

complexity class
"NP
"
:

L c-NP if F V such that

completeness : ✗ c-L → VK.it
) -4

for some 1T

soundness ?
✗ ¢L → vcx

,ñ=1
for hO_ IT



More formally :

LENP ⇒ F deterministic
,

poly-time V.

it ✗ ✗ c-L ⇒

FIT C- {0,1}
Poljcixij

VLX# =)

Example:

a. for SAT ,
it is the assignat.

b. we believe COSAT ¢ NP

( cow P =/ NP assumption)



T-nterad-iveproofs-IPJ-mi.cat
'

Goldwasser)

with interaction ?
I ±

⇒ still NP ( see HW)

with interaction + randomness ?
• An IP

,
( Pii) is apain

of randomized machines
• V is efficient

• If ftp.vkxldenotse's Us output

completeness :

V-xc-LF.ru [ (Pillet -4] > 43
8

"perfect
" if 31soundness :

V- ✗ d-Lt p* pin-UP,VIKKI]±E
J

"soundness error"

repeat to boost
e.g.

'13



Which Languages are in

IP ?

[ Shamir '92][ Shen
'

92]

⇒ all of PSPACE !

gÉ¥
FE

NP



Zero knowledge Proofs
-

• IP where U learns

✗ c- L and nothing else

Examples :

Pro.ve a graph is 3-colorable

without revealing the coloring
ttoday.
Prove a formula is SAT

without revealing the assignment

Prove you
know an unspent

coin's id without revealing

which coin (⇒ zcash)



Formalizing
Idea : the

"

how was school?
"

principle?

Dad :
"How was school

"

Kid : " fine
"
c- Dad could have guessed

→ if N can take the transcript
,

protocol is 2K .

Defn : LP ,v) is 2k if for all

efficient V '
,
there exists an

effisient Sim

{ viewv. ftp.V/lx5} = {Simas}
A

statistically, , computationally, perfectly

tip :
.

relax this defn by giving
Sim more inputs .

⇒ we'll show all LGNP have
a ZK proof system !



¥¥µYÉ¥ the set of graphs
with a hamiltonian cycle : a cycle
that visits each vertex exactly once .

0

Vertices v= { 1
,
2
,
. . .

,
n}

edges represented by adjacency
matrix :

S 1 inj
Gi,j= Lo otherwise

ham cycle is an be IN
"
without

repeats
.
such that

b- i c- { 1 , 2, . . . , n- I} Gei
,
lie,
=L



HAMCYCLE c-NP :

VCI

ee ?

e-
checks l.

Trot a 2k proof unless P=µp

HAMCYCHE is NP-hard [ Karp
'

72]
HAMCYCLE → directed HAMCYCLE

→ vertex cover → clique
→ SAT

→ NP [Cook - Levin
'

71]

So a 2K
-proof for HAMCYCLE

can be extended to all of NP
.



.EE#iiiiIi.o-e$
permutations (v)

G' ← o( G)
Ci
, ;
← Commit (G' i;)

show

digcis)
commit
d

b±{0,1}
T

show
É

cycleif 10=0 :
open all

commits
→

if D= 1 :

open
the commits - check all openings

of G
' which

show the cycle
oil)

- if b=o:
check 0 is a

permutations
if b-- l :
check that openings
form a HAMCYCLE



Analysis
completeness :

1.0 is always a permutation
2. l is always a cycle
3. commitments are always legit

soundness :
if G¢ HAMCYCLE , no permutation
of it has a HAMCYCLE either

so the permutation is invalid

01 the cycle is invalid

⇒ 50% chance of getting caught
.

⇒ repeat to improve



2ero-knowledgeis.im( G) :

b' ←${0,1}
if b=o :

commit to
• random permutation of G.

else:

commit to random permutation
of an n-vertex cycle graph .

b ← v9 commitments)
if b. =/ b :

←
fixes distribution

restart for V
* which does

not chose b.¥10,1}
if b-- 0 :

open
commits

if b =\ :

open cycle commitments



Need to show

{ vieuv.IIP.mil}%{Simca}
D K D

'

{( G ,&m),lddn) , b. openings-

-
-

• these are all ~~ in D , D
'

Conditioned on prior entries)

• need to show these are

re in D
,
D
'

→ use commitment hiding
& n't n hybrids

'

→ eaeh hybrid replaces
one commitment



¥Yp_p
It Interactive Proofs

② IP : Zero knowledge
(3) 2k for all of NP

(via HAMCYCLE

+ commitments )

r÷÷;÷;÷÷÷:÷*
Thurs : Non

-interactivity

Tues +Thurs : succinctness


