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FHE Properties
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3) regular encryption correctness + semantic security

Road Map
- Construct Leveled FHE ( somewhat HE )

- can only evaluate low depth circuits
- noise grows with each homomorphic operation so

more depth ⇒ more potential correctness issues

- Introduce bootstrapping ⇒ FHE

- refreshes ciphertext to clear accumulated noise

- gets us to unbounded depth



Attempt 1 : Homomorphisms of Eigenvalues
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Attempt 2 : SK Régev Encryption
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Homomorphisms :
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error term is large 1145110 so Dec may fail !

New Direction : Reduce the size of the error term in malt!
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G can be extended to vectors
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Can extend G to matrices similarly ,

per row

( = 5 binary
decompI '→ it :
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Notice ( = IG is still a linear transformation
.

We will refer to G as the gadget matrix

The GSW Scheme for FHE
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Homomorphisms

Addition : ✓ (small error growth )

Mutt : I .ci c- Iqm×m lconpaetl
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Thus
,
error/noise is small ! is binary

☆We have constructed leveled FHE
.

We are able to

evaluate f :{0,13%90,13 with bounded depth ( error / noise

grows with each homomorphic operation ) .

Next class
,
we will discuss a technique called bootstrapping

that will allow us to get FHE ( unbounded depth /
.


