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History Lesson !

- 1976 - Diffie Hellman introduce PK crypto !
- 1977 - RSA publically introduced
. 1978 - Ñ¥D introduce

"

notion of FHE
"

fall candidates broken ☆ Craig Gentry was a
-

career lawyer before he
• 2007 - Craig Gentry TAS for [5355 was a CS PhD !

- 2009 - Gentry gives first construction of FHE

3 - from new non -standard assumption
- introduces

"

bootstrapping technique
"

- 2011 - Brakerski , Vinod : FHE based on LWE

• 2013 - Gentry ,
Sahai

,
Waters : 3rd gen FHE ( what we discuss )

- 2022 - Gentry , Braker ski , Vinod : win Godel prize

Motif :
"

You can change your career/ Ophir has some pressure .

"



Review : leveled FHE

Encryption based on noisy eigenvectors

keyGentry : 5¥25
'

,

i ← (F) c- ai

Ene 15
,
ne Eon]) : A É Igm

""" for m= nlogn

e- ⇐ ✗ pm ngadget matrix
C = / A , Aste ) t v6 c- 2am

""

≈
,
random by LWE

Output [ c- zqm×m
bitdecomposition of C

Dec ( 5. E) : output n ← EGJ

Eval ( AND
,
5,51 : I

,

- I c- Kim
" " "

compact
"

Evil NAND
. 5,4^1 : Iman - E ,

- I
,

I _ µ , Mz

Eval ( NOT
,
E) : NAND ( i. it

Eval ( OR
, 5,51 : NAND ( Not 151

,
Not kill

WhyM?

Each homomorphic operation increases error/ noise in decryption .
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Noise becomes large enough to point where dec has correctness issues

( cannot tell it message is 0/11
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we can evaluate a bounded # of operations .
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How can we evaluate functions with depth greater than

the bound ?

Bootstrapping !

- Technique to refresh a very noisy ct to slightly noisy one .
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Note : FHE Decryption can be expressed as a circuit !

F : C' → AC≤ b

,
f : H → {0,13
- -
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circuitsCt space ≤ depth b
key space

FHE Dec

Flett → fs.t.tl . ) = DIC .

.
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,
1-151 =µ .

Insight : We can evaluate f inside leveled FHE !

fresh enc with little noise
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Noise amount is independent
of noise in original ct.

Let d be the max depth of the leveled FHE scheme
.
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New caveat : Enc ( 5. 5) is the enc of the sk under itself .

To prove

this is secure
,
we need to make a

"

circular security
"

assumption .

Course Wrap up
• OWF

,
PRFS

, hybrid arguments , RO
,
commitments

• Cryptanalysis
• Elliptic Curves

, Pairings
• Zero knowledge Proofs
- IP

,
ZK
, Sigma, knowledge , NIZK.SN/tRGs,tiatshamir

• Secret sharing , MPC ,
DP

,
PIR

- Lattices
, FHE

Tools gained :
- reason about security and privacy about systems
-

recognize crypto tools for applications
- understand poky debates about crypto
- begin to be able to read /produce research

where to read /learn more cryptography :
Crypto Conferences Security Conferences
• IACR : CRYPTO

,
Eurocrypt, Asiacrypt • IEEE Security & Privacy (Oakland )

a Real World Crypto (RW) . Usenix Security
-

e. Print Archive : eprint.iacr.org ' ACM CCS

( not peer reviewed)



More cryptography at Stanford :
- Security Lunch
-

Security seminar
- Instructors ( ask us about PhD / research stuff)

Reminder : Course Evals !


