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Connitmentschene
An algorithm commit ( m%r ) → É
me M : message , re R : randomness

,
c c- C : commitment

propaties-iiopem.no#
Hiding : commitments hide the message
Um

,
m

' EM

{ Commit 1m , r ) : r# R } = { Commit cni.rs : r
'#R}

1-
- perfect : distributions same ( 6cal 3.11 )
- statistical distance small

- computational : no efficient distinguishes

Binding : No efficient adversary can produce two openings for
the same commitment

t PPT A
,

"

computational
"

prfcommitlm.rt-lomnitlm.ir " :(mini , r.rs ←A ( ppl ] E negUH
^ (mir) =/ (mir)



Éomitmnts
Let ( G , ×) be a group

of prime order p in which 1) Log is hurdle
TBD

• Sample g , h
# G) { 13

• M = Xp ,
R = Ip ,

C = G

- Commit 1m
,
r ) : gmhr

Hiding : Since G has prime order , h generates the group a.k.a

G- { hr : re Xp } .

Thus
,
{ hr : r ¥74s } is uniform dist on G.

them
, { gmhr : r ¥74s } is also uniform

.

⇒ th
,
n

' em
,
{ gnhr : r¥kp3={ gnihr : r# 74,3

perfectly hiding

Binding :

DLoySecurityGume_

Adversary A (G. g) Challenger (G. g)
✗ ¥ Ip

HQ -h_ h ← g×

¥
Assumption
DL assumption holds far G if ltppt A ,

DLadv[A , G] = Pr [ ✗= X
'

:<A
,
C> =x '] C- hegl (X)

A
,
C



Why would this scheme be binding ?

If gmhr = gnih
"

,

then g×=h ,
✗ = 7T¥ c- xp
t
dloggh

Proofofpsinding
7- Adv A breaks binding ⇒ I B breaks DL

Bt ¥;÷
• A ( g , h ) →Mimir, r

' ←
g✗←h

-

✗
'

= MET
• output ×

'

The adv of It in Binding is the adv of B in Dlgane

¥tmN Homomorphism note : prime order ⇒
cyclic -7

Commit 1m
,
r ) . Commit 1m

'

,
r

' ) = gmhrgñh " abelian

= gmtm
'

hrtr
'

= Commit lmtm '

,
rtr

' )



Randomoractemodel ( GCAC 8.10.21

When proving the security of protocols , it would nice to have a simple
heuristic tool that captures an

" ideal " hash H : ✗ → Y
.
A
controversial

I I
It

✗
, → y

,

¥ y
✗
z → Yz ¥ Y

:
Thus
,
H ←$ Fun [✗

,
Y] is a random fxn from ✗ → Y

.

For large spaces,
the desc of His huge .

Random0raekModel-
Intuition

p?FT¥-Fuh[
p
,

?

£-1K, )

"

All parties have very access to an oracle which samples a random tune H
"

Games in RO Model

Adversary A Challenger
game query

I

e
game response

RO query \
,

,
Ro response



PRF in RO Model

Let F : K ✗ ✗→ Y be a PRF that uses a hash H : M→ T as a R.o.

For a PPT A
,
we define two experiments for b = 0,1 :

F-
xp

b :
• ⑦ ⇐ Fun [M ,

T]
,
KEK

• Challenger selects f as follows :
n
f

oracle access to 0 ( uses 0 in place of HI

If b=O : f ← Folk
,

• 1

else : f ⇐ Fans IX. Y]
• A submits queries to the challenger
- F- query : challenger responds to query ✗ c- ✗ with fat c- Y

.

- ① -

query : respond to query men with ① (m) c- T

• A outputs bit b' c- {0,13

Let Wb denote event A outputs 1 in exp b.

PRFadv
"
LA

,
F] : = I Prlw.]- Prlw ,] I

F is a secure PRF in R.O. model if T is negl V- PPT A

-

PRF Analysis : Define FCK
,
✗ ) : = Hlk 11 ✗ 1

,
11=90,13

"

,
✗ = {0,13 ! M = { 0,13

""

Intuition : Replace H with 0
,
Hlk 11×1 ↳ 01k 11×1

.

How can A distinguish 0^11111.1 from 2 random fxn c- Funk, -17 without K ? ( ideas ?)

It can query 0 on inputs m : = till ✗
.

Queries to m such that K' =/ K are

not relevant since they are independent radar fins .

Thus
,
after Qro queries A

succeeds with at most Qro/1kt prob at querying a relevant query .

[ you can see this as a union bound
.



* assure A does not make sane query twice

Formally challenger
F-
xp

b : H : = empty map M→T
,
KEK

F@# . t ÉT
• if b= 0

,
return t

.

• if b = 1
,
return FCK

,
X)

HEMI - t←T
• if m ¢ H

,
Hlm] ← t

• return HIM

* Difference Lemma Let Z
,
Wo
,
W

, be events . Suppose Pr [WonE) = Pr [W.net
.

Then
,

1 Pr [Wit - Prov ,] I E Pr [2- ]

Pr [Won 2-It Pr [Wore] - Pr [Wirz] - Pr [Wirz] I

=/ Pr [Won 2- ] - Prlw , 1271 E Pr Iz] ☐

Let 2- be the event that A makes a relevant query. If I occurs, the A

fees identically distributed responses , thus applying difference lemma ne get

/ Pr [Wo] - Pratt E Prtt] 2- Qro/1kt
Since 1kt = 2"

,
we have this negLW it Qro = poly (d) .

t
Bounded by runtime



"

key homomorphic PRF
"

: ← in HWI

Let 6 be a prime order group with generator g.
The DDH Assumption : { ( g×,gY,g✗Y ) : ×,y¥2p}~~c{(g×,gYgZ :X,%z¥q.}

flk
,
✗ 1=11-1×1

"

H : ✗→ 6
,
we will treat It as a random oracle .

PRF-bcwi-ymewi-h.RO * bitguessing variant of
game

PRFadvA_ using m to avoid PRFChat-en.gr |Pr[b=ñ ] -11 English
notation

£ collision later H : = empty Map
ÉH@m

,

b # {0,13

É if b=O : f # Fans IX. G)✓
uses it

→
else : K # Xp ,

5- ← F-
" IK;)

f@m1_ send flml

win it bib H@mt If MEH
,
thdltm )

else
,
Html ¥6

send HIM



A PPT PRF adult that wins PRF game with prob p ⇒
a PPT DDH adv B that wins DDH gone with prob p

'"¥÷:¥ñ
f@m_f.t # Xp

• set H (m) ← ✗
2

H@th_l.if MEH
,
send Him )

• ✗ ¥ Ip
• send zt . set HIM ← ✗

✗

• send ✗
✗
← Uniformly random value

so sane dist as R.O.

Blpp)_ DDHCh
Hi = empty map rZ b ¥80,13

siFlhal a,b , c ¥ Ip
if b= 0

,¥←÷ ✗= ya , x=gb,z=g
'

else
,j=gn , y=gb,z= gob

b-

Output b^

If b= 1
,
then zt = gab✗=(×4b=H(mP

If 6=0
,
then 2-

^
= 9
"
← uniformly random

Thus
,
B and A hue the same advantage .



tokamak
• Random Oracle Mode : a useful

,
but heuristic tool

• Allows cryptographers to focus on design rather than

hashing
- Controversial [CGH 98] : schemes can be proven secure

in RO model
,

but insecure with my instantiation
.

( reallycuntrivdl.FI?+Etantimrro


