
Attacking Discrete - Log



Lasttime :

• Mining P's & Q's

④91 ④92 139s Pit94
↳ t e t

GCDt@→④ Bad Randomness⇒ Broken crypto• Coppersmith 's attack : Infineon edition
" optimized

"

keygen :

p ← K -M + 65537
"
% M

q ← l
- Mt 65537

b
%

M-odayo.Dired-attacks-ondiscr-ete.bg
• Generic group attacks

• Baby - step , giant -step
• Pollard's rho % matching !
• Shoup's lower bound

• Ip* attack :

• index calculus

←
works for

any group
Genenicdisc.ve/-e-t-ogAttaek-
• Fix group G. order q , generator g.
•

given : h←g× .
✗ ←$¥q

• find :X .

warm-upn-ttac-k.la've go
→ ⑨→ 92 uses

"

baby steps" : gi → gitl , but

Brute-force search: • "

giant steps" :°g → gu
are

for i c- {0, . . -

, q -13: . o

if gi=h : return i • cheap too : I logzn group
-

ops !
e

g×=h
Baby-Step,Giant-stepCShanki7#

Idea: precompute rq - spaced signposts
8°
→

9
"
→

girl map µ :

9

Offline phase (G. g. q)
:

gig,
; girl't> iVq

build M
→ Oltrqlogq ) g-ops Cielo

,
. . -

,
V9
' })

→ Olrq
'

log g) bits in M what are we assuming?

Online phase (h) :

find j c- {0 , . . .

,
V7 }

Sit . Ingi e M
and return ME hgi] - j

ME hgi] -j = logglhgil-j-loggh-jloggg-j-loggh.it
Time: Olrq' log g)

← b/c table lookup ( w/ tree

spfafeisq.IE#okYI:q=zaso) ←
parallelize !

time : 3-zmqloyrjg-op.se 3-2240-40 g-ops = 94 Cpu-years (curve25519 -dalek : 45µs/ g-op)

space: V91 g-elements
= 240 . 3213 • 2 2 70 TB ( in one tablet

can we reduce space?



ÉdRhAgorithm_ a ,=ga, hbi
→

• . .
→ uigaihbi I

T
Idea : random walk + cycle finding ! •

Uo= gaohbo ✗ equal ! ,

# loggh 0

I uj= gaihbi
For a random transition Ocrci) steps ⇒ gaihbi -_ gaihbi ⇒ aiexbiajexbj ←

give a cycle we all but nest prob . I

✗ = :÷÷.Need :
Is a pseudo -random transition fn
2. cycle finding .

1. Pseudo - random steps
• can't hash Hlgahb) →g

'

• lose d-log information for g
' !

• simple alternative
• split 6 into random G-- Sp -6 Sg -65h

fgtahbuesdsteplu-gahbl-fgatlhbuo-sggahb-tluo-S.in
effective when split is unrelated to G's structure

2. Cycle Finding : Floyd's tortoise & hare Eknath ' 69]
Problem:

Given an infinite sequence X
, ,

Xz
,

. . .

that eventually cycles.
find ioj sit . Xi=Xj

Solution!

two pointers: t ;=× ;
← tortoise

hi = Xz;← hare

distance between them : i

for cycle of length l, tj=hj for first j divisible by l after to enters the cycle!
runtime :O ( distance to cycle closure)

3. Analysis
01rad ) time

←
> 1- neglld)

overwhelming success probability
OLD space
⇒ 2- pointers !

Can we do better?

shouplslowerB.cat#EShoup '

97]

AI group
- generic d-log attack requires _RlVq) g- ops to attain non-neg ! success probability .

→ Baby - step, Giant - step & Pollard 's Rho are time -optimal (* log factors)
→ Pollard's Rho is space-optimal why ?

→ Uses
Generic Group Model
-

→ Really nice proof . see Them of today's reading . Next: non-generic attacks !
-



partI.Non-generic.at/-acks-lwarmup:CZ-Pi#
prime

consider group (Ip? -1)
• elements in 7-p={0,1 , .

. -

, p
- I}

•

group operation
: a

,
b ↳ fat b) % p

• d- log problem :

given g ,
h a-Kp, find X suck that gt

- - .

-1g
= h

-n
✗ times•

easy solution : division !
if h / g

= he then gt
. - - +g=h ( in #p) Math Facts

← in _Kp*
'

h¥ 1. There are (asymptotically)1og¥ primes in the first

I-%df.Y.ca/ciuluslKp,*)laka--p*# p integer
2. A number is

"

p- smooth
" if its prime factors are

elements from {1,2, . . , p - 13 all £13 . There are ¥ p-smooth #s IN
.

for u=¥¥p"
under ✗ (mod p)

" safe prime
"

assume Ctoday) that q= 1¥ is prime

and that g generates an order q multiplicative subgroup 1kg .gr , y' , . . .

, got-131=2)
example : TLE

p
--7

, g- 3 , g
= 2 generates {2,4, I}

Our goal :
• a sub - exponential (but super

- poly) attack.

• define LNLX ,
c) = explc logan ( log log NH) , so

• Ln 10, c) = dog N)
'

poly ( log N) = poly ( N's size)
• IN ( 1

,
c) = Nc exp ( log N)

• LN ( 42, c) = explcwlogN.bg/ogN-) "

sub -exponential
"

• will build a Lq( 42,3) attack

Plan of attack:

1. Let B= { 2
, 3,5 , . . . . Pt} contain all primes =p

← to be set later

a

"

factorization basis"

How ? I'm glad you asked.ex : 120 = 23-3.5 factors in {2 , 3,53
7140 = 22.5.7 does not p=Lq( 'K ,

D

2. Compute loggpi for it [t] logp = VIogq.bg/ogq-
I will explain this next u=Ñgq /Ñggg?

3. Compute loggh front { Ioggpi } um-expluiogus-explh.IT#qlogNFogFq$
-

use
" random self- reducibility

" =explIV¥EÑ[loglogqtoggggl)
• sample →⇐

, anti ,, ng factor, in ☐
.
mat is

, gµ=µ. ⇒avg.g.g.gg , ,
→ logglhgr) = § eiloggpi → loggh = - r -1 Fei loggpi eexptF.og.gg =P

• How many r do we need to sample ?

Math fact 2 implies : PrEp-smooth] = Yun u=¥g→ notice the slack.
w/ p=Lq( Ya , 1) , you can show PrEP-smooth] >~ 13 better analysis?
⇒ expected # of r -values EB . Ye's!

° How much work per r
-value?

÷p . poly log 13=0113)
sit of B.→ e division time

⇒ total runtime 01132)



step 2 : Getting the {logo, pi}
• Sample ns.t.gr factors in B.

g- = ftp..ci
⇒ r= Ie; loggpi c-

linear eqn in loggpi

9- Elp
') time to find r .

- Repeat 0111315 - Jlp) times to get a solvable linear system
• solve for all loggpi
→ olp

") time
Total runtime : 01137 = Lq( 42,3)
Best known attack ?

L q (1/3,2)
for q

a 22048
,

J
y 21221

close to 12^8

⇒ source of thousand -bit moduli for TLp*

RSA ?
- similar attacks [ Lenstra

'

875LLenstra '933

%YWL÷ better d-log groups !

Next time : elliptic curve groups !


