Wha.t g roups Ao CV7[)TOS/7LQ/] acfw(/ uge”

GVov’n Keview

A 9VO(}LP (G,+) is ou set G with o i?(ﬁyywﬂwt
elenof 1 (colled He ((Mr}fy) onde o cloate/i/ odSociative
}thw/ O/&%»Jric)h v OXx6G 7 G swh Thet

Voo 66, Tbeb, whzba=1 ( invese)
Voee G, o1 =1z [ ideitiAy )

/—\o(an’ﬁm(()/ ) % Gy Con be:

— O\«b{;[l\am: i s conm,m}mva/
Vo,beG, wb=bua.
—C)(c,h'cz F Jg9eb (“‘jWV”“TLWU .1 @:@0/9') "*')BW‘;

S(/ubjrow,,o c o subfer HEG st (H, ) is als
A 3\(00\[9 , where » s the therL restrichion .

Ordghl

Order ; the Size of (6] or the lesst exfzom‘r eZ ot h%:l-



Clagsic éxa,mplej of })n‘w orda jV?/Lff cre .
- (ZF ,*H L wl&[ﬁ\/(_ 9f0110 oP fnfze/f ﬂﬂoc(,}ﬂ
- /Wine, ordy- f(}u}:)y}’Dl?o o /Z/ﬂ) +)
. oﬂ'@_m ()[S o goph}e-ﬁmhcun )Orim@ (MSD colled
“Safe ) of fhe form p=2q £
A

/J( s

Discrete Loy (G, 9)
& A 47z
vV PPT A, Fr[x:x : E%P;\(@,g,j"l én@y(@)

DL@ IS TV/\V'(\(/»((/v eof/ UfW‘ (Z/ﬂ)/’) “Ih'/“&dw divisim”

- For (ZP&, ), the hest ftnpwm G/Ljof“/ﬂ,m is th Genemd
Number Field Sic, whide rues i 20U (subexpontio. )
- For A=2" bk of gwmf// lp] 2 3072 bits
- In W09, recod wes e lp)it7cf£ bits
- GfovF o‘m«ﬁom e €X Femiva : )f%u‘rru ortthmedic pod.

o 3072 bit prime



Mi we waldd Like o WU(AP HWJ}‘
hg an efficient Qrop openstion
' 0%, P, ar ODIF i hod mx’/’ cloys
s odelifronl Strectue (P&rrhy; uoﬁemu)
Wefrd. forr CWO@V"P}”

H]SJFOV\/ oF EU(pﬁc Curves

ECs are Oé/coﬁ Wi th ize/o Comections fo numby theory and j@omf‘r/
DIOP%MM ) 0 greek muthematiciun in 3" cevﬂLw7 /WM infereffed
IV] t)‘e set (rF‘ fMLrUV\M }D(JMTJ e Q<) vk ﬂw/' JC[X }/)?0,

fo- bivoymue mly 5.

Tn bokk Y of Anﬂme/hm finde rafional (Pomﬁ Soujmfy

y >< X+C1
Ecq/ Fomﬂ (0,£2), (1 ,¢ | f3)

y
'—R = (9,27)
o/

r/ i

L -1,)

3 E
773 'R = (9,-27)




L@t -R Ofﬂv\mLe, H!L ref(ﬂoﬁoh of R rLrrQf § the X-0Xis,

Choyd Method: fo~ dictind rodiomd poinfs W,V 5.t wi-v,
PeIs o Line va@% WV ond Fink oo think fumjr W of infegection
with tle curve . (Poincare) ~ WEV

T()ur\Jq{’/sf' Methoo: OUOM/ ']'w?,o,\)‘ LW‘Q/ (’K\dL Conside- SWP\(L f)onm"
of infersection. “P@p

A Lmost « Grovp odaem»ﬁov\, LISV
\ Neek oo QoInT ot

f
A nf (e idodity )

m
‘,

RN
V' WV

Lot EB) e fe sof of rotioed P(MI on o Speciti eLL;P)‘Vo
e E. The groy of oy elliptic curve s debied o

(E(0:= B v {%? , )

Po]n)’ ot }hfihif‘y
whee B EQ) xE(Q) SE @) i dra Lire, obfui
interiection, refled suror x-axis ', ande O g the ?d«ﬁ/\JFZer.




Rodionls do ol hve congie YeF{ejewﬂLMLfang,Sé we
Upéfo»fe oue.~ fnre F"c(&r,

H:,, T ZP Cwe Wil refer fo as oo boge freld,

ﬁ:r)e for €272 15 o exteasion” Fieldl of onder ,92 Pt Contuins
o “Cc)yy " of ﬂ:‘g (nside .

EC over Finfe Fiolds
LU p 72 b o« ,o/f%, An €/U4)97L(’L e E defred over
o finike Feld F (E/F) is an eq uation
)/7“: Xg’r ox + b
whee o, be H:P i1, iaf’JrU}gz# 0.
this condition ( the discriminat) awids double 7oty
ELFe) is fle sof o poinfs (xy) 6 B2 subicfyirg  the equation
ok ble spedal pont™ ot ,‘,,,ﬁ‘h,}/ 0.
: SckobrP hog uij Nmm‘nj O(loy(p"“)) fo éw,f lE(ﬂ:{,e)l,

E‘XW?ﬂQ: E/IF,, : yZ?XzH

E(IFH):{O, (=1,0), (0,%1), (2,%3), (5,%4), (7,45), (9,12)}

| E(H:u” :)Z



EC_ C"}’pfoqmp}\y
v/
Let E/ﬂ';9 bo. an EC and E(ng@) baﬁegmf OILFODﬂh, FWﬂw/
let P be pOMT n EUFF@) of pn}ne, orde- 1. (lpl 22 gl inbits)
¢ V= rmr@.mp =0
Y T

CLUW(

P must 3enwfe, o~ Ior?me orde, Sw}?jrot/)g (%6,0,20, ., orf, B) of E(F) .

The OLcj probles Ts given P, o2 P (for vadom & ¢ Zlg)/c@(moq‘e, L.

“Fur rotf ECs, the best DLy wttrks oo LL(Ug) . This means
for =108 bits, the grap reals to be si2e x 27 The gray oponcting
Pvolves  ouhrefic modwlo o 206-Lik prine whith 11 hwd foifer
thon (Z()T' ) wth Cimile 8ecw{)7 le\/eﬁs,\ p# ,E(ﬂ})) ~p

+ There are exceptions in which Doy s sy

+ when IEUFVH: P, itis pusible fo mag points fo te odditive group
of Fo [ "SMART " Athek

* When IE([Fp)l clividos PB-J for srall B ( MOV affok)

- Iy p/(u,ﬁcc,, we sTurdodize ECs (PZ%, Curve L5519, efe) T

wge Fhet auoids comman prHfadls,

— Cithr we Choowe. an EC
Whoge, g rouyp s miya&7 78 ,on‘m or P,‘c/k o~ Prin«e orde mkgromp,



Wheppvy Up

- EBCs wed widly for PH eryplo

' ECS Wre r*mc% More Q/F@fcierﬂ" In lo/wj}ce Thuin M/hj fmlyrmyu
of (2} ) ot Similor fecwff/ levels

N ECS h(m/e/ QJ je}?rmfc YTM We H\of @)\Ma(@ Wh} af/alfcaﬁ'owj
= padrings Cidfity buged @/\(’/7/97704 ,edf g, .. )

B fjogemiej (pd’f c(ua/»fotm u/\//y/‘o} 06(@/ ehcc/\/h‘mn, )

- e

F oSk CrypTo Ubraries oo rot expole tle grovy Cperotions
or EG & S¢f€,7>/



