
Story Time
Andrei Weil was a french mathematician who in 1940

was arrested for failing to report for military duty .

111¥41
During the few months in prison , Weil produced amazing work that
he would ultimately become famous for

.

One of these discoveries

was an algebraic pairing called the Weil Pairing !

- a variant by Tate and Ate was made efficient with an

algorithm by Victor Miller

what is a pairing ?
Let Go ,

6
, ,
6
,
be 3 cyclic groups of prime order q

where go c- Go
, g , c- 6 ,

are generators .

A pairing is an efficiently computable map
e : Go ✗ 61

,
→ 1Gt

satisfying the following properties :
1) bi linearity : V-u.ie

'
c- Go ,

V
,
V
'

e 6
, ,

• elu.li
,
v1 = elu

,
v1 . elli

,
v1

• elu
,
v. V1 = elu , V1 . e(U

.
V

' )



⇒ V2
,P c- Iq ,

elgin, g ,") = elgin , g.)
"
= e. (go.g.PK = elgo , g.KP

2) non -degeneracy : g , : = elgo , g. 1 is a generator of 6-1

When 60=16 ,
( resp . 656,1

,
we call the pairing

asymmetric ( symmetric ) .

Consequences : When 60=6
, ,
DDH in Glo is easy .

DDH :

{ (god , go" , go") :&,pEzq} I. { 1%9%13,981 :&,p,r⇐kq }

Algin
, go
".gl/:--elg?,g11?--elgo,gf )

For asymmetric pairings , it is still possible for DDH to hold
.

We will often require that 1) Log , CDH , or variants of DDH are hard

in Gola

construction :( rough idea)

constructed from an elliptic curve F-/ftp.
• Go is subgroup of El Flp )
' 6

,
is subgroup of El Epe ) where Gone , = { 0 }

• 6
,
is subgroup of Ttp?



- A'ppiicatians-
-

11 I \

Tripartite DH [ Joux ' 04
,
Godel Prize]

Consider symmetric pairing , e : 6×6 → 6-1

"¥→
.

A : -- ga

¥
'

¥.

B:¥=z
.

e
B : = gb

Alice: elB.4
"

Bob : ECA
,
c)b) = e (g , g) abc

Carol : e CA
,
B)
'

Security : Bilinear DDH Assumption
{(g , ya, gb.ge , ecg.gs

""
)} =, {1g , ga, gb.ge, ecg,girl }

Open Problems : Multilinear maps In > 2) , n - party 1 round DH ?
- linear in each argument
- non - degenerate
- n- linear PDA holds



Identity Based Encryption [GodelPize.BFOBAli@o.oEtf Bob

☐ Declslq, , c) =m
Enclpkisim)→c

g ¥I
not .a public key

Aliuoio" 6.
,

Deal?_,4=m
Eric m ) → c*

How can he encrypt to an identity securely ?
Trusted Party

FÉl
It , SHA

Pk , SKB

C:# (mph ,"B",m )
, 1T¥ m=DGkB ,

"B "
, c)

IDESC) → ( Msn , Mph )

61mm ,
id / → skid

F- lmpk ,
id ,m1→c

DISK ;D ,
id
,
c) → m



IBE from Pairings
• Let e : Go ✗ 6

,
→ 6
,
be a pairing where Go

,

6
, , GT are of

prime order q with generators go , g , .

.IE , ,D , ) is a symmetric cipher over ( K
,
M
,
4

• Ho : ID→ Go ,
H

,
:O

,
✗ 6

,
- → K

EE ✗ ⇐ Iq
, mph ←9T , Msk ← ✗ , output ( Mpa , Msk)

G( Msn , Id ) : SK
,,
← Holidie Go

, output ska,

F- Imp ,, , id , m ) :

13¥ Zq ,
W

,
← g.

P
,
2- ← e / Holidl , Mp,? ) c- 6T

K ← H
,
( w , ,

2-1
,
C ← Eslk , m ) , Output 1W , ,

c)

DISK
;D ,

1W
, .cl ) :

2-
'

← e ( skid ,
W

, ) , IT ← It
,
lw

, ,
Z

' /
, m ← D

,
1k
,
c)

, output m

correctness :

e / Holi d)
, Mp,
") = e. ( Holi d) , g ,

)
"

= e( Holier
,
9,14 = e( skid ,

W
, )

2- z
'



BLS signature Scheme:

Tuple of efficient algs ( G
,
S
,
V1 It :{0,1}*→ Go

Glpp) → ( SK :=x # Iq , pk :=gY c- G)

aSlsk
,
m ) → 0 : = Hank c- ①

◦←
Notice this corresponds to
Msri isKIp=m in IBE ?

✓ ( pk , M , O ) → {0,1 }

- e( HIM ) .pk/-?-e(o
, g ,

)

Correctness: e( Html , Pk ) = e. ( Htm) ,g , )✗=e(Hank , g.) =e( 0,9 ,
)

Security :

co - CDH Assumption : Pr / Alg! , 99,9%1=9%3 / a,p¥2q] ≤ negl /d)
A

Model Has a random oracle : je
- CDH adv

+
siynadv 13 (pp , gigi , go" ) :

Chaltenger
e Pk :=9t a# Iq pk :=gf

H : : empty map
É G. v # [an]
t

Haiti If j=v :

HIT ;) ←1%9(m, Win if VIPKM? =\

Else :

f) it te H
,

and m* has not been Hlt) Gor
,
r# Iq

signature queried before

signal r # Iq
Htm ) ← g- or

0 : :( go.gr
Input



Blpp) ( ◦ CDH Chal

pk :-, gin I
9%9%90"

a ,p←$zq
H : = empty map
v # [Qro ]

idea:B tries to get⇔

_ash
a signature on message

←HE go
" with pk 9T .

Simplifying Assumption
↳ 1m$

,
) Assume A must only make

If Alm =gP , distinct RO / signing queries.

output ( Qra denotes RO queries ) ☆ see
and queries M☆ on H . Dan's

Analysis : textbook
for why this
assumptionIdea : If A succeeds

,
= HIM ? is not an

If 13 guesses correctly, = @ = gon?
issue

B has a ¥ chance of guessing correctly.

¥# adv ≤ Badu



Aggregating BLS signatures
First attempt Let 0; := slski.nl for men , i c- [n]

.

We will define aggregate signature on m and aggregate public key

0 : = -110 ; PK : = Tlpki
itch] i

Verify : Vlpk , 0 , m ) : = e( HIM .pk/?--e(o,g ,
1

Correctness : 0 : = Hcm)⇐i pk : = g
? ✗ i

e(H1n1 .pk/=e(Hlm1,gYi)--elHCm1,g,Fi--e( 6
, g,

)

Rogue Public Key Attack :
P
,
is able to produce ( 0 , PK , ,

m ) sit
.

it appears Pz
. . .

Pn with pkz . . _pkn

signed it .

◦ a # Iq , pk , : = 99.1%4%5
'

• 0=512 ,
,
m )

Thus
, aggregate pk = gin ' and verify follows from BLSV correctness .

g-

Attempts : Random linear combination

Let H
'

:{0,13
☆
→ Ken

Aggregation : Let It . , . . ..tn/-H'lpki,...,pkn)0:--TioFi,pK:--Tpkiti
verify is the same.

Proof : Adv ⇒ Adv for cocplt .
[BDN

, epnht 2981483]



Polynomial Commitment Schemes

A generalization of a commitment scheme that allows for a

committer to commit to a polynomial over IF (1--11×7) of bounded

degree n , and open at any evaluation point over the field .

Of c- IF '%X] I]
C C- 6

µg
c. = Commit (pp, f. r ) I ¥
IT : -_ Open /pp.fr , z , ,

ZEE ?

Y :-, flz)
IT
. Y

g Verify ( C , Z, y.IT/?-- 1

More formally , let e : 0×6 → % be a symmetric pairing of prime order groups .

Trusted
_setup t.d.nl :

•

g. HE 01913

a ✗ ← Ip
' Output pp : = ( 0

, g. 92,9£ , .
. . ,g
"
,
h
,
h?

. . . . ,h
")

commit ( pp , 1- c- IF "H]
,
re Rt :

• §( × , ⇐ ☒
"

[×]
I we will treat these the same

,

since it is the only randomness.

' let fi.fi denote the ith coefficient in Flp as in Ip
• output c. = tlgailtilhtnilfi = gtklhtkl

i=o

Open ( pp ,
f
,

É I treated as r )
,
2- c- Fl ) :

must be divisible by
ix. ⇒

,
in :=
"" _ "⇒ ]

-

!!
a

• q (x ) : = f- (x ) - flz )
(X - Z )

root

- output IT := ( g
"" hi '"

,
Elz ) )



Verify ( pp ,
C

,
Z
, Y , T1 ) :

•

parse IT as I W
, It

• output elc.gl?=elw,gVgZ)elg " hi , g)

Correctness :

Suppose h = g
" for 13 c- Ip .

e. 1W
, gYgZ ) el g

" hi
, g) = e Igel" hail

"

, of
-

7) el gH⇒hHZ '
, g)

= e. ( g , g)
914th - Z ) +139^1412-2-1 t flat) tpfiz ,

= e. ( g. g)
Hd ) - f.É t PIKI - p.IE#tfLx-jtp.fYz-j!

= elg , g)
"" +PI '"

= e ( gtld +PIM ,
g) = etc

, g)

Hiding : Perfectly hiding * see if you can show this !

Binding : computationally binding !

F- ✗tractability or Evaluation binding :

- how are we guaranteed the committer knows a polynomial
f such that y = 1-12-1 and that they must respond with
consistent evaluation points ? I i. e. not y

'

-f- y )

-

. . . depends on your assumptions and models . . .

r We will leave this TBD in our class for now
. . .


