
Recap : Zero Knowledge Proofs
Let L ≤ {0,13$ be a language .

A ZK proof system is a tuple of PPT interactive algs ( P , V) :

PK ) →
← G- V4 )

↓

{ 0,13

Properties :

1) Completeness : the L
,
Pr [ { p(× ,, , ,× , > = , ] = ,

✗

sometimes 1-next"

2) Soundness : Kx ¢ L , V P, Pr [ (P, v1 ✗D= I] ≤ negl by

3) ZK : 7- PPT Sim
,
I PPT V☆

{ View. • KPH .# v51 } ≈ {sinitxi }
-

Proof of knowledge :

soundness : the verifier is convinced some NP statement is true .
↑

"

Graph G has HAM cycle
"

However
,
sometimes we want to verify that the prover actually

" knows
"

a witness to the statement
.

↑ "
the HAM cycle

"

Pok : if V accepts iv. hip , then P
"

knows
"

w

Sounders =/ Pok : R={ ( Nip ) : PIN ^ p ¢91 , N}}
Verifying a number is not prime is not the same as factoring .



Intuition : How can we guarantee that knows w sit
.

( ×
,
WIER ?

Let E be a PPT alg called on extractor

=
E has black box access to P*

,
can interact

,
rewind it

.

More formally , an interactive PPT alg P☆ can be viewed as
a series of next message functions : [13692]

Let p
É { 0,13

*

represent the prover 's private randomness

p☆
-

V Pflp , m
,
) → r

,

⇐
⇔ P? ( Pi mi

,
mi → rz⇒

: i.
En PFLP, m , ,

.

. . .mn )→ rn
→

Thus
,
we will define EP

*

as the extractor has oracle access to

functions { P? lp , • I} ; .
This "allows " E to rewind and run P?



( P
,
V ) is a Pok for NP relation R with knowledge error H if

7- expected PPTE s.t.tk ,
_VP☆

,

Pr [ ix.wit R : w ← E'%)] ≥ Pr [ <P ,
VH1> = I ] - k

Schnorr 's Protocol
Let 6 be a group of prime order q with a generator g.
Define R = { ( h , ✗ I / h=g× } .

Note LCR) = IG is a trivial language .

Blog

Thus
,
soundness is a trivial property to satisfy , but is Pok ?

- Prover wants to convince Vlh ) that it knows the discrete log of h .

P ( ✗ c- Zoe , h=g
✗
c- G) V ( h )

r # Iq
u=gr

,

c. ¥ Ice
y

c

L "

Challenge
"

2- = rt CX
g

Output gZ =
?
who

claim : Schnorr's Protocol is an honest-verifier ZK -Pok of Blog .

Completeness

gZ = grtcx-grcji-u.li



Proof of knowledge

suppose P convinces an honest verifier Vlhl with probability
C- = 1

.

Intuition : Let us rewind the prover to operate on different challenges

" I 121
p☆ Wh ) P☆ V14

U
,

U
,

≤
C

,
# Iq

,
Cz # Iq

z
,

,
9£ Uh

" ① z
,

,
GZ Uh

"

Since we assumed c- = 't
,
then ( U ,C , ,

Z
,
) and (U .cz

,
Zz ) we two accepting

transcripts . Thus
,
9£ '

= Uh
'
' and gᵗ2=u.h"

⇒ gZ ' -2-2
= 44-4

W.H.P.ci/Cz
,

gÉ = h ⇒ ✗ =É? is the Dlogofh .

More formally
qp☆

1) Run P* to get U .

2) Send C
,
# Iq ,

and relieve E
,

3) Rewind P*
,
send c

,
# Iq ,

and relieve Zz



4) If 4=4
, output fail . 01W output ✗ = Zi

-Zi

C
,
- Cz

-

Pr [ 1h , ✗ I c- Ray : ✗← E.
"{ hi] = I - tq ≥ Pr KP* , V> ( h ) =D - tq

Thus
,
IT = te .

We assumed Pr [ < P
,

V > ( h ) =D = 1
,
but more generally

what about Pr = c- ?

Rewinding Lemma : Let s
,
-1 be finite

,
non- empty sets ,

5- : 5×-1 → { 0,13 .

X
,
Y
,
Y

'

are init random variables over

S
,
T
,

T respectively ( Y
,
Y

'

we uniform 1
.

Let c- : = Pr [ 5- (KY ) =D .

( Proof in Sec 19.1 ofGcacl

Then
,
Pr [ FIX

,
41=1 A FIX

,
Y ' ) = I ^ YI Y

'] ≥ E- EAT ,

• Set F. = Iq
,

Y:-C ,
,
Y

'
: = Cz

' Sets := All other randomness in protocol ( Random bits of ,
etc )

• 5- ( X
,
Y ) is 1 if protocol results in accepting transcript .

By applying rewinding lemma ,

Pr [ 1h , ✗ I c- Ray : ✗← E'{ hi] ≥ c-2- C- Iq
for C- =L

,
this is exactly the same

as above
.



Zero knowledge :

we will prove a weaker version of ZK that assures the verifier

is the honest verifier V specified in the protocol .

Honest Verifier Zero Knowledge :

Define Simulator Sim ( h )

• Z
,
C ¥ Iq

•

u ← 9%
- output (U,

C
, Z )

claim {Simm } = {View "*Mm}
↑perfect : identical distributions

Let us look at the view distribution :

C ¥ Iq ,
thus this is identically distributed to the Sim dist. ✓

2- = rtcx for r ¥ Ice .

This is uniformly distributed . ✓

u = gr = 9% ✓

Proof

consider arbitrary UEIG
,
C
,
2- c- Iq

Pr [Simoni = Lui, ZI] = {ki
: if u = 9% = Pr [( Plh .

✗ I
,
UH > = Cui , 2- I]

0 : 01W



Sigma Protocols ( E- Protocols )

Let R be an NP - Relation
.

P IX. WI V4)
t

"

commitment
"

i

e
C

"

challenge
" C# C

2-
"

response
"

×

output 0/1 deterministically from (4%42)

Properties :
1) Perfect completeness
2) Special soundness : 7- ex↑¥É↑É"E that given two accepting transcripts
( t

,
C
, Z ) , Lt , c

'

,
Z ' ) with c. =/ c

' outputs W Sit
.
IX.WIER

.

⇒ Pok ( can you see how ? I

3) Special Honest Verifier ZK : 7- efficient Sim / × , c) → It ,z ) sit .

It
, C , Z ) is on accepting transcript for ✗ .

Additionally , V (× , WIER
,

{ ( t.az , :c#
c

(t.z-i-simcx.ci} ≈ { View, Aw ) , Kx) )}

☆ Folklore Result : Sigma Profs can be transformed into full

ZK for malicious verifiers by forcing verifier to commit to

C before
seeing u . ( search up

" errata - zk- Sigma
"

by
Lindell )



AND - Proofs ( BS - 19.7.11

Ram
,

= { ( (✗◦Hi , two ,w,
) ) : (Xo , Wo)ᵗRo ^ (× , ,w ,

/ ER
,
}

Let ( Poirot
,
117,41 be E- Profs for Ro

,
R

,
that shore challenge spaceC

• Run E- Profs in parallel with sane challenge CÉC

OR - Proofs :
c- {0,13
1-

Ron = { (1×0,4) , lbw )) :(✗b.WIER}
Let ( ✗b. wn ) ER .

Let LP
,
V1 be a E-prot for R .

Por (✗ oik , Wb ) Vor ( Xo,✗, )

◦ Set D= > b
.

◦ CDÉC ,
( ta

,
2-d) ⇐ Sim / ✗d- <d) to ,t ,

◦ tb # P
,
/ Xb

, Wb ) Y

[ treating Pas
next message fxn , y

CÉC

• Cb ← C⊕Cd Co
co ,C , , Zo ,

Z
,

◦ Zb ← PfXb ,
Wb

, Cb ) 7 Output
V1 Xu , to .co , Zo ) -7-1

Note : Since ↳ = cotcd , then A

C. =C⊕Co
.

Thus
,
we don't need v1 × , ,t , ,

Yz , ) ÉI

to send both co ,c ,

^

(= Co ⊕C ,



1) Completeness ✓
( Assume b=0 , for analysis )

2) SHVZK CÉC
,
C

,
# C

,
↳← C⊕C ,

t.to
,
Zo ) ← Sim / Xo , Co )

( ti
, -2,1 ←Sim 1×1,4 )

output ( ( to
,
-41 , c ,

( co
,
Zo

,
-2

, ) )

3) Special Soundness

Consider ( ( to , -41 , C ,
( co , -20 , -2 , ) )

,
( ( to

,
-41

,
c

'

,
( co

'

,
Zo

'

, zit )

Let C
, :=C⊕(◦ ,

C
,

'

: = c
'

-01C
.

'

Then
,
either co

'

=/ Co or c.
'

=/ C
,

l since ceil

suppose ↳
'

=/ Co , then Wo ← E ( Xo , ( to , coital ,(to ,
Col , Zo

' ) )

output (Quo ) 01W Output ( 1
,
W

, / derived similarly


