
Differential Privacy



-mily,in CS355: MPC

is Garbled Circuits:2.PC for boolean circuits AnIt1 Beaver triple:N.PC for arithmetic circuits

MPC leads theoutput. Whatif we don'twantthat?

[Simp(),al3 = [ViewaISAl. B(D173 f(ab) revealed?

leaked!

day:Differential Privacy:noisyoutputs

is Definition & Implications

↳ Construction from sensitivity
1) Relation to cryptographic security.

The outputis 'hidden', butatwhatcost?

The workflow
computes +

Mechanism adds noise Analysts

-

mightcontain
bare- -> outputs

Alice's data

DP privacy principal
· Analystlearns nothing more than the output thatitwouldn't have learned w/o Alice in the DB.

iceTerenbelt cent pentlearningpopulationtestinalatin the study/system won'tharm her

t for Science

· Key tool:noisy outputs!

Applications
ispublic data setstatistics (e.g. US Census 2020)
is Ad attribution (as discussed lastweek)

line-t
villon Blender

countper ad
isPrivate ML training.

-> Ex:iOS Quick Type

Defining Differential Privacy
Deth:Two databases D, D'ER" are adjacentif they differ in only 1 position. I.e. ID-D'Ilo=1. For adjacentD,D's we write D-D1

spaertDes query space

it x output space.

Deth:Amechanism (randomizedaly) M:x'x+Y is a-DP

if for all SIRange (M), for allge, for all DuD1

Pr[M(D,z)eS] = e Pr[M(Diq)eS]
Note:Pr[MCD;gles] <e3 Pr[M(D,yes] musthold too. Why?
& thus, an I equality (multiplicative error ei)

Q:Are all mechanisms DP?

A:No!



example:

prM)whee,"maxca)-S] * prnlitsst,"maxcam)-s]
If Mis accurate as problpon one database, itis rate al probability close to p on the other....

Achieving DP w/ the Laplace Mechanism

Leta guess a map
x" -> IR

ex:filter counts
smoker?

Alice I

Bub ⑧

Charlie I

we'll voice to obscure any single row!

Deth:For a query 2. the sensitivity Ag ofa is

Ag= max 19(D) - g(D1)/
D-D'

Q:Sensitivity ofa filter-count? 1!

Q:Sensitivity of a maximum? !

Deth. The creal-valued centered Laplace distribution for parameter b, Lap(b), has density:
frap(b)(z) =e

-

'2b -frap(b)

/
decen

Construction:Laplace Mechanism Mr(D, 3) >Z

Given:query 9 ofsensitivity 19.

1. Compute q(D)
2. Sample n-Lap(**)
3. Output g(D)+n

Claim:ML is E-DP

triangular delif sensitivity
- -

Pf.

ForPalinatabasestheene=e(ly-q(s)-1y-) =

e
1914) -g(D)11ee

Claim:M is accurate.

Thm: Pr[IM-lD,2)-q(D) /> 2.(n(s)]
*B>0, Pr[IMlD,2)-q(D) /> 2.(n(s)]=B.

Ex:for D2:1, if E=0.1, with prob > 99%, the =Pr[/nks (delt of Mil
error is < In1oti) =46.

↳ trivial for large data sets. >
(n(i)

(*)
Dof

"Follows from standard Laplace distribution concentration bound: =eInB =B

Pro-Lapb [In13c.b]< e for all celR!(*)

Implications of DP

1.Post-processing (sequential composition

Leama:LetM:XxQ+Y be E-DP and letf:Y+Zbe any function.
Then foM is E-DP

Pf. Fix D-D', qeQ, and S-E. Define T =f(s).
Pr[f(m(D,z))eS] =Pr[m(D,2) =i)

= edPr[M(Dyq) =T]
=ePr[f(m(D,q)=S]



2. Parallel composition.

Defn. For M:xxQ+ Y andM.xxQ'+Y', letMeM: xx(axa) +(YxY)
be defined by

(Men)(D,(q,9)) =(M(D,a), mID,2'))
Thm:If Mis S-DP and Mis s'-DP, MQM' is (2+2')-DP.
Pf. Fix D-D' 12.9%eQxa, yet, y'eY

Pr[meMi(D,(q,2.1) =(y,y)) =Pr[M(D,z)=y]. Pr[MiCD,si) =y'] (distinctals were independentrandomness)
=ePr[M(D!2) =y). e"[M'(D!.2)=y'] S-DP and C-DP

e*' Pr[mer'(D',(2,91) =(X,y)]
Note:the did.

Q:Whatwould EDP mean if 8 and n are negl(d)?
A:Consider any

two D, D'.
Note:Im Di St. DeD,-De-... Daw

①"o en

Pr[M(Driq) = S] e[M(Dn-,q(es)
-22 [M(Dn-2,) -S)
:

-e[M(Do,2)-S]

nE = neg)(X)
=>The output distributions are indistinguishable for mytwo databases ->the outputis useless!

=>Through numerically weak security (large 5, e.g. g=0.1), PP strikes a compromise between purcy andity.

gmentNotes

·Apples QuickType ML uses DP (local model)
-> 5=8 per contribution.

-> I contributions per day
-> consider a 4-digitbank pin, sampleduniformly

-> letM be the QuickType mechanism

-> consider an adversary Athattries to guess p.

Pr[A(M(p1)=p: p* 2,04] (let's compute a bound for I day ofusel
=>ePr[A(M1000)=p:p."]
=

e=846
Eafrivial on the probability...

WHAT IS THEEPSILON!?


