IMTO ﬁ EU';PJFM Cvves

ToC
— Mo {"I\/OLJFUV)

-G rovp Review

— EC over Reffomlc
— EC gwtr dinikefields
-~ Effidet EC Tw)olewh;hm

‘WMPWO'.




Wha.t g roups Ao CV7[)TOS/7LQ/] acfw(/ uge”

GVov’n Keview

A 3VO(}LP (G,) is ou set G with o i?(ﬁyywﬂwt
elenof 1 (colled Hhe ((Mr}fy) onde o cloate/i/ odSociative
}thw/ O/&%»Jric)h OXx6G 7 G swh Thet

Voo 66, Tbeb, whzba=1 (invese)
Ve G, o1 =1z [ ideitiAy )

/—\o(an’ﬁm(()/ ) % Groug Con be:

— O\«b{;[l\am: i s conm,m}aﬁm/
Vo,beG, wb=bua.
—C)(c,h'cz F Jg9eb (“‘jWV”“TLWU .1 @:@0/9') "*')BW‘;

S(/ubjrow,,o c o subter HEG st (H, ) is als
A 3\(00\[9 , where » s the therL restrichion .

Ordghl

Order ; the size of (G| or the lesst exfzom‘r eZ ot h%:l-



Clagsic 6)(&7@&4 of })n‘w orda jV?/Lff cre .
- (ZF ,*H L wl&[ﬁ\/(_ 9f0110 oP fnfze/f ﬂﬂoc(,}ﬂ
- Frine, ordy- f(}u}:)y}’Dl?o o /Z/ﬂ) +)
. oﬂ'@_m ()[S o goph}e-ﬁmhcun )Orim@ (MSD colled
“Sate”) of the form P:zcﬁ/H
A

/J( s

D iscrete Lo/q (G, 9)

A dz
VT A, Pr [X:x : E%P;\(@,g,j"l én@y((/\)

| PL@ ic TV/\V'(\(»((/v ecs /v dor ( Zp , +) Ocatsfj: m)
« For (fo’ ) ) t}*g, )Z@d]L }W)Owlf) G/Ljof”/ﬂ,m is th ('7e,}7€m£au/L

Number Fild Sice whide rues in 200" (subexpontio. i)

- For A= 128 bk of jacwif// }F’ X 3072 bif

- In W09, recod wos e lp)it7cf£ bits

- GfovV o‘m«ﬁom e €X Femiva : )f%u‘rru ortthmedic pod.

o 3072 bit prime
Desie © we wadd like o grokp Fhot

hae an effident rup cpenction
Doy, COH, wr ODIf i hod e el
b addifioel STroctue Prirvgs wiedo fo crﬂoﬁj@zy



H'lSJTW\/ oF EU(pﬁc Curves

ECs are oé/coﬁ With o(u/a Comections To numbe theory ond j@Om’/'r/
DIOP%MM , 0 greek muthematician in 3" wﬂLwy /W(/J infereifed
in th sef of rofioned }omv\h e Q<@ sk flak £lx,y)=0,

for- bivurme VOW 5. Tn 9@)%(_) ﬁm{ir\ rational Igohﬁg oY)
)Q[mme Curs  Covn pe [hufulib[)/ hovel_.

Tn bookk Y of Arithrefica, Hwe, \NM o exXcercse To
Finde rofionel fomh Sobjﬂﬂty ny >/ X X+C1

Ew/ poinfs (0,£3), (1,£3), (-], £3)

Y Yy
/ —R = (9,27)
o (!,x):

. v
C

(~1,-3)

N
\ 7=3x 'R = (9,-27)

Gven Thuye @q/ PO(NT Con e derve ofhe
roctToe L (omTS




E(U(ﬁfc Ctm/(j
on elliphic curve is o smoofh plane cogve

defined_ b7 an e%wﬁom of The form

>/Z:><3 + Ax T (ghcﬁ WeierﬁmJﬁM)
for .8 € Q.

y Y
/ "_R=(9,27)
o/
T i
& :
I
\ \R(9,27)
(y*= X=x+9)

A cwve (¢ gmooth 1ETF e N Cusps, pelf
iM%fJacJﬁ‘mﬂg , Ve fSO((wHJ\ }OO)\’\JU,

Canaf e K %{ | }j\/

Thus, we readrict A ak B swh thd the discrmipt
of The curve , A= —Ib (Mo 4+ 27 bz> 75 0.




Fivet gomL: Given Sune ﬁyomh on The e/u(‘pﬁc cune
(o we  enmerfe  offer pombe? (Dfofmjw)

}’(@,7 Obser VovJFTOV\j

An @CUpJf;‘c Corve 1S Symfyic : (& n Vpo‘m% L, ¥)
S on the wwve o T (X, -Y).

Lines ]Lomgemf' o the awe of th X-axis oe
vertital ( (ope Y ’2—%%& s GO when y=0)
A line ‘umLameng Two }oomh Pz, v P=lg y)
on tHe cuve must inflgect the cwrve of o Hirk po'm?L
f, = (X, Yy) Ugmomy vertiol Cner) [ Chod Mefhod]

I SUWOK Y= ImXth oo thowgh P, , 7.
The equntion (mx #b)°= x* + Ax +8
hae three roofs  x, ,x, )Xz Givivg
s the Three pomis.

Procedwe to derive rew B poinis

, (%,-Y) - Droow o Lline befween tuo poins

on The curve
Srask Peekt © Obfum fhe point of Infersectio

9ives o< T | flip the Iodl\v\f' Lol the X

ASCI LT
) %Sm/\;m NS b OHYM\/\ o e hon-ollvea- FUM’]‘_



- UJPJHL Curve 6VOLAP

What Wwe jwit saw (¢ o« protedue fo fafe two poinfs
Pload P2 on wn e/LUph‘c (e ad- dove o few
foM“ PS on fthe wurne. TF e dewke This OVWHOV\ H,
R VZ:FZ/ i« the o‘perotﬁov\ o Yrowp OPQ/M«'HOV\ with the
@t of ﬁ?oimh being bhe ﬁfovf?

/\/OJF Buite ]
We didnt hodle vertiol lnes wr MUlrwj poits Jo Hhencelier.
= AMW Vom\r\h o themeelves con be hadled by Conciderng the Live
ﬁaV.3en4— fo fle twwe of Tt polt
— VerticeL lineg requve o (LM%WMM elenet colled the IDOWL
0f infiniby Jo ke sdded fo the group!

FOr N 6(,UPJHL curve E: \/ZIX?1— A x H?, w2 d[escfme,
- foup E(Q):= %@’3 U% (xy)e o | yZ= X4 htB3 with
B defrel oo Sollows: (wlo dofae—(%,y) TU<,~Y>>
Loges - Pl B PL
"IF P11 =0, then PI B Pz =02, Symmetriclly, i€ F220
~Elee, if Pl=-P2 (the&lp), PIEFPL = O

-Else |, define
Y, =Y e e
)\ R = P #P, CC)’\OM methd )
A 2 .
slope. of Sxi vA 0 f (=P, C'f‘a@ ond— Mettal. )

Une Ly,



]—'—’F P,#PZ ) ng )\Z_Y/ —“Xj ) yj»:)\()(l—xj>_\y|.
TF P2l Xo= AT-2x, , vg= AKXV

o/aLrem colled. doubling cose.
Does  this SMLF@ tle  propeties of o~ ywp?
Tletity: &
Thweses - ) (the flip pont)

/Hjocra\h\/{&\./ -/ C e (of of mamanl %tg,@bm\ﬁ) &7/?/\/@)
7

é’”éod/,' Ccm we J@ CV\/pfojraf% mw?

Tcruec:
— RtTonds donF hme Finife mmwmm_ ThiY  makes
Secue. i"m,ofemhmim Nod cmce we daiF handle Tnfinife fﬂ%(‘fiaw_

— hod by caleedafe  exmet Ordee

How can ne obfuin o fintte 9 ronp o f fr[w oo
l/f/\f\j the VL}‘@W/ o 3“(\/77"?6 (/U\«/‘\/@j?



E(— Over FH’H'}Z Fraldy
H:l’ T Z{) Cwe Wil refer to as oo bage freld

A p73 bea prire. An e//L‘pJf('L e E defired over
oo finke Feld Fo (E/F) is an %&Aﬂ/ﬁ()\f\
)/Z: Xg’r ax + b
whee o, be IFP 5.1. iﬁ%w},z# 0.
+his condition ( the discrimined) awaicle Jl‘nymlwfjrf@j

. ECH:P) is The sef of poimfr (x,y) 6 Fo sofitfyry  the equation
ok tle xpecm( )90;\.\)’ ot l‘hﬁh/}/ 0.
- Schof heg “lj rtmm‘nj O(loy(,oe)) to gw,f IE(FF{,@)L /

Examle:  E/F 5y =x®vyx 44, IEFRI=)

[

F 0 1 2 3 4 5 6 78 9 10
>+4rx+4| 4 ] 9| 9| 10 7 6 2 1 9 | 10 | 10
Y +2 | £43 | £3 | n/a | n/a | n/a | n/a | £1 | £3 | n/a | n/a

and so there are points modulo 11: (0, £2), (1,43), (2,£3), (7,£1), (8, £3), and oo.
Here. Wwe have @ )Wim ool g/wf |

Note: when mosrg from rbiesls fo findke frells, the
(Vquoerh“% of fte  dThHe (ave neds b ko repro K,
Thit T¢ ()0\/\2 \M\’I’L\ «w lof of Oi\go/br(k,



Dlog in EC Growps

Let E/ﬂ';9 bo. o EC and E(ng) baﬂegmf o;LFODﬂTJ, FWﬁw/
let P be poMT in EUFP) of pime opdv- ¢ (lpl el inbiks)
(V= rmr@d.mp =0
\_\\/\/

CLUW(
P must gererde o prime. order mbjmup (76,09, ..., wof? , A1) of E(F) .

The OLﬁ )Wob[ﬁm s given P oo P (For vadon & € Zp)/c@(moq‘e, A

“Fur rotf ECs, the best DLy ottrks oo LL(Ug) . This means
for =108 bits, the yrap reals to be si2e x 27 The gray oponcting
Pvolves  ouhrefic modwlo o 206-Lik prine whith 11 b foifer
thon (ZFT' ) wth timila 8ecw{)7 le\/eﬁs,\ p# ,E(ﬂ})) ~p

* There are exceptions in which oy is eagy:
+ when IEUFF)': p,ifis posci ble fo mag Foinfs fo te addifive Gromp
of Fo [ "SMART " Athek
* When IE([Fp)l cividos PB-J for srall B ( MOV affak)
- Iy p/wfﬁcc,, we sTurdodize ECs (PZ%, Curve L5519, efe) T
wse Fhet avoids Common Pffl:mkls,
— Cither we Choose. an EC
Wwhoge, g roup TS mLVM7 * Io/im or P/‘(/}( o~ )Orime orde, mkgro:/\/),



E fHfrclent I//‘y{mﬂ«/‘d‘/\a/} o EC QFWILM\S
-R@[/[\e\/\/ﬂ/\j the elllpfic cwwe 9o Ofsmaﬁ\m/\/
the calulabia of T J[opé/ M{tw\rq o Freld inveveon

YL‘YI
— X, X :
A= gxzjli/f/ Thvers i,
|

LY, &

- A el inveaton ¢ medh Mg Q)Cdvam_ﬂ\/é Then o~ Frelk
M(N’HO\ e Vhw(/fiﬂ?nw{‘fdn. RQCUM\N,; W/ww\f\«j o~ Vorjnf

e extendal evclidn wlgp. "({ hhtfﬁ )ﬁw o Freld mult
pfﬂb clly

c L Ve wporde Tred phvession, whan MJLD? /Ooihﬁ?

Jaed bmn Coovih WI

T e W con " wcewmnlate ! our diuicidn ¢ by Sbm«j a1 ddities|
e lerent
Lot (X Yy 12 V\QV/QS—QWL i offine Fdim)r (éz },;;?)

Aﬂcﬁm o Jocobian (X,\/) > (Xr Y:1) )

Jocobim & Affte © (X:y:2) B (& 5)

Notice that whe, we conert fo Jacobion coordinde we loge
pntperess. Tn porficule, FE Y, 6) | te BT wll dawfe
Ehe s offire pomb (X, ¥).

Chacly , @ P70 t20) [ befe (e 220)



powlotl%q FOY\MMJC(} for Jocobin Coordingd s

DowLUhg o Jcobion  (X:VZ)

_ X A X, = /\Z—Zx‘ Vo= A (X, =X%) Y
A= 7Y 2 ) 13—/ 3
Substitwte (&, Zr) inb obfing  Jornddes,

K= ) HA KA

Xg — /\rL — Z(%’L) — % %1 }W,m Coo rd.§
Yy~ /\(éi_“)‘ = yfz"

Vot YYTET= (2v2) " gyiete (2ve)”

ﬂ’lw Ehe  Tocobian coods of dwb(n (X:Y:2) is (C,p,102)

T muwb\+low of C , 1) reguire ov\L/ v Srell number of
£re A o\CML/quaJLWwaS

@M)ﬂ/% (/on\/ars lon

To convert Jocobinm wods fo ePive, we need B pedarm an
nveSian (Xiy:2) (‘éi)_éz’ ) , Suffies o nvedt 2 ol feen

ol e (’é)l, Gi)g

*Nawvely, o convert 0 Jacobtm poids fo n affre poidt, e
req uive. N IR, Horeves, ne Con bofh thiegios




Batch T nversion

We. Wont o invert fleld elts, 2, . 2,
Al
: (/WFUJQ toble of Fomtmt Froo\w)ﬂ

p:= [z( 220, e B Ea]

- T 2 - = -
J—‘Y\VCM— | Er- T ICLS I‘,w Z 2. Tn P
:7;;] — I n “Poee = Z2(--. Zn ‘ z'”“‘

: ,L( N — ,L V\ T %(%1-u%m—\

1
C I -'L el So on
20,

Inverﬁng n elbs requies | invesip | 0(n) mults

O(\M (i




Wheppvy Up

- ECs wed widaly for PHCeryplo

 ECs e much more eFcient in 'amd}ce_ Thain M@ fmlym[f_r
of (Z7 ) ot Siwlov fecwff/ levels

- G have ol je,}?m:‘c rindwe tha!l eralle Py af/o[/caﬁmj
i Podr“ingj ( l'd%ﬁy boged 6%6/7/97704 edf figs, .. )

oSt CrypTo Libaries do ot expote tle grovy Cpertions
of EG & S(lfﬂ7>/



