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Towards a2-protocol for Circuit-SAT

Recall : Pedersen Commitments

-

g .

h* G

- Commit (mep
, rep) = gmh

Say you have 3 commitments 2
.,

22
,

%
-

prover wants to convince verifier that
it knows m

,
M2

, Ms EE0 , 13 and
r., 2 , E q

St .

Hit 1
,
2

, 33 = gmiui
and m

.
1 mc =My

↑this corresponds to Land you are given
in HW3 !

Idea : since m
.,
m2

, my are bits ,
there are

only 8possible combinationsofvases,a
the language LAND

So it suffices to prove :

(m ,
= 0 AND mz = 0 AND my=0)

OR

(m ,
= 0 AND ma = 1 AND My = 0)

OR

(m
,
= 1 AND me = 0 AND my=0)

OR

(m
,
= 1 AND m2= 1 AND my= 1)
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- we know how to do AND/OR of 8-
protocols from last time

,
so we just

need to see now to prove thatc commits
to 0 or 11

& : How to show Mi=0 or Mi = 1 ?

Recall Schnorr's Protocol
A Pok for &(x = (g , 2) 8? WE p)ig =b)

- -
base power L exponent

Pg, h,
w) V(g ,

h)
-

r4 7$ <
p gr
-> * CC -

wer

zgEh'gr->

A : To show m= 0
,
show =gr= C = ghc =h

-> use Schnorr to show c =2 "W
-

"n" - -

"g"

To show mil
,
show =gmh==gl

-
-> use Schnorr to show hr- "W

- L

"n"-
49 =

- ga
↳Works for any truth table !
↳ HW : Circuit- SAT
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Ksitocols
give us 3-message

protocols. Can we do better ? Can
we get 1-message 2 protocols ? Ifso,
for which languages ?

"Non-Interactive Zero Knowledge (Proofs)
"

P(x) T V(x)
-> Verify (x,#) -> 50

, 13

↳ Suppose we have a complete, sound,
2K,

non-interactive Proof↑
↳ this means Sim(x) -> that Verifier
lefficient distinguisher) can't distinguish
from real proof

↳ XL Verify(x, #)=1 Verify (x, Sim(x)↑ -sound/complete 2
a PPT alg
for XL (BPP)

*Intuition : When proof is I message, Sim alg
should be able to output the messageI

But NIZs are possible if we changethe model

CRS
RO Model

M↑ Y E F
L #

I P -> VP- V
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N1
,
2K

,
Pok in ROM with Fiat-Shamir Heuristic

#hamir allows us to convert &-protocol
for NP relation R into a NIZPok in RO model

&Protocols

P((x
,
w) ER) V(X)

commitmentto
-C
-Challengea -challenge chosen
uniformly at

response> random
↓

20,13 as deterministic
function of (x

,
t

,
c

, z)
Properties

1
. Completeness :XXEL

,
Pr[< P(x

,
w)

,
V(x) = 1) = I

2.Special-soundness : 7 deterministic efficient & S.
t

.

& pairs of accepting (t, 2
,
z) It, , z) wh <+2

2(x
,
Elt

,
c

,
z

,
t, <,

z')) +l
* special case of knowledge soundness

3. Special Honest Verifier Zero Knowledge : 7 deterministic
efficient Sim(X

, 2)
-> It

,z) Sit .

- X(X
,
w)ER &(t ,

<
,
z): C ; t ,

2Sim(
,
< = < < P(

,
W)

,V(x))= 13
- Xx

,
c +

,
2 Sim(x

, 2) -> It, 2
, z) is an accepting

transcript

Notice thatVI sendsonlyrandomvalues top weais

"public
coin"
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Fiat-Shamir Idea : replace verifier's message with
the random oracle =>( H(x

,
t) +>Lq

Schnorr:(Prove knowledge of Schnorr-FS (Prove knowledge
W st

.

h = gw) of w.
St . h=g" non-interactively)

Ph,w) g,
h)

$
r -< Ipugge = H(g,

n
, g)

,2 = Ch+r
->

r

CWAW2<
c: /g,

h
,g)

gzZhig"
Analysis---

I
. J leteness is directonlL
2

.2 - follows from HUK of underlying &-protocol -> RO-

behaves like honest verifier !

Q: What does2K mean in ROM?

I V thisStandard e
simulate

->

-

↳
~simulate

i O
A : Simulate PV transcript & RO queries-

Sim:

called "programming"
map

,

M : 6->
p

the RO

Lc-
p

L+, 2 - Simschnor((g ,
n)

, c)
set M[1g ,

h
,=C

output (t, <
,
2)

on RO query x : if x &M ,
set M[x]*

p ,
output M(X]

https://goodnotes.com/


3
. POK.How do we prove Pok in ROM ?

standard ROM
-

H =

-I V I L <
> V

- -

Mi --> E can mi E can
->

Vi < · rewind&
- --

-wind -· choose

A: Ext behaves just like E-protocol extractor, except instead
of rewinding & choosing V messages,

extractor rewinds
,

chooses V messages ,
and reprograms RO for new challenge

Snor-Foundness

Ei
- L +c* C
- run D *when it queries RO for challenge, give c

- run P :When it queries RO for challenge, Iive 2
- use 2 transcripts & Escor to get witness

Bonus: Signatures
by add m to the hash and let pk = gsk- Sim
,

- Hi 63 x M ->
p

Sign( , Sk , mo)r -

<= H(pk , g , gr , m)

2 skicrSe
Verify (pk ,

m
,
o

, g) :

27 H(pk , g , g,
m)

N

g
= pkg
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Notesthis specific case
,
don't need pl in hash

- could sendc, not go ,
and compute 9 g2/p

and check 2 H(p , g , gr ,m)
- soundness error is //c-so I can be 128 bits
- z is in

g ,
which would be 256 bits for EC group

-> total size of signature = 128 + 256 = 384 bits

compare :

RSA-FDH = 3072 bits
BLS : 384 bits (pairing group size)

In practice ,
ECDSA signatures are widely used;

same idea as Schnorr butworse ; why is it
used ? Patents !

Ageneral perspective :

Fiat-Shamir lifts a &-protocol wh completeness
+ SHVK + SS to a non-interactive 2-Pok (in
the ROM)

It's also useful for other constant-round public -

coin protocols (and some c (l)-round protocols too !)

https://goodnotes.com/

