
Fully Homomorphic Encryption
-What is FHE?
- "Leveled FHE

- FulPlow depth)FHE
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LWE (n
,
m

, q ,
X b) :

A mxn

(A
,
As + e) :

↑
nE 3 = Uniform[
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n(A T c A F

random pseudorandom

FHE
user

Enc(X) Cloud

q <
Enc(f(x))·

data ↑ function f
Communication

independent X?
of If/

Examples: PIR : f(i) = DB[i]
- Private ML inference
- Outsourcing
-Search for EZEE cloud storage
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History public-key Crypto (Diffie-Helman)
- 1978 : Rivest

,
Adelman

,
Dertouzous define FHE

time passess ...

- 2009 : Craig Gentry (Stanford PhD student) gives
first construction
- new assumption (non-standard)
- beautiful idea : bootstrapping

- 2011 : FHE from LWE (Brakeski, Vaikuntanathan)
- 2013 :Gentry ,

Sahai
,
Waters "2nd

gen
FHE"

- simple
~

today
- also from LWE

Syntaxen((x) - Sk public-key variants
Enc(sk

, MEEO , 13) -> exist for simplicity ,

Dec(sk
,
2) -> M we consider Secret-key

Eval/f
,

c , . .
.

. (e) ->
N

~
X I T

circuit circuit inputs output
* let y= Alx,r) be a

randomized algo Then
,

"Wy Al>
" denotes "Ar

,
wh

Ye A(x
, r)"

Propertiesictness
: + : 20

, 132+ 20
, 13

, M . . . ., Me
= 30

, 13
sk-KeyGen (1 *)

*

W. p .
I

Dec Isk
,
Eval If

,
Enc/sk

, M ,, . .
.,
Enc(sk

,Mc))) = f(M . , . . ., Mel

2. Semantic Security :

&EncIsk
, 03 =& En(SK, 13
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3. Compactness : f
, Mi , Sk , = Enc(sk

,Mi) ,

IEvallf ,
c

...cepoyl
Without compactness, any encryption gives FHE :

Eval (f
,
2) -> (f

, 2)
Dec(sk

,
(f

,
2) -> f (Dec(sk

,
<

,
), . . .,

Dec(sk
,
<e)

Mis an eigenvalueEigenvalue Strawman of Cw/eigenvector5
sk is a vector 57

- ↓
Lg -

T
xn

S.

t. CsEna (5
,) -> matrix C Lg =s

us)Dec 15
,
C -> compute (s ( =

1 /
find n

Homomorphic?
C

,
- Enc (5

, M . ) , C2 = Enc(5
,
M2)

addition :
~

C
+

= C
,

+ Cz -

(
+

s = (c
,
+ (2)5 = 4

, 5 + 225 = M ,
5 + M25 =( ,

+Mz)5
multiplication :

Cy = C, Cz
~
-

(x 3 = C
,
425 = C

, M25 = M2C ,
5 = McM,

S

Wow ! Full ( +, x) homomorphism

Insecure :

- Finding eigenvectors/eigenvalues is easy
- e. g. with Gaussian elimination&Solve (= 0 or

( - I)5 = 0

Idea : make Gaussian elimination hard using noise
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2nd try : sk Reger Encryption
- n-1

KeyGen(/) + s : 57 z (= ) = g
nx(n -1)g N

Enc(5
,M) : A -

S
& X B

$ Ig
output ((A ,

As+ ) + In
* unidentityor

-

concatenation random by LWE
Dec(

,
C) : output 20,

115110 is small
O . W.

Correctness :

(5 = (A
,
A5 + 2)(3)+ Ins

= A5 - A5 - e + ps
= Ms- <small : M = 0

noise large :M= 1
(11Ello = B)

C= + noise (apx eigenvector)

Additive Homomorphism is pretty good
Eval (" +

"

,
C

,
(2) -> C + C2 :

(C
,
+ (z) 5 = 2

, 5 + C
,
5

=

M, - 2
,
+ M25-E

= ( ,
+M2)5 - (2 ,

+ (c)
-

118+ allo 2B

#homomorphisms : O()

Multiplicative Homomorphism is bad :

Eval ("X"
,

<
, (2) -> C

, C2 :

(
, 225 = 2

, (M25 - 2)
-

2

= M2((, 5) - Ge
- e

,
) -

= M2(M ,
5

-

C,
z

=

M , #25 - M2E, - C
, ea

-- - ↳ BIG since (is randomencryption of small

M,Mar noise

(since 11e ,
1/0 & B

and M2 EEO , 1)
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Q: Can we forcect matrix C to have small1ICII
Idea : binary representation

Binary Decomposition:
↑

forE:
bits of x
-

x +
g ,

< = Xo, . . . . ,
X logg

-
1) + 50

, 131099
S.

t. X =I Xi2
i= 0

fact : inverse of is linear

x = xt.log
G

for 7fort u

* +
g ,

= (x
0

, 0 . - - Xo
, logg-1, - ,

X mo ....
Xn

, logg-1) t logg
&* = *
G

is linearwitha

G = I 2 I - loggy

Clogg-1

...

Blogg
= In Lifyon/ketersa

for g

c =

- c-

I T) = c = )
nx n

nxnlogg

again, C = . 6 is linear
& same as before

Now back to FHE...

https://goodnotes.com/


3rd Try (6SW)
>

n

Keyben (14) : 3 = () eL/
F

m

mxn-1 (m = logg)-
nc(s

,
M) + A Ig
e XB
= (A,5+) + G e qmxnlogg
Output t Eg

mxm

T-act : 1/11 1)

Dec(,) :

Compute G = C
-

+ e)(5) + MGs= (A
,
As

= MGs - E

if first element is small
, output = 0

, elsen = 1

(p65) ,
= (M(1 ,

0
.

.
.

. ) 1 :it
S

I
.

USi=

I
and /Ms 1 ) = Elg) wh high probability

Checking x homomorphism :

-

(Eval (x"
,
,

S
C + 2,

2

(Dean 2,:
4

, 2205 = 2
, 225

= c
, (2G5 + e

I(
-

= M22 ,
65 + C

, 22
-

= McC ,
s + 2, ez

- (= M2( ,
65 - e

,
+ 2, 2

= M , M2G5 - M22 ,
+

, e
L -

L

~ small small
since 11110I

Could also think about L+)
but let's just do NAND(X , y) = NOT (AND (x

, y)
-> It's universal :

->7 (x) = NAND(X
,
x)

-> x 1y = -NAND(x ,)
-> X Vy = NAND (7X

,
TY)
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Eval(NAND
,
C
, (2) -> Im-2

proof omitted

Where are we?
-> FHE scheme based on Regev
-> Noise grows (slowly)
-> Bounded -depth circuits ("leveled" FHE)

A brilliant way to reset noise : bootstrapping
Fact : decryption is a fn : fc() = Dec (

,
c)

(with fc(s) =↑)

Idea : eval f in FHE !

=>
Eval (fn

,
Enc (5

,
5)

= Enc(s f,(5)) (correctness)
= Enc

,
Dec (5

,
c) (def fc)

= Euc(5
, M) (correctness)

So :

-> we started wh C (encryption of M)
-> ended wh an encryption of M

But, a noise analysis shows progress :

Eval , Enc,
a fresh ct)I has some fixed depth

largefixednoise level that DOESt
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Caveats
1. Requires that Idepth of fc< depth limit)

for
,
Dec fails (in FHEL

2. Enc/5
,
3) is made public

-This is not part of SemSec/CPA/CCA
- It's a new assumption - "circular security"
↳ reasonable

3. Eval (fa
,
:) is very expensive

- so FHE expensive
/but note

,
lattice crypto can be quite competitive

wh D-log for signatures,
PKE

...)

Rap
· THE historytion
· Eigen-encryption
· Eigen-encryption wh noise

· Eigen-encryption wh noise + binary decomp
-> leveled FHE

· Bootstrapping
-> leveled FHE -> FHE

Toda kinds of FHE :

- GSW wh + 20
,

1
, . . ., 3 J
k q

(vectorized operations ,
not just bits)

- CKS : FHE for apx computations
-> ML apps

- t-FHE :

-> don't bootstrap wh Dec 1 ,
c) ; use

a lookup table

Not there yet but lots of progress a investment :

Google, DARPA, Zama
,
Intel

,
Galois

...
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