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A PRG G : S. R is a deterministic
,

poly-time algorithm that given a seed

SES(seed space as input , outputs

MER (output space) ·

G is secure
.
If for all efficient

--

adversaries As

/[A(r) = I hEss (o]-Pr:Rnege()
Here

,
the probability space is over random

choice of s,r ,
and randomness of A.

n+1

LastLecture : secure Pic G : So
,1- 50

, 17

with I-bit stretch from a OWF using
Hard core bits. (GL)

Today : Given a secure PRG :

--

n+1

G : 20 ,
14 - 20

, 17 we build another PRG,
2

e(n)
Gi : So , in -> 50 , 17

,
where I is a

poly ↑ (l(n) > n +1)
.



↑

Game based definition of PRG security
:

-

-
I easier to work with)

In the above definition ,
the adversary

A needs to act as a distinguisher :

b/w two distributions :

·
[1sY us - Er$RY. : DI

Do

We can reframe this as a game
blu A and a challenges :-

Experiment 0: Do

/ FiI
s -

I 2 G(b)- I

I
r ,

1I L
H

Experiment 1: Di

↑I↑



No : Event that A outputs 1 in Expo.
Let

W I: 1I IIII 11 · Exp1 .

Then , we define :

PRGAdy/A
, G] = Advantage of A

in the PRG security
game for G

= (PM(WO) - Pr(Wis I.
where the probability space is over

the random choices of the

Challenger and A

G is secure if ,
fefficient adversaries

A

PRGAO /A
,
G] = negl(X).

C
.

Identical to the distribution-based
defe . above J

Turing Turning
=RGExtension : - (Blummication)

n+

Let G : 20 ,
13 - 20

,1 be a secure PRG.

we will construct G : 50
, 13-> [0

. 13)



G : 20 ,
14" - 50 ,

14 x 90 ,
14.
- -

--
-ES 1 entra bet

* We can - 'allsequent compose G ,
to

Y 9

get many random- looking bits

20 .
12 do ,

i

- test - .... TheseL

↓ ↓ ↓

b, 20,
17 b20 , 17 beent

en?
Outputk. ... been E20 , 17

Formally, -

-

G'(s = 40 , 132) :

So = B

for each i < <1 ,
2

, .. 1(Y :

(si
, bi) G(8-1)

.

Olp (b1 . . .
- beent).

I G'a secure PRG?

1) Efficient ? Let tin) be the runtime
G'runk is :of G. Then

,

-

e

e(n) + +(x) + OCR(n) 8 poly.



27 selle ? Informal : G secure => G'secure.

Thm . For every adv A playing the-
-

&RG
game for ,

Fan adversary
B that plays the PRG game for G,
Sit

PRGA (A ,
Gl = ((U) · PRGA (B, GJ.
---

negl E poly negl if G is

secure

Proof: Informally :-

-lates- .....
-

to
bi by

(i) For random s
,
the OIP of G

looks random, so
, we can replace

(SI
,
bi) by random elements :-

I

s
, $20 ,
1.

-
-

C

b
,
$50,17.

-> ....

be

↳< now , s, is random , so we can



replace (12 ,b 2) by random elements :-

S2$20,12
.

=C ->I ...
b

,
$20 , 17 , by $20 , 17 by

and so on . (we can do this for each)PRG in the chain -

How to formalize the above intuition?

HybridArguments:
Recall we defined 2 games , Expo , Exp1
in the PRG security defn.

Expo : = Ho
Cal samples-- &

& $
.
20 ,
13" and gives r=Gi(s) to Ati

· Tes
.... Elsen r

te
D2 been-

send r = (bin bac ... been) to A.

we'll now define a sequence of Hybrid
games , Ho = Expo . Hey ... Hern) >

where we'll slightly change theChallenger's
behavior in each hybrid



Hi : Hybrid 1 : Cal samples Si
,
b , $

·, o, ... ene
b

,
$50 , 17 ba b3

give M = (b1 , b2 . . .

, been to A ..

-

(Informally , no adv should be able
to distinguish blu Ho

,
He due to)security of PRG G.

'
Hj : Hybrid;

~

2015- ... see·

ejestdo
, bit : ---bei!(b, =$ ,

b2tp -..,bjEst

!

Hen

(b) ,
be -

-
- - -

-
- - - -

-be [01!
= Exp 1 in PRG security defn.
For It 20

,
1 ... > ,

define pi

as the probability that A outputs I
·

Hybrid game Hi.un

By defe-



1 in ExpO I in Expl
↑ 7

PRGAO (A
,
G1 = (Pr/Wo] - PM/WJI

= 1 po-pecul
Now

,
we'll construct the adv B

playing theG .Securitygame for G .

-> . sampleW [1
, ...;
1(n)]

.

2) sample by .... broyl $20
,1↑a

(bin-- .. best ↑& 137 Parse r as Cowcbw)
Simulating

a

solHybrid game 1)S ....
but ..... beenIn
Run A:

se(n)

?
M R --b

In the game that B is playing,

Expo : M = G(s) for random
- seed s S

7-> IG-> Bu
-

↳



J

i. e. b... bw-1 : random
,
but

bw, ---

. been : generated as

in Hw-I N

= this is Hybrid Hot from
As -Ye -perspect

$ $
Exp18 M $ R .

r= (Sw
, bw)

=> bl
) ..., bu : random.

=> B'identically simulates' hybrid Hw
to A .

This means ,
Pr A outputs 1 in Hj -1

-

Pr (Wo.. /w = j) =

Pj - 1 and
s

event that * B outputs whatever A outputs
B outputs I * B is simulating j-1 in

in Expo the event Wob/w = j , so
,

1.A outputs 1 with prob - pjri-

&M(W(B (w = j) = PE for all j. .
so

,

PRGA[B
,
G] = (Pw(WOB] - PM/W] I.

By total probability :-



I
e(n) - ecn)

I

I & Pr (Wor (w = 1) = PM(w = j)
. Ij= 1

- Or (Wib(w = j)+ Pr(w =5)
j = 1

Since w is sampled uniformly from <1 ...,/Y
,

I
+ I S

I

↓ dotf-itpeneSee Ie(n) S - Perut

= (p0- peeml
R(n)

= - PRGAd(A
,Gl]

e()

i - es PRG Adv (A , G1 = 1(n) - PRGAd [B
,
GJ.

so
, if G is secure

, meaning PRGAdv(B, G]
is negt(X) * B ,

then
,

G
&
must also be secure

ba e(n)-negl(d) is negt()).

Hence
,
G' is a secure PRG

-



&RFS : (pseudo random functions)

PRF F : + -Y : deterministic
,

S ↳ ↓ efficient
Key Input Output algorithm.
space space space-

Informally , for a random key K ,

F(
,
·? should look like a

random function from X to Y.

Func(X
,Y7 =

space of all functions from
X to Y

128
e

.g. if I = 20,21
= x = Y ,

# Keys =
-

#PRES :

But# functions in Fune (x , 4) = (Y1
*

= (2128)218
i . e. Fune[X ,Y]

.

DT
,

IKI
.

- -
&RF security game :

--



Forf(xi) = F(k ,
Xi)
->

2 .

I

2. ↑L -
Adv . Can make poly . # Queries

,
on

artrary xi

Exp1 :

Tometa↓L
Let Wp : Event that A outputs 1 in Expb.

Advantage of A wirt. PRFF :

PRFAd (A , FJ = (PM/WOL - PMCW

adversary if itA is calleda o-queyequeries.makes A8 the chal



A PRF F is secure it efficient adversaries
A
PRFA (A , F) = negl(X) .

RFfrom PMG . (Goldreich , Goldwasser ,Micalist
Turing ! Twing !

Given a PRG G :S-SXS
,

we can

construct a PRF :

visualize G as : "length-doubling"
S Lets say,Is

so = G(s)
E
so

81 = G,
(8)

we'll make

PRF F : X 0
, 17 es as follows :-

--

key space = 5
.

Bet strings ,
lets say 1= X.

F( ,
2): let n = (1 . . . (e) :

- S . e-g- =3 and
I

T x = 21 ,
0

, 171.

#>

soXS1
.

HsoAen
The EsLM so

on

a -Gsoo
*so i sto Bin8101



i.e. F(8
,
101) = 810)

= G , (Go (G , (1)?
2X3 x2 X 1)

&

↑
&

*For u = U... -iMe
,
traverse the

path in the above tree of evaluati· ins
=

Formally ,

F(s , (n... - xe)) :

t = B

for i in 21 , ...,
17 :

+ Gui (t).
olp t

& F a secure ORF ?

1) Efficiency : I evals of G.
= poly(X)

2.) security :

Thm : For every 0-query PRF adv
. A,--

we can construct a PRG adv B
,

s .

t.

PRFA/A
,
Fl = 1 . 0

. PRGAd (B
,
GJ.

i.e. G is a = F is a secure

secure PRG
.

PRF .



ProofSketch :

Given A : an adv for the PRF game
for F, we'll construct B : an adv.

for the PRG game for G.

we'll use the Hybrid argument !

Naively ,
we could replace each PRG

of by Mandom
, one-by-one :

Ho = Expo . for A : Hi Ha :

Bi $ Chal samples:
S,$

I So
,

S
, $

M 1- 800
,
So,T

-- =>

so/ M
T

·

, -

M

M +
-N
: in

pleas onnote, there are 2

level i of tree .

, #Hybrids : 1 + 2+ 23 + ...
+2 +

R

- S - 1. : This is a

problem....



Now
,
we'll construct B

, an adversary
for the PRG game against G :

--

Chal B
r

(for G)- e
,yJ

.
sample w $112, ...,2)

e.

g. w = 2 : Sample S, S.

use as (800
,
So) :

B1

Soo
,
Sol #sinnE↳ANb .

!

use this tree to answer As
M queries con Xin Xun .....

b .

- Output As output :

Analysis ofB's advantage : -

By similar argument as that for
PRG

tpoly
construction,



1 in Expo 1 in Exp1
↑ ↑

PRGA[B, G] = / Dr (WOB) - On (Wis)!
2 - 1

I& Pr (Wob (w = j) ↑ PM (w = j) Ij= 1

I
-

-d (Wi(wj) M (w = j)
I= 1 -

I-
l↑

(skipped in class :) 2 - I

TAlso , In Exp0 of B,

B identically simulates Hj-1
conditioned on w =j

In Exp1 for B ,
it identically

simulates Hj ,
conditioned on w = j.

- that *Let Pj : Probability
outputs 1 in Hj-

ThenL
PGAc[

,
27 = /Pop..Re zen)2 - 1

=↓ PRFAO (A
,
F) .

/20 - 1
A *
5 - 1



Esue
.

: Recall
,

1= i.

Even if PRFAd (A , F] is
non- negligible ,

B's advantage is still negligible !
-> B does NOT break Gi security.

=> This proves NOTHING about
F's security ..

⑳



: Note ,
At is o-query bounded ,

Where a= poly(x) .

:Bonlyneed to simulatePoe
>. There will be man & such PRGs

en each level.

= Just need 1. 0 hybrids !

Full proof in book (Sec - 4 .6)

:
Next

SymmetricCrypto-Summary :
class

GL BM84
.

GGMAY
LR88

- -- ->

OWF PRG+ PRG
+poly

PRF PRP/
& & & Block

-N
Switching Cipher :

By defin Truncate Deterministic Lemma
counter D
Mode PRF but

apermutation


