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very hard... -> Next Lecture



bineonAttack:(20e inggenBig
* 10M devices(smartcards) recalled !

* 50 % of Estonian national IDs
were vulnerable !

=amazing
paper pink onlinee

- RSA is surprisingly fragile to
key leakage.

- optimizations can easily break
security, ↳ smartcards are weak

devices
,

so ope -

-mizations are

welcome- : Classic e-g . of
securityis Perf tradeoff .

*Standard RSA keygen : "Reg ~ onede
--

need large P > g8- sampling"
p
- +

↑

While p is not prime :
5 polytime-

algos to check
p .

n-bit integer. primality.
X

for X= 128 (128-bit security) ,
n = 1024.



Similarly, sample q
Set N = pq -

·--

* Common to use secure H/W
,

e . g
smartcard to securely store and

use RSA Secret keys -

Issue : Smartcards have limited
compute

sampling 1024-bit numbers) Slow !Test =

-ing primally

Optimization. in Infineon Smartcards: -

sample p , 9 of the form :-

R* M + 1655379 mod M).

* Authors inferred this structure by
analysing lots of RSA keys !

* Here
,
M8 public ; 2 +35 .... pi
#

product of first i= 126primsi220bitsfor n= 1024:, M : 971 bits
(different i for different key sizes)

* R
,

a values : different for each
prime



For n = 1024 ,

R : random-53-bit number

a : random > 100-bit number.

(Flawed) Intuition :

128
7
,
S choices for p.

127

·32 => Secure .

7/ I choices
No !

But, I moduli are easy tofineon
factor...

MAINtool : Coppersmith's Attack :

If you know half of the bits of
P OR 9 , then, you can

factor N =pg in poly time !!!

* surprising : given only 512 bits of PC- -

cam recover all remaining bets of

P and a !!
As Is

[ 512 + 1024) bets!



: (Copperswith '96)
-

Let = pg be an RSA modulus with

primes P> 9 -

Let f(x) - [X] be a monic

polynomial of degree S . Then, We

can find all No& s.

t.

S
f(10) = 0 mod p and 20 N

in time poly(log ,
8).

+() - En [X] : polynomial with
all coefficients in In = [0

,
1, ....-.

Monic : Leading coefficient = 1
-

e.g. f(u) = 3 + 42 + 72 + 27
-

↳ Monic ; degree 3.
* you don't NEED to know p !?!

Coppersmith's can find all do st
.

&

f(10) = 0 mod P and 140) > N 12
Coefficients

M

Interface :
,
+

,
5 -ith-> proY

Corollary :# Solutions poly(S , logN).



Algorithm for factoring N
:-

->Unknown

N = pg where p = R -M + (65537mod))
L L

Known -

unknown. known known
.

STEP 1: Guess a (i . e . Try all possibleS-

values
STEP 2: Factorize N using let's-

coppersmith .
start with

this

Lets say we guessed a correctly. How
do we factor ?-

p = R - M ↑ 2655679 mod M?- --
Known Known

A we want to solve for RI

Let (2 = 655379 mod M.

Define f(x) = x +2 = Zy(X] .

M- mod : it gld(MN) #1 : Can factorize No
it g(d (M,N= ,

we can find a
,
b S.t . aM + bN = 1 .

then
,

a = M"mod N
. (Extended
Euclid &

Df is Monic
, deglf) = 1

2) f(R) = R+

= & = 0 madp
↑



starting to look like (5 ...

Ye
3) (k) N Because , 1024

P = R -M+ ( ... mod M? - S

1024
so

,
R - 2

.
- -
25 N=-

so
,

we can use Coppersmith with
inputs (N , 7 ,

8 = deg(f) = D
,

to get all solutions Ri , kz ..

s. t .

- (Ri) = 0 modp ,
IRilNYY.

so
,
2. : (we guessed a in step1)

2.1 : Use coppersmith to get R1 ,
R2 .

2-2 : For each value Ri 7

let Pi
= RiM + 1655379modM).

if N divides pi : we're done!

I-By facts 1
,
2

,
3 above ,

we are

Iguaranteed that j = K for some
, meaning Pj = D :

Conclusion : choosing 54-bit k adds
little security !



Back to STEP 1 : Guessing a: -
---

Recall
, p

= .M + (655379 %M

So, we actually need to guess

C = 655379 mod M.

We can Try all values of 635379 mod M -

-

D I 2

ice . 265537 .
↑

,
65537 +, 63337 % M ... Y& ↑

-

-

& How big is this set?
*

= [1 ,
2

,
....

-1
-> order of 63537 in

m
&

* Section on Thursday (Apr 18)

Lets say order of 65537 in *
-

es M ~

(i. e . ord (65537) = M).

Then
, we just need to try

a= 0
,
1

,
2

, ...., m-1 .

O How to find M
-

I

smallest nonzero integer s.t

M

65537 - I mod M.-

-



M

6553 -note
,

=T T I I mod 2 .

= I mod 3
j

= I mod P126.
& ↓

-

say, ord (65537) /x rpiLets un I ↑ es
I

Then
,

r = LCM(r
,
z , ...

M &P126

But unfortunately, for n = 1024 >
·

M= 2 .3.. .. ·

P126)
255

00M n 2 : TOO BIG -

-

Optimization #2 8
--

&

Observe that, we used Coppersmith to
-

find Ri 54 bets .

But
, coppersmith can solve for

YU O - = 8512upto N & uplo log N bels
-

r.
(use <S to find more bits) *

Bits!

Idea : Find a different M'St .:-

(1) i' 1 M : also a product of primes

This ensures that ↑ is still of the
same form : -

7



(skipped in class)
-

#I Let M = C MI
,
then,

p
= R .

M + (655379 % ML

Let, 655379 = k ,. M + M, for some
Ri

,
and some r

,
- 20 ,

1, ...,M-1

i . e. P= RM + M1
. Let 1. = R2' + M2

for some 2
E N and 12 E10 ,

1
,
2, ..,

M
- 17.

Then
, p = R . C+ R2M' + M2 .. Also

,

655379 %. M = (R,
M+ (R2M' + rz) % M = rai

--

I
So

, p = R . M# 165537 mod M1)

(2). Ord(65537) is small mod M!,
so we don't have to try too

many values of a

(3) . Because we'll use Coppersmith to
solve for Ric

↓

t must be 18
= NYY.

note
, >9 ,

so,

P > go= N => RM' + ur >, Nt

so , M' NY · (loose lower bound)



Tradeoff :

smaller
1

= smaller ord (65537)

↓
= fewer a guesses

(GOOD)
But also , Coppersmith slower ①

because need to solve for larger R -

(BAD) - can't try all values of MY
& cuz there's too many

-

Paper : Use greedy heuristics to find
the

↓ 'optimal' value of M!!

(minimize and (65537) in ,
while J

-ensuring M1 NYY and Ml1M.

Note : finding the optimal M : one

time process

&E1 : Try all values of ain
20

,
1 .. - r-17 where

*

!; order of 65537 in



ANALResults :-

Key Size #a guesses Time AWs$ Energy
20

512 & 2 2 CPU his O O

30
1024 & 2 98 CPU days 76 2

35 GPT3 : 355 GOV yes!!!

1048 & 2 140 COUyrs 40
.

~ /K .

99
.

3072 . 2 >1 Urs. 7 7
.

* TriviallyParallelizable !

Bonus : Fingerprinting. :-

Given an RSA public key ,
can I test

if it is vulnerable ?

Infineon public key : -

N =

p - g

= (k -M + 165537mod))(1 + (65567
*
mod))

= K . K!M2 + k . M. (65537 modM) +

K1. M . (655379 modM) +
655379 + al

mod M
.



a+al

so, N mod M = 65537

i
. e. N is in the subgroup of *M

generated by 65537 · i. e. I

[65537) = 265537% ,
65537 % M

, . . . . . Y

so
,
to check ifNis vulnerable ,

check if N is 65537 mod M

for some c

OI .

How ?
I

We basically want to test whether

log(mod? is defined
"Check whether alog exists"

But
,
isn't blog hard in groups ?

17

NOTWhen group size is "smooth.&
Pohlig-Hellman algo

Here , we want DLog of (N mod M).
in subgroup (65537)a

-

G= 265537% % , 65537 % M, . . . . .
. Y



A number is smooth if all its prime
factors are small.

M= 2: 3. 5 . .
. . .

16
: - smooth.

IGI divides (1 = OCML

& (M) = (2- 17 . (3 - 1) - ( 5 - 1) . . . · (rs-D : ~ smooth

so
, IGI also smooth!!

02 what about false positives ?--

If N were fully random ,
then

A

N mod M could be any value in A
Mr

i. e. PM different
values -

* But, for Infineon
X
keys :

N mod M is In the subgroup
[65537]

, of size ord (65537)

Informally ,
the probability that

NY. ↑ for random N falls in

the subgroup 165537]
is Low

Empirically: false tres found !
I

...
~



WARUP :
* Optimizations con BREAK

security !

#
H

one of MANY examples of security vs. Perf.
tradeoffs 1!!

-



Optimization#2 : (skipped in Class)
-

Recall that we compute

log (N mod M) for fingerprinting
--

↳
C + 20 ,

1
,
2

, ... r
- 17

where
,

r= ord (65537) in *.
M

Then
,

= a + a mod r,

where p = R . M + (655379 % M)

and q
= M + 165537 % .

M).
and a, = [0, 1 ...,

M- 1.

It is easy to see that atleast one

M

of a
,

a = (E] = I

So, we only need to try all values
&

Of a un I to find either

P or q -


