
Day 2 : symmetric Encryption



Today

El Cipher Syntax
One Time Pad
☒ Perfect secrecy

Limitations
③ Stream ciphers
→ from Pseudo- Random Generators



① What is a cipher ?

cipher
E +

msg → encryption→ Ct
→ decryption →m

↑ ↑

key ← key
"

symmetric
"
: both algorithms use
sad key

Algorithms:
• Enclmsg , key) → at

◦ Decl ct
, key) → msg

Domains :
In this class, all will be

Msg -0 ME byte sequences

at a- CT
key a- K
/ (or bitstringy



③ First Cipher : One Time Pad IOTP)

First
,
the XOR function .

• defined over bits C O o- 1)
• outputs 2 if inputs differ
• input /output table :

× y XOR ( x
, y)

O O O

O I I

1 0 I

1 I 0

- written ✗④ Y .

- operates on bitstings bit -yby -bit

•ex:

001 ④ 101 = 100

- an
"

involution
"

lundoes itself) :

✗ -01-4+0-4 = ×



OTP :

µ = c- = K = {0,13
"

↑
length - n bit strings

key has same length as Msg !

Algorithms :
• Enclmsg , key) : at ← msg① key
• Dec lot , key) : msg c- d- ⑦ key

Note : Deal Enclmsg , key) , key)
= Dec (msg④ key , key)
=

Msg ⑦ key ④ key
=

Msg ✓

XD Perfect secrecy .

OTP is perfedtyseeret :
a ciphertext c is equally likely to
encode m, or mz ( so long as K is
random)

.



Pr [ End m , ,
KS = c) =Pr[Enclmz ,

KI -_ c)
K

- K
-

- Proved by Claude Shannon ,
father ot

"

Information Theory
"

→ implies that c gives noinfo
about m.

hence "

perfect secrecy
"

XD Limitations
- For OTP

,

tenth) = ten ( m)
.

- Hard to use - need big keys to

be pre
-shared

.

Russian OTP

keg book→

/ Cold War)

- Unfortunately , big keys are unavoidable



Thmlshanonon) : corned-&

If E = ( Enc, Dec) is a perfectlya

secret cipher , then 1kt ≥ 1Mt

can't have fewer keys than messages
→

can't have smaller keys than messages.

! ! So are small keys impossible?

Idea : what if
secrecy

isn't perfect
- but takes a long time to break?

l③ Stream Ciphers from Pseudo -Random
Generators ( PRGS)

A PRG is just an algorithm
oilseed a- {0,13

"

)→ rand c-{0,13
"

with a < n
.



Ex : Gil 00111 = 100011
( X --4, sn = G)

It D
'

secure if the output
Gls)

" looks random " for orandoms .

Idea: use Gls) as our keg for OTP.

Stream cipher:

Enclmsgc-{QB
"

, key •20,13
")

d- c- Gilkey) ⑦ Msg
Deel d- c-{0,13

"

, keg c-[0,13
")

msgefelkey ) ⊕ Msg .

Now keys have length den !

Moreover , we have secure PRG,

with D= 256 132 bytes) for any
# of bits n .

→ Ex : Chacha20 (Daniel J Bernstein ,
Uoftlliuois)



For the problems :

cryptoy.pro/key:32bytsees,
n : integer]

returns n pseudo-random
bytes .

Problems :

Required : . bytes bit string
• OTP encldec
- stream cipher enc /dee

Bonus . building an arbitrary -n PRG
lfrom a PRG with n= Hd )

- cryptanalysis of

multi - time pad .

C
, ④ Cz = (mi -10K) ⊕ 1m,⑦ K)

= m
, ④ Mz ← leaky !




