
Day 5 : key Exchange &
Public-key Encryption



Today :
⑤ Power is back ! land our website too ! )

① key Exchange
⑨ Diffie-Hellman key Exchange

③ Public - key Encryption
③ Merkle Puzzles ?



☐ Key Exchange

History:

Ralph Merkle was a college student.

Merkle took a security class w/ a project
Merkle submitted a project proposal . Intro :

A revolutionary problem !

Alice first conversation even

initially , no shared key .

B◦b_

↓ key ps>
↓ key

,
can see

doesn't know



Unfortunately ,

the professor didn't think so
. . .
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:
The challenges of being a student at Berkeley

¥ ☐
,
•Across the Bay , Marty Hellman •

&and Whit Diffie were
"

thinking +

about the very same problem . %
- And they had an even better

£

solution
. . .

1976
"

New Directions in Cryptography
"

Applications
• digital commerce✓
. reunite access

problem : key generation
without secure channels



Key observation :
- In some cyclic groups :

• Exponentiation is easy
: G

,
× → G

"

• Logarithms seem hand : G
,

G
"
→ ×

- Why is exponentiation easy ?
→ Recursive algorithm :

→ GO = 1
→ G

✗
= (GY
"

(even ×) each step

→ G
"
= G. ( Gz) ( odd ×) ) cuts ✗ inhalf

.

→ for ✗ ≈ 2256→ only ~256 steps
- Why is computing logarithms hard?
→ we don't know how to do much better than

guessing . . . H = Gi

G
'

H
,
G
' ?=H

,
G
' ?=H

,
. . .

→ for ✗ ≈ 2256-3 ~2⇔ steps.

→So
,
for secret I, , G

" doesn't reveal
T

'

public keyX
.

secret keys



laD-if-ie-HEeyE-xhange.ltIG be a cyclic group of order q
primewith generator Glknown ↳ all) .

B◦b_Alicea
← random II.g) b. ← random ( Ig)

A- ← Ga B c- Gb

→
→

↓ key -- B
"

↓key '= Ab

Notice : key = B
"
= (Gb)

"

= (Ga)b= Ab -_Key
'

Also notice : if logarithms were easy :

adversary • sees : A=G
"

B-- Gb
↓

• computes : a ¥
↓

• knows : Gab -_ key
Note : hard logarithms are necessary for
secure DH

,

but insufficient . See "

the CDH
assumption" .



Synthesizing ,
DH key Exchange has 2- alys :

- key Gen 1) :
'

^

sk ← random / Eq)← keep
"

secret key "

pk← Gsk ← send "

public key "

- Deriveshared (sk.pk ') :

k←(pkJˢk e- use " shared key
"

② Public-key Encryption
-

→ Closely related to key exchange (equivalent
→ Idea !

→ everyone generates lp.K.sk) pain
→ publishes pk
→ Enclpk , msg) → at
→ Declsk

,
at ) → Msg

A
lpkaiska)

Cpkrs , skis)

jagg¥☐ B:pk☐
c- pkc O C

ftp.kciskctct-Enccpkcin) A

me Declskc
,
m)



DH-baud-publikey-EnnyptionkeyGe.nl) :

she ← random t.IQ)
pk c- Gsk

output Csk
, pk)

Enclpk
, ,m one-time DH sh for this msg

a ← random 1kg)
K ← Hlpk# DH output . Must be hashed so

C. ← stream Cipher. Enclk
,
m ) we can use stream

cipher .
output ( Ga

,
c)

Dec 1st
,,c one - time DH public-key .

(A
,
c) ← et

k ← H(Asif
DH output

m ← stream cipher . Dec ( k ,
c)

output m .



③ Merkle puzzles :

Fix N :
a

"domain size
"

n :
a

" number ⑥f. keys"

Alice
chores n random values B÷me

.

from {0,1 , . . .

,
N - I} (a) (b)

computes a list of the hooks same

of each value (A) (B)

1i↳

output the sneaky
ofhas↳.

value in a whose same

hash is in Bob's list

Ion fail if there is none)

↓

Cool facts:

- When n = VÑ
,
the probability

of failure is ≈ { ≈ 37% .

- By setting n= KTN , the probability of

failure is exponentially small in k .

→ Generalizationof the
"

birthday paradox " : there are
365 possible birthdays

,

but a room of 23

people has a double- birthday w/ > 50% probability !



④ Problem Overview

Required :

1. DH key exchange :

( key generation ,
derive shared her )

2. DH -based public-key encryption :
( encryption , decryption]

Bonus :

3. Merkle puz→le,

they yen ,

derive shared key) ↑( success probabity estimation) ↓
either order

4. Attacking Diffie-Hellman

Alice Attacker Bobs

_ᵗÑ key exchange

-

messages

can read !


