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② Digital Signatures Definition& Security

3 algorithms :
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sign 1m ,
sk)→ o

← greek letter
'

sigma
'

Verify 1m , pk ,
0) → True/ False

Use:

EE
+ *Pkk Anyone
a →

verify lm.pk, 0) ?

a- Sign lining
Properties
correctness : for all m

,

Pr [ lsk.pk)e keyGents ; Verify 1m , pk , sign /m.sk)) -true]-1.

☒ Unforgeabilitsy :
It should be hard to create a valid 0
for a news message (unless you

know shd
.



Formalized as an
"attack game

"

or
"

security

game that an adversary A plays:

A- Gameruteslsk.pk← KegGen C)
←

o) Oi← Sign lmi.sk)

↓m
,
0.

repeat as many times as d- wants.

A wins if Verity 1m , pk ,
0) --True and m d- {mi

,
. . . , ma}

o is valid m is new

For a signature scheme to be secure
,

for all efficient

A-
,
the probability that A wins must be negligible

in d.

Q : Why do we give A signatures on
'

other
'

messages
?

A : in the real world
,
an honest signer may sign many messages

before the adversary tries to forge a signature . Which messages? It's

safe to let the adversary choose : If we're secure against that
then we're secure against anything .

potentially
Example where He client signs ann adversarial message :

Ei I'ej> Alice
← Signing arbitrary
data is good for&ReaHy?TknsignTE authentication C but

allows an Adversaryokaytqnow.letweini.IT to get many 0's) .



3 s⇔§gnatures
key Geno : ( just DH key generation)
sk ← random / Iq)
pkc-G.sk
output Csk

, pk)

sign lm.sk) → o :
re- random (Eg)

R← Car
as bytes

pk ← Gsk I ↓

× : int in Iq c- HIM 11 pk 11 R)

2 : int in Iq← she ✗ ✗ + r
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Verify lm.pk ,
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✗
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④ How HTTPS works ( approximately)

Warning: The scheme described

IS NOT fully secure ! This

shouldn't be used
.

Educational purposes
only. . .

HTTPS : HTTP nun our TLS (Transport Layer Security)
TLS :

→Transport Layer : A way for two computers to send bytes
→ Security : Those messages are private and authentic

¥,
# . nytimes.com

TLS phases :
I • Session Establishment

↓ symmetric key (s)
2. Communication

Session Establishment
to Do a key exchange
- Gives a shared key K AND the public key pk
of the entity that you exchanged with ?

- How do we know that this pk really is
the one for our intended partner (nytimes.com ? )
we dont know that ! Not yet !

2. Certificate Verification
.

- Server sends a certificate :
- A message :

"

pk is the public key for nytimes.com
"



- also a signature 0 on that message
- created by a certificate authority

↑

globally trusted entities
.

their pk 's
are included in your OS or browser.

- You check the certificate's 0
- You cheh that the ph's match .

Communication :
- Use a symmetric cipher with
an authentication system ( like a MAC)

.

Diagram Groups

Key Exchange Hashing

Hjypg → jyg
Establishment Certificate→ Digital signature a

→ Communication→ symmetricCipkr→PR
MAC


