
Day 9 : Elliptic curves

+ Crypto on your computer



"

let G generate a group IG of prime order
"

Whetisagroup?

• set objects
•

a way to multiply
• identity : 1
• generator :c, ]

special object

• associative (x.ytz-X.CH - Z)
,

commutable × -Y=YX

Detour : Hobbies in antiquity → finding points on curves

OR stoking equations
Pythagoras : finding a. b.c a- IN sit

a2tb2= C2 13,4
,
5)

,
15,12 , B)

Fermat : find x.y.ze-ks.lt . ✗3+93=2-3
Fermat's last theorem : no such × , y ,z ←

order 2 in]

+
order Jinx

Diophantus : finding x.yo-Qs.li . y②=x③ - ✗ +9
→ Diophantus wrote many books about solving egns like
this

→ Fermat read ow

→ That is where he wrote his last theorem

→ 1990s
,
Ander Wiles proves the than . . . using elliptic

carves .

Musical : Fermat 's Last Tango



What does an elliptic curve look like ?

What does Diophantus' curve look like

^ ^

y2= XP + Ax -113

Find some national points
c- '%) % ,.y•

(11-3)
on y2= ✗3-× -19 . _

.

"mirrored
" ✓

21=0 , y =3 → on curve

32=02-01-9
F- 2 0=+3 - × -19

y2 = ✗3-✗ +9
✗=D ↳ 27-3-19 > 0

✗
2=8-2-19

✗= 2 → 8-2-1930
42=15 ✗¥2 ↳ -8+2 +9 SO

y = ±NTÉ
'

✗ =-3 ↳ so

How to find more rational points?
→

"

flip " : If Cxiy) is on -curve , IX. -y) is too .

→
"

chord method
"
: Pick two pts, draw alive

,
find

the third intersection
.

→ Rational
,
b/c eqn is cubic in ✗→ since irrational rts

come in pairs
-

2 rational

r•→ third pt is rational too.

→
"

tangent mnthod
"
: Pick one pt , draw

tangent ,
find other intersection .



Q : Chord IP,Q ) = R
T is this commutative ? Chord /RQJÉ Chord /Q

,
PJ

✓
↑ is this associative ? Chord CP

,
chord CQ.ME/ChordltihordlPiQJ,

Flip ( Chord / RQD is associative RJ

Okay ,
so

,
can

" chord - then - flip " make agroup?

→ to combine apt with itself ? →
"

tangent -then -flip
"

→ need an identity .

•0

→ add
"

pt at infinity
"
: 0 : defined to be

the identity

P Yp = 0 *:P④0 =p

→
"

flip
"
: inverse.

We call this group ECQ)
•generator ?

↑
pts on curve

w/ coordinates
+ pt infinity .

◦ bigger problem : rationals in ④

can get very big .

Idea : use modular arithmetic instead of national
arithmetic :

E(zpj
Points ✗ iyc-Y-ps.ly- ✗3-✗ +9 lmodp)

+ pt at infinity.



we can also find a generator G
,

that produces
a prime -order subgroup .

group abstractionEC-kpj-cptsntkue-p-a-iifin.it
" f " """""" " °" '" ""

1 pt at infinity

H → YH flipping y coordinate

H
,

•Hits chord - then - flip

H
,

- Hi> the tangent - then - flip

H
"

µ repeated group operations

NIEEY.tw???p!::s#z%EF?-.iio+
,

eqn :x3-3xt-blbisconstantb.gs
is specially designed to woke arithmetic

mod p fast
.

b was chosen by hashing a seed
.

Others : secq256rl , curve25519 ← p=
2¥ - 19

☆



Website:

crypto tool . py → Download .to Desktop.

Python crypto tool . py keygen
- k my key

→ generate a random symmetric keg

& save it to
"

my key
"

python crypto tool .py ene
- k my key

-

m notes
. pdf

-cmyct


