
So far in this course, we looked at building zero -knowledge proof systems - goal is minimizing the
"

knowledge complexity
"

↳ in this lecture
,
our goal is to minimize the communicationc-mpex.ly of the proof system

soundness against
unbounded proversy f- soundness against computationally Boolean circuit

What is a succinct proof / argument system? bound provers statement witness

y-

Consider the language of Boolean circuit satisfiability : Lc = { ✗ c- {o.li/wI-T5m:ccx,w)=1 }
Trivial proof system for Lc :

prover (X,
W) verifier (K)

↳ check that claw) = 1

Proof size is lwl
.

Can we have a proof system where the total communication is significantly shorter than the witness ?

Definition . A non-interactive proof /argument system for Lc is i if
both the proof size as well as the

- the length of the proof Ti satisfies It / = poly 17 , log ICI) } Verifier complexity are much s¥er than
- the running time of the verifier is poly 12, 1×1 , log Ict) the size of the NP witness

statements of

Very strong notion : succinct non-interactive pro# (statistically sound proofs) unlikely to exist unless NP EDTIME / 2
"

"%
" "

↳ Even for argument systems (computationally soundproofs) , succinct non-interactive arguments unlikely in the standard model

↳ Constructions known in the random oracle model and in the commonreferencestringlcrslme.de/--

"

CS proofs
"
- computationally

sound proofs constructions from pairings (public verifiability)

constructions from additively homomorphic encryption [more precisely, HEY ][ Kilian's protocol + Fiat-Shamir]
(secretly verifiable)

R-elatedp-imi-i.su : INARI : succinct arguments of knowledge (SNARG + proof of knowledge)

←sNARk : Zero- knowledge succinct arguments of knowledge (zero - knowledge + SNARK) ←
core primitive behind

2cash

High-level blueprint for constructing SNARGS

1. Construct information- theoretic proof system with security against an algebraically - bounded prover

2. Apply a cryptographic primitive to bind com⇒ÉybÉ provers to respect information - theoretic constraints

To-day : Kilian's protocol : PCP + CRHF ⇒ succinct interactive argument
↳ Can be made non- interactive via Fiat - Shamir



I-nformation-E-iprimitiei.probabilistically - checkable proofs (PCB)
traditional: (X

,
W) statement - witness pair for an NP language

µ
but computable in poly (1×1) time

I \
probabilistically - checkable proof (long bitstring)

← chosenraridomy
Verifier (X) verifier reads a constant number of bits of the PCP and is convinced with

constant probability ! [ long line of results - one of the deepest results of complexity theory !]

, ←
1- for Boolean circuit satisfiability, l = poly (Ict), where C is the Boolean circuitModel as following tuple of algorithms :

f- query
indices are nonadaptive- Prove (x, w) → IT C- {0,11 [ Encodes statement and witness as PCP]

L

-

Query (X) → (St
,
i
, ,
. .
.

, ik) [ Returns the k indices the verifier reads and a verification state ]
- Verify 1st, { t.jljc.ci.]) → 0/1 [ Accepts / rejects given bits of the PCP proof ]

Comptes : For all ×, w where Rfx
,
w) = 1 :

Pr [Verify 1st, { Tiij }jceµ)
= 1 : it ←Prove tx,w) , 1st,i. , . . . ,ik) ← Query fx) ] = 1

Sounds : For all ✗ ¢ L and all a-
*
c- {0,131

Pr [Verify 1st, { 1T¥. } jeek] ) = 1 : 1st
,
i
,, .
. .

, ik) ← Query (x) ) £ ¥ .

Approach to construct succinct argument for NP from PCPS :

p-nvertx.no) verifies (x)

I ←Prove Ex,w)

- Verifier runs the PCP verification on T1 (only needs to read a few bits of a)

Protocol is NOI succinct !

Verifier does not need to read all of the PCP
.

Can we let prover only send the bits the verifier needs to read ?

proves law) verifier 4)

IT ←Proulx,w) 1st
, ii. . . , ik) ← Query (X)

<

Tii>
↳ accept if Verity (St, Ii, , . . . , Tik)

= 1

Protocol is Not sound !

Prover can choose the values of Tli
, ,

-
- ,

, Tik so that verifier always

accepts. Soundness of PCP only applies in setting where PCP

is independent of verifier 's queries .



\
........ . ....

Commitment scheme should be succinct and computationally binding. / No need for hiding).
↳ construction from HW5 does not satisfy this requirement !

M-eree.si Vector commitment scheme with succinct openings.

Let H :{0,13
"
→ {0,13

"
be a collision- resistant hash function

.

We build a commitment on N - dimensional vectors VE{o,BN where N=2t as follows :

come

1

y hug
hut ← H ( HR 11h34) Each node is the

hash of its

his ← 41×111×2} hey , hi,
hat ← H(✗311×4) children

X
,

Xz Xz ✗ 4 Leaves are associated with input bits

commitment is a single hash valve (✗ bit string, independent of N )

To open
the value at Xi , it suffices to reveal the value of each sibling

node from root to leaf i

come

I

✓ hug
44 ← H( hiz 11h34)

ha ← 41×111×2} hey , hi,
hat ← H(× } 11×4)

X
,

Xz ✗3 ✗ 4

t
to

open Xz ,
reveal X

,
and hzy

Verifier can compute every noÉkeafÉ and checks that

root is consistent with commitment "authentication path
"



theorem
.

If H is collision - resistant
,
then the Merkle tree is computationally binding.

PIT . We proceed inductively in the height of the tree. Suppose -1=1.
Then

,
com

= HIX , 11×2) . This is binding unless there exists a collision on 2-bit inputs .

Suppose Merkle trees with height t are computationally binding.

Suppose there is efficient adversary A that outputs
come {0,13

"

,
i c- N

, Xi ,Xi
'

C- {0,13
,
Iv

, , .
. .

,
Ven )

,
(vii. . .

,
Vit ,)

where Xi =/ ×! and (v
, , . . . , Vet,) is an opening of corn to Xi and Lui , . . - , Viti) is an opening to Xi .

Then
,
either V

,
= y

'

or we have a collision since it must be the case that

H /ally) = Hluillvi ) or H(villa, ) = Hwi Hui ) for some value u , , ai , which is

the hash of the sibling subtree

If v
,
= Vi

,
then we consider the subtree rooted at the node associated with V.

.
This is a Merkle

tree of depth t , and by our inductive hypothesis , any adversary that breaks the binding property can

also break collision - resistance of H .

Kilian's succinct argument for NP :

y
verifier chooses CRHF to defeat

preprocessing
attacks

prover
verifier ( e.g., having a hard-coded collision to H)

←

IT ← Prove law)

É,
1st
,
i
, , . . . ,
ik) ← Query /x)

a-i-ik-T-i.li#peniysforindiu-ig.--.ik
↳

accept if 1) valid opening to
commitments

2) Verify /51, ti , , . . . , Tik) = 1

Soundness against bounded
provers follows by binding property of commitment scheme and soundness of PCP

.

(Intuition: com completely determines the proof string Ti)
(formally : we can extract a PCP from the prover by rewinding)



Succinate : Icom/ = 2

for constant soundness
,
need to read 04) bits of the PCP

↳ OG) openings
- each opening has six X - log / Tlpcp)

= ✗ - log (poly (Kl))
= 01×1%14)

can amplify soundness to 1- negl (7) by repeating 7 times so overall communication is 01×2 logKl) .

Kilian's protocol is public - coin so can apply Fiat- Shamir to obtain a succinct non- interactive argument (SNARG) for NP

in the random oracle model
.

f-
Some recent progress by Chiesa- Yoger ECYZI]Proof size is 01×2 log Kl) .

←
QpenpEm : can we get 017 log 14) size proofs?

Concrete efficiency of PCB still quite high . Modern constructions consider a generalization called interactive oracle proof CIOPI
.

↳ Can be compiled to a succinct argument / SNARG in same manner
.

Merkle trees are very useful also for building an

autE-eddata-s-ru-urei-certit-ia-e-ranspam-yi.bgof all certificates issued by a CA

↳
given Merkle root, very easy to prove that a certificate is in the log

-

Bitcoin : Merkle tree used to
prove

that a particular transaction has been posted to the blockchain


