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So far
,

we have shown how to build symmetric crypto and public-key crypto from standard lattice assumptions (e.g . .
SIS and LWE)

But it turns out , lattices have much additional structure ⇒ enable
many

new advanced functionalities not known to follow from

many
other standard assumptions (e -g. , discre log , factoring , pairings ,

etc .
)

We will begin by studying fully homeomorphic encryption
LFHE)

↳
encryption

scheme that supports arbitrary computation on encrypted data (
very useful for

outsourced
computation ]

Abstractly "

given encryption Ctx of value x under some public key , can we derive from that an encryption of f ( x) for an arbitrary function f ?

- So far
,

we have seen examples of
encryption

schemes that support one type of operation (e -g. , addition) on ciphertext s

-

F←¥ypti(i¥ : homeomorphic with respect to addition ( HW3]

- Rcrypto ? homeomorphic with respect to addition

- For FHE
, need homomorphism with respect to two operations

: addition and mutiplication

Mep in cryptography (dates back to late 1920s ! ) - first solved by Stanford student Craig Gentry in 2009

↳ revolutionized lattice - based
cryptography

! ↳
Very surprising this is possible :

encryption reeds to " scramble
"

messages

to be secure
,
but homomorphism requires preserving structure to enable

arbitrary computation
Generaleblueprint : l . Build somewhat homeomorphic encryption ( SWHE ) -

encryption scheme that supports bounded number of homeomorphic operations

2. Bootstrap SWHE to FHE (essentially a way to
" refresh

"

ciphertext)

Focus will be on building SWHE (has all of the ingredients for realizing FHE)
↳ In particular , will present Gentry - Sahai - Waters (G Sw ) construction (conceptually simplest scheme, though not the most concretely efficient)

" 3rd generation of FHE
"

startingpo.int Reger's encryption scheme:

~

Setup ) : A ⇐ 2g
" "

A = ↳ in
+ e

, ) e Ight
" 'm

Observation :

5£ Ign STA = - ITA + STA t et = et z om

e ← Xm s = f-
5
) e Ight

'

7-

output pk
-

- A and sk -

- S
x m

Inchryptlpke.pe) : write pk
-
- AE Zin

" ' 'm

and sample
RE lo , Bm

C = Art put It ii. Iintisxm = O )
( nfl ) anti )

identity matrix

Decrypted : write Sk -
- S . Compute STC and output 0 if I lstclnti I < IT and 1 if I GTC) nut > It

[
Cath

"

component of STC , interpreted as value between - Ez and Ez

Correctness : STC = STAR t X - LEI ) . STI intisxm Observe : the vector s ( i - e ,
the secret key) is an approximate left -

eigenvector of

= ET R t X . LL) . 5 the matrix C ( ie , the ciphertext) with associated eigenvalue X - LI )
I X. LI ) . 5' lie ,

the "

encoded
"

message)

Security : same as proof for Regev encryption (two hybrids : LWE ,
then LHL )



Obere : We can pad A with rows of all - zeroes so it is a square matrix ( over Ig
" m ) and pads accordingly as well

For the ciphertext, we just embed the
message in the first Intl ) components

Then
, correctness and

security follow as before (scheme has not changed) , and the message is simply the "

noisy
"

eigenvalue associated with s (
the

EighthErector)

whyisthisv.eu ? Because eigenvalues add and multiply :

Then : st ( c ,
+ Cz) = 5C

,
t 5C

,
= X ,

5 't Xzst = ( Ait Xz ) s
"

-

Suppose Xi is a ( left) eigenvalue of C
, with associated eigenvector S

- noambtmsorphic

←

Suppose Xz is a ( left) eigenvalue of Cz with associated eigenvector s

}
ST CiCz = Xi - STC 2

= X , Xz
ST operations !

Unfortunately , this intuition does not directly translate to our setting :

Cerreta : 5C = x.LI/.sTteTR

Addition : 5 ( Cit Cz) = X , .LI/.sTteTR ,
t xz.LI/.sTteTRz

= ( X ,
t Xz) . LI ) . ST t et ( R ,

t Re ) Works as long as Rit Rz is small ! ( As long as B K q ,
this will be OK . )

Multiplication : STC , Cz = ( X , .LI/-sTteTRi)Cz--xiLII.5CzteTR ,
Cz

= ×
, .LI/./Xz.L9zIteTRz)teTR,Cz

- -

not quite what we wanted due this is large since Cz is not short !

to the message encoding ,
but

↳ Correctness fails for multiplication !should be fixable . . . -

Need a new trick : the gadget matrix G (e.g. , the powers
- of - two matrix )

-

One issue above is noisegrowth ( and bit - decomposition is effective
way

of
generating short matrices )

.

The GSW THE scheme :

-

Setup : Ace Ign
'm

a = &?n+e, ] e Eg
" " 'm

~ E Engs Same as Regev's encryption
scheme !

e. ← F s = f-
5
) e eg

" '

7-

output pk - A and sk - s

Encrypt ) : write qk= A e Eng
" ' 'm

and sample
RE { o , Tim

Output C -

- AR t pi
. G

Decrypted : write Sk - s . Compute STC and output 0 if I Istc ) m/s -48 and 7- if I CstC)
m I > ¥

Correctness : STC = STAR t pi
. 56 =

gu
. 5' G t et R

By construction of G
,
1st G) m

= 2
" % "

,
so if HERH t ft

,
then correctness goes through



GSWinuariaut-o.lt C = AR t
pi

. G for some pie { o , B .
Then

, I
last components of STG is large ( n 24981 ) if x - l

STC = ST ( AR tpe . G) = - ETR t µ . STG
and small if x

-

- o

Homeomorphicaddition : ST Kit Cz) = ST (AR ,
t
pi , G) t ST (A Rat pea

- G) = RI t ( pi , + pea)
. STG

new error in ciphertext also adds

Homeomorphicmultiplication : ST ( C , G-
' (Cz)) = 5 ( AR ,

t
pi , G)

- G-' (Cz) = 5 (AR ,
G-

'
lez) t µ,

. Ca)
= ST CAR

,
G-

'

(Cz) t
gu,
AR z

t paper
- G )

= et ( RRzt pipe
. STG

new error only increases modestly since X ,
C- {0,13 and G-

' (a)

is short : if HR , Has
,
HRelles f B

,
then

HR ,
G-' Kz ) t x , Rella S B ( Mtl )

Conclusion : If we want to support circuits of multiplicative depth d ,
we need to choose of

= mold) to accommodate the

multiplications . Observe that in this case
, log of

= Old log m )
, so the number of bits in the ciphertext scales linearly with

the depth of the circuit
.

[ Note : generally , there is a lot of flexibility when choosing lattice parameters ]

Semantic
security

follows by sand argument as Regev . Homeomorphic operations possible by structure of gadget matrix !

IHEtFHE .

The above construction requires imposing an a priori
bound on the multiplicative depth of the computation .

To obtain fully homeomorphic encryption ,
we apply Gentry's brilliant insight of bootstrapping .

High-level . Suppose we have SWHE with following properties
:

l . We can evaluate functions with mutilative depth d
2 .
The decryption function can be implemented by a circuit with multiplicative depth d

'
s d

Then
, we can build an FHE scheme as follows :

- Public key of THE scheme is public key of SWHE scheme and an encryption of the SDHE decryption key under the

SWHE public key
- We now describe a ciphertext -

refreshing procedure :

- For each SWHE ciphertext, we can associate a
"

noise
"

level that keeps track of how
many more homeomorphic operations

can be performed on the ciphertext ( while
maintaining correctness ) .

↳ for instance
,
we can evaluate depth - d circuits on fresh cipher texts ; after evaluating a single multiplication ,

we

can only evaluate circuits of depth - Cdt) and so on . . .

- The refresh procedure takes any valid ciphertext and produces one that supports depth
- (d - d ' ) homomorphism ;

since d > d '

,
this enables unbounded lie . , arbitrary) computations on cipher texts

idea : suppose Ctx = Encrypt (pk , x ) .

Using the SWHE
,

we can compute ctfu,
=

Encrypt Cpk , HH) for any f with multiplicative depth up to d

Given Ctx
,

we first compute

Ct, = Encrypt Cpk , Ctx) ( strictly speaking , encrypt bit by bit ]
This is a fresh ciphertext so we can perform operations

of depth up to
d on ctct

.

Since the public key includes a copy
of the decryption key (ctsk) , we can homeomorphically evaluate the decryptionfunction :

This is a new encryption
of m

,

¥! ! En://ftp.Y '

,

sit} } Encrypt (pk, Decrypt Csk , et ) = Encrypt (pk ,
x) and we can continue performing

homeomorphic operations on M (of
-

depth d - d ' )
depth - d' computation



Bootstrapping is a generate technique that converts
any

SWHE that can evaluate its own decryption function (
plus a little more ) into

an FHE scheme .
Transformation

requires
additional circularsecurity assumption (namely , that it is Ok to publish an encryption of

the scheme's OWI public key .

[ The GSW scheme supports bootstrapping
-

decryption is a threshold inner product ; choose parameters

carefully ]

¥pm : Build FHE from LWE ( or another standard assumption) without the circular security assumption .

The GSW homeomorphic operations have a lot of applications . We will describe three of them in the
remaining

weeks of this

course : h-omomorphicsignetues.at#bute-bardencryhtion , and

non-interactivezy-knowedge.li/omomorphicsignaur
: Analog of homeomorphic encryption for signatures

↳
given signature o on input X

,
can compute signature of on any

function evaluation f-(x ) where of
verifies with respect to function f and value FG )

↳ useful for
authenticating computations leg. ,

cloud provider can
prove

that performed a particular computation

correctly on signed data )

syntax : Setup ( I
' ) → ( sk

,
vk ) : Outputs a signing key sk and a verification key vk

Sign (Sk ,
X ) → ox : Output a signature on a message X

y
public operation that

Eval (Vk , ox ,
f) → of # : Takes a signature on X and a function f and outputs a signature on f (x ) does not require

knowledge of

Verify (uk , f , y , of )
→ 0/1 : checks whether signature of is a signature on value

y with respect to function f signing key

correctness : Csk
,
vk ) ← Setup ( 17 )

of ← Sign ( sk ,
x )

⇒ Verify ( vk.f.tk )
, Oye,) = 1

Ofa, ← Eval (wk
, ox ,

f )

(0ne-Time)Unforgeabik# : Intuit : the adversary can always produce new

adversary challenger signatures (by using
the homeomorphic

uk (vk.sk) ← setup CIA) properties
of the underlying signature

c-

m
scheme)

,
but cannot produce a new

-

signature that does correspond to a

o ← Sign Csk , m )
g-

+ valid computation on the signatures it

( fig , Og) is given

adversary wins if
y t

f Cx ) but Verify (vk , f , y , og ) =L .

↳
Reason why homeomorphic signatures are

useful for authenticating computations

Compactness :
signatures are

"

short
" (depend essentially on the size of the output and the depth of the circuit ) :

total =

poly ( X ,
d )
←
depth of the circuit / computation performed on the signatures

( can also consider other metrics like tofu, I =

poly (X , log 14 ))[
in particular , if we compute a signature over a large database fi - e

, many signatures) , the resulting signature that

authenticates the computation can still be short



Startingpoint : Recall GPV signatures f-hash and sign
" )

uk : A
,

sk : tda pH : 'm → Ign

(modeled as random oracle)
signature on message rn is a short vector at Igm such that Au = Hlm)

←
can view this as

"

target rector
"

For homeomorphic signatures , we will sign bit-by-b . Suppose we are signing
t - bit strings .

Vk : A
,
Vi

,
. . .

,
Vt £ Ign

'm

Sk : tda

To sign an input x E {0,13? we will sample short U
, . . . . .lk E 2qm×m where

Alli = Vi t Xi G ~Hw5 will explore what goes wrong-

target matrix like in GPV f if we sign multiple

signatures ( notice that this is uniform since Vik Ign
'm and we will only ever sign a single message) messages

Signing directly corresponds to preimage sampling (
using trapdoor for A )

.

Homeomorphic operations are defined exactly as in GSW FHE :

GSW Ciphertext : C = AR t xi G Homeomorphic signature : Alli = Vit X .

- G

T t
ciphertext encryption randomness

signature

& T
public component

(publicly known)

Suppose we have V, = AH t X. G ⇒ V
,
t Vz = A fu ,

t Uz ) t (x. txz ) G
Va = Alla t Xz G -

sum of X , txz

⇒ (U ,
t Uz) can be viewed as a signature on the sum X , t Xz with respect to the

public component V
,
t Vz

For multiplication , we use the analog of GSW multiplication :

V
,

= All
,
t x. G ⇒ v, G-

' (Vz) = All ,
G-

' (Vz) t x. Alk t Xcxz G

Vz = Alla t Xz G -

public component, = A (U ,
G

- ' (Vz) t x
,
Uz) t X. Xz G

depends only on me
~

public parameters product of
signature on Xcxz

, Xixz

µ norm of signature grows
depends on

U' ill ,
V2

,
which are known to the evaluator

by multiplicative factor 0cm)

summary : suppose V
,
= All , t AG given Vi

, . . . ,
Ve

,
and circuit C

, can compute Vc
⇒

✓ , Aye
!
* G

using homeomorphic evaluation procedure described above

/ T / given Vi , . . .

,
Vt

, signatures Ui
, . . . ,

Ut
, , message X E 90,13T

,
and circuit C

,

public
values part of signatures can compute Uc using homeomorphic evaluation procedure described above

↳ these procedures then satisfy the following property
:

Ve = Alle t C Cx) . G

and Huck sp . mold)

↳ correspondingly, just need to set q -

p
-
mold)

( log g
> Old log mtkgp)



Summary : To verify , compute Vc from Vi
. . . . ,

Ve and check if Vc '

Allety - G and Hucks p - mold)

computed from
%

signature tclaigagdue

( and public
parameters


