
C-sshetweek6.pairing-Basedcryptographyh-pplic.at#
: Short signatures LBoneh , Lynn , Strachan

,
2001 ]

Existing signature candidates : RSA signatures : 2048 bits 8 (13 ) bits long

[ 128 - bit security level ] ECDSA signatures : 512 bits 41 bits long

Schnorr signatures : 384 bits 31 bits long
BLS signatures : 256 bits 27 bits long

I shortest practical / implemented signature ]

Key Gen ( 1 ' ) → ( vk.sk ) : see Ip sk : s

Sign (sk , m ) → o : o ← Hangs

Vk : (g.gs )
where H : M → Gi is a hash function Imodeled as a random oracle)

Verify I vk ,
m
,
o ) : check e to

, g)
±

e (Hlm)
, gs )

S S s
Correctness : e to

, g) = e (Hlm)
, g)

= e (Html
, g)

= e (Html
, g I by bilinear

Security : From CDH in G in the random oracle model :

Kassamption :
given g. ga , gb

E 6
, compute gab EG

P¥huto : Very similar to security proof for FDH :

- Given CDH challenge (
g , ga , gb ) ,

reduction sets verification key to Vk = (
g , ga )

- Assume without loss of generality that adversary queries random oracle before each signing query
- Choose one of the RO queries

and program response to gb I correct forgery is then gab )
-

Remainder of
signing queries can be simulated since reduction chooses the exponents (so can compute Hlm)

" )

Properties : - Signature is a single group
element : ~ 256 bits (

using point compression) Easymitotically : 27 bits ]
-

Signature scheme naturally supports threshold
signing , aggregation lie

, compressing multiple signatures into one )

-h#ldBkSsigns :

ppargteect

secret key by splitting it into
many independent

"

shares
"
and giving shares to different

P , Pz Pz Goals : I
. Given O

, ,
Oz , Os ,

should be able to

ISk , ) ( ska) (sky)
og

obtain signature o on m (with

m mff respect to rk)

Signer 2 .
Given a subset of the key - shares

(vk) { ski
,
ska

,
skis

,
should not be able

to sign Iwith respect to vk)

Recall signing in BLS : output o ← Hlm)s where a E Ip is secret key

To threshold in BLS
,
choose S

, , . . . , Sn
£ Ip such that s

, tsz
t - - - t s n

-

- S E Ip
↳ Each party's individual signing key is si

,
and signs using standard BLS

↳ Given O
,

= Hlm)
s '

, . . .

,
On = Hlm) ? we can compute

0=141,9.
=

,

Hcm)
si

= Him} " " ' si = Hangs

↳
Security : Each

party is implementing a BLS scheme Cso partial signatures Oi are unforgeable)



Puzzle : This is an
"

n - out - of - n
" threshold signature scheme ( i.e.

,
need n out of n signatures to reconstruct ) .

Can we build a
"

t - out - of - n
" threshold signature scheme (where

any
subset of t signatures suffice to reconstruct ) ?

↳ will revisit when we discuss Shamir secret sharing .

AggregatingBLSsign : BLS signatures support a property
called aggregation

:

given message
-

signature pairs
(mi , Oi ) ,

. . .

,
( me

,
Ot ) under vk

,

can compress into a single BLS signature O that authenticates (mi , . . .

,
Mt )

Suppose we have (m , ,
oil , . . .

,
( me ,

Ot ) where each Oi = Hlmis
.

sObserve "

o ;
=

, ! rkmils = fin " kill

Then
,
define the aggregate signature O -

- Tien , Oi .
To verify o on ( mi

, . . .

,
me )

, compute

e ( g ,
o ) E e ( gs , II. Nmi))

H 11

e Cg , I Tlieenstkmil]'T e Cgs ,
Fie en , Hlmil)

Very Useful
property

when we have
many signatures and want to compress them leg. ,

certificate chains
, Bitcoin transactions .

etc . )

requesting : Can we obtain every shorter signatures ?

Lod : for 7 bits of security , need atleast X bits

Feasibility : Using indistinguishably obfuscation
, we can do this

,
but no other constructions known

. . .

Sofdiffi¥ : Need to consider exponential - time adversaries (
security against

£7 - time adversaries )
↳
generic discrete log algorithm is reason for 21 size in 1325

Applications Identity - based encryption

Beyondpublickeyencryption :
pairing

- based cryptography
enabled for the first time new forms of a# cryptographic primitives

beyond traditional public-key encryption
and digital signatures

Gqbeyondpabliqncrypt.co : with traditional PILE
,
sender needs to know

public key of recipient in order to encrypt

Question : Can the public key be an arbitrary string leg . ,
email address

,
username

,
etc .
) ?

Identity'sham98l ] : encrypt with respect to identities

↳
major open problem resolved by Boneh - Franklin in 2001

using pairings
(and also concurrently by

Cooks in 2001 )



global public

Scheme: setup cza ,
¥ranging,? . :[

musketry
secret

Encrypt Imph ,
id

,
m ) → Ctn Iencrypts message m with respect to identity id ]

Key Gen (msk ,
id) → skid Igenerates a secret decryption key for the identity id ]

Decrypt (skid , Ctn) → m / I (decryption should output m if Ctm is encryption
to id and I otherwise ]

Is
challenge of IBE is to compress elata number of (public /secret ) key -

pairs into a single set of short

public parameters

COLES : for all messages m and identities id
,
if we generate (mpk, msk) ← setup LID and skid ←

Key Gen (msk ,
id)

,

Pr IDecrypt (skid , Encrypt Cmpk , id ,
m )) -

- m ] = I

Securityof_IBF
BE KiB

- adversary, 1-

/ k_qmi÷%i
← set .ie ,

1- →

<
skidded ) f } identity key queries

/ y

) semantic security

€*←Encryptmpkidtmb ) challenge

/ fy
) identity

.

key

queries

-1 - -

v

b' C- I 0,13

IBE AdvEAT = Ipr Eb' -
- I I b -

- o ] - Pr Eb' -

- I I b =D I

↳
Require that A does not

query
for a decryption key fur its target identity id

* (otherwise can trivially break
security)

Boneh-FranldinIB.ES#me : ¥#thEIG=a :

Setup 117 ) → (mpk ,
msk) : see Ep Setup ( 1

' ) → Cpk ,
Sk) : strap

mpk : h
-

-

g
'

msk : s
pk : legs sk :S

"" " " " " " " " " → " :

is me ' " " " "
/

⇐ " " " "" " " → " "
"

'5. m "

How to decrypt ?

e Chr
,
Had)) = e ( yrs , Hlidl) = e Cgr , H lid)

' )
in

-

included in secret key
ciphertext for identity id

Key Gen (msk ,
id) → skid : H lid)

'

Key idea in pairing
- based cryptography : exploit bi linearity : two ways to compute eagh quaintly

L ✓

Using public using secret

parameters parameters



exponent can be " moved
"

Blessing : I
Sverification relation : e (

tkm
)? g) = e ( Html

, g )
L ↳

computed using part of the

the secret signingkey public verification parameters

P¥FrankliIBE : #
S s

decryption relation : e (gr , H lid) ) = e ( Cg I , H lid))
d

Secret key
↳
public parameters

securityof-Boneh-franklinIB.FI : Will rely on the bilinear DDH CBDDH) assumption (and modeling H as a random oracle)

(
g , ga , gb , g

'

, elg ,g)
abc ) E Cg

, ga , gb , go , elg.gs ) where a. b. c. r
E
Zp

trod .
Given BDDH challenge (g , ga , gb.ge ,

T ) : f
this is the algorithmladuersary

we construct in the reduction
-

Set mpk
-
- h=g

' ( so a is the corresponding secret key , unten to the simulator )
- Assume Iwithout loss of generality) that adversary queries RO on each identity before making the corresponding key

query or challenge query
-

Guess which RO
query

corresponds to challenge identity id
*

- On RO query
id t id 't : choose random x E Ep and reply with g× } In both cases , the response is

- On RO
query

id = id * :

reply with gb f from the challenge) uniformly random

- On a key query
for identity id I id 't : reply with (ga)

×

where X is the exponent chosen for H lid)
↳ Observe that by construction

,
skid =

g
"

= Cgt)
"

= Hlm)a
,

so these keys are correctly simulated
- For the challenge ciphertext , reply with Cgc , m . T ) where gc ,

T are from the challenge

↳ Observe that if T -

- e Cg, g)AY then in particular

T -

- elggjabc = e C gac , gb ) = e ( Lga)
'

,
gb ) = e (h '

,
H lid ))

,

exactly as required in the real scheme
.

Therefore
, under the BDDH assumption ,

the challenge ciphertext is independent from two random group elements

(independent of the message) , and so security holds
.


