
Secretary Suppose we have a secret and want to distribute it among n parties such that any t of them can subsequently recover
the secret and

any
(t- l) subset co leg . ,

Board of directors at Coca-Cola want to protect Coca- Cola recipe ]
Two algorithms : share (m) → {si ) ie en] : takes a message m and outputs a collection of n shares

Reconstruct ( {Sj3) → m It : takes a set of shares and reconstructs the message

How NOT to share a secret :
= e

secret s t {0,13 s = s , Ilsa H - - - Hsn where si E {0,13%
shares : Si , Sz , - . . , Sn

Given subset of the shares S
, . . . . , Sn-c , can learn most of the secret

↳ if secret sharing scheme is n-out- of -n
,
should not learn anything given just n

- I shares

Examples: Additive secret sharing (n out of n] : messages are over Ip (for any modulus p , not necessarily prime)
- Share (m ) : Sample r, . .. . , rn-, E Zp and set rn = m - Iii

'

ri C- Zp
- Reconstruct ( r. . . . . , rn) : Output Eiti ri

← satisfying CPA -security
Combinatorial secret sharing (t out of n ) : Will use a symmetric encryption scheme over {0113

"

leg. AES- CTR)
-

Share (m) : sample n keys ki . . . . , kn for encryption scheme

for every t
- subset { in . . . , it } E Cn)

, encrypt on using kit. . . . , kit leg. . Enc ( ki, , Enc ( Kia , ' - '

, Endkie ,
m) -

- -D)
Let {43 be the collection of ciphertext

Output shares (( Kc , Ict's) , . . .

,
( kn

,
{ Ct} )) µ

relies on computational assumptions
- Reconstruct ( (k , , { et}) , . . . (Kt , 143)) : by construction , there is one Ct C- {Ct} encrypted under k. . . . . , Kt , so decrypt accordingly

f- more generally, any finite field
Shamir secret sharing It out of n ] : will work over Ip (for prime p)

Any 2 points↳ beautiful construction based on polynomials (very useful mechanism for sharingdata) f (1)

Ketidea : Any d points might define a degree- 'd-" Polynomial over ZP /•FnT%mt-

e.g . 2 points define a line
, 3 points define of parabola , etc . oooo.

GCI) ft)
-

given d points , can efficiently obtain entire polynomial (Lagrange interpolation ]
R #

-Share (m) : Choose y . . . . . , ye- I
← IP 1 2 3 4 5

Let f : Ip→ Zp be the unique polynomial of degree t - I
f- (o) -- m and He) -- yi Vi E Et- I ] Et points uniquely define the polynomial f ]

Output shares ( i
,
Hi)) fi c- Cn] Each share is just 2 field elements (independent of threshold t or # parties n)

- Reconstruct (Cii
, y . ) , . . . , lit, ye) ) : Interpolate the unique polynomial f of degree H-t ) defined by the points (ing . ) , .. . , lie, ye)

Output flo)



A little more detail . . . how to construct the polynomial f . Lagrange interpolation.
Let (Xo

, yo ) , . . .

,
Ge

, ye) be a collection of t.tl points .
To find the polynomial f of degree t that interpolates these points,

we can write

f- (x) = Aot a, X t - - - tae Xt , where ao . . . . , at
E Ip

"""""

i::i÷::::÷÷:::÷ : ⇒

"

Vandermonde matrix
"

of

dimension t t I

Interpolating a polynomial over Ip just corresponds to solving a linear system over Ip .
A unique solution exists as long as the

Vanderwoude matrix is invertible . It turns out that you can show (via linear algebra) that

at : :÷÷÷÷ :#iii.⇒ i÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷:÷÷÷÷t÷
Let us now analyze the properties of Shamir's secret sharing scheme:

Corsg : Follows by uniqueness of interpolating polynomial (e.g. , t shares uniquely define a polynomial of degree t-I)

Security : Given any subset of Ct- t) shares ( ii. y .) , . - a

,
(ie-i , Yi-i) , and any message m

C- Ip , there is a unripe polynomial f
of degree t- I where

Hii) -- y . . . . .

,
flied -- yi- c and flo) = m

Thus
, any H

-t) shares can be consistent with secret - sharing of any message m ⇒ information - theoretic security

Efficiency : Both share-generation and share reconstruction consist of polynomial evaluation and interpolation , both of which are

efficiently computable (see above)

Secret sharing is very useful for building threshold cryptosystems .
Here

, we describe one example with threshold RSA signatures :

Setup : sample primes p,q ,
set N '- pg f

> Vk : (N , e) (useful for protecting signing keys)
choose e,

d such that ed -- 1 (mod GCN)) sk : d

sign (sk, m) : Output o ← Hlm)d
Verify (uk , m, o) : Output 1 if H (m) = one

[

Can apply n - out- of - n secret sharing to signing key d : sample d, , . . . , dn
E
Zun, such that Ee di -- d (mod 91N)) :

P, Ld,) Pz (da) - - - Pn Cdn)

f)"i "man Jost:' ÷:#in:÷÷: i.

client (m

combine signatures
: ITHCm)di = Hlm)i€ di = Hcmjd = g


