
Attribute- based encryption CABE) : allow fine-grained access control to encrypted data

/! Ciphertext are associated with attributes ✗ and a message µ
-

Encrypt lmpk, X , µ) → ctx.pe

\ secrettop- secret/ I [
✓

/ no clearance

✓ public attribute message
Alice Bob Charlie e.g. ,

"

top-secret
"
or

[ "

secret " or

> Sk
Alice can be used to decrypt all messages

(
" unclassified

" )
that are

"

top secret !
"

secret
"

,
or

"

unclassified" Decrypt (sky , Ctx,µ)
= {µ

if £""

I otherwise
skBob can be used to decrypt messages that

are

"

unclassified
"

(but not " top secret
"
or

"

Secret
"

decryption succeeds if ciphertext attributes

messages) satisfy the decryption policy associated with

the decryption key
More generally : keys are associated with functions (i.e,

access control policies)
-

Key Gen (msk, f) → sky

ABESchem
-

setup (H )
→ mpk, msk

-

Key Gen (msk, f) → sky
-

Encrypt lmpk, × , µ) → ctx.pe
-

Decrypt ( sky , ctx.pe )
→
µ or 1

Corrects : for all functions f , attributes ✗ where ftx) = 1
,
and all messages pe

:

Pr /Decrypt (sky
, ctx.pe) = µ /

(mpkimsk) ← setup(17

sky ← KeyGen (msk, f)
'tape ← Encrypt Cmpk, × , µ

] = 1

SeÉiSef : beloit}

adversary challengers
!

- (mpk, msk) ← setup (E)

key> sky ← Key Gen (msk , f)
queries←É
challenge Ctx,b

← Encrypt Cmpk , X , µb)
query <b
key f-
queries sky ← Key Gen (msk, f)
←Ét

(
ft) = 0 for all key queries A makes

b' c- {oil}

v

An ABE scheme is semantically secure if for all efficient and admissible adversaries A ,

/ Pr [ b' = 1 I b=o ] - Pr [b' = I / b-- I ] / £ negl (2)



startingp.in# : dual Regev encryption

key Gen ( Ix ) : A ←Rzj×m
r
E {0,13

"

t ← Ar C- Zag

pk :(A. t) sk : r

Encrypt lpk.pe) : sample SE 25 ,
e ← XM

,
e'← ✗

Output et = (51A + et
,
Et + e' + pe

. LF 7)
or

Decrypt (skit) : Output fct , - ctorlz

Lory: Ct , - ctor = sttte
'
+ fu

. ( £7 - star - etr
=

µ
. I £7 + e ' - etr
Igf

if X is B-bounded , then

/ e ' - etr / f 131mn)

correct as long as BCMH) I ¥

Security ! Follows from LHL and LWE : Hybo : real semantic security game 2 LHL (when m=p(nlogqi
Hyb, : sample t £25 in the master public key 2 LWE
Hybz : sample to

#
Zqm , Ct, I 2g

Comparison of primal vs. dual Regev :

"

interchanging
"

?"¥?÷;r+µ . ,§ , d.Y.gl??n?-e?-seoe+keYisash-r+Preimaseotpab1ic+arge+rec+orbpk : A ,
bt ← state pk : A ,

b ← Ar
with respect to A

↳ will refer to this as dual Regev with

respect to A

stbte
'
+ pi

. LF]

Attribute- based encryption from LWE : will
"

flip
"

the convention (decrypt when f-1×1=0 , not when 1-1×1=1) .

Ida: suppose ✗ C- {on}l

public key will contain matrices A
,
B , , . . . , Be

C- 2j×m
to encode an attribute ✗ C- {0,131 :

[ B ,
- X ,

G 1 - - - l Be - Xe G] only depends on function f (and B, , . . . , Be)

then
, to evaluate f on encodings : f lindependent of I

- useful for key - generation)
[B

,

- X , G 1 - - - l Be - Xe - G] - Hf,×
= Bf - ftx) - G

when ftx) = 0 ( can decrypt), we can recover Bf from [ B
,
- X

,
G 1- - ' 1 Be - Xe . G ]

ciphertext will be a dual Regev ciphertext with respect to [ A 1 Bf ] :

mpk includes random vector t c- 2q~ y
will need to be careful with this distribution in security proof

ciphertext is 5A + et

5- [ B, - X , G 1 - - - l Be -✗e- G) + ET
-¥

5' (Bg
- ffx) - G) + éttlfix

5't + e't µ
. 19-27 = 513g + E' Hf, when f- 1×1=0

secret key to a function f will be

short vector Zf such that [A) Bf]z = t
↳

decrypter can compute
(can be sampled using trapdoor for A)f) St [A 1 Bf] + error

multiply by Zg yields
[AIBF] only sit + error

depends on f and riot

on input ✗


